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Abstract

The application of Wireless Sensor Networks (WSNs) with a large number of tiny, cost-
efficient, battery-powered sensor nodes that are able to communicate directly with each
other poses many challenges. Due to the large number of communicating objects and
despite a used CSMA/CA MAC protocol, there may be many signal collisions. In addition,
WSNs frequently operate under harsh conditions and nodes are often prone to failure,
for example, due to a depleted battery or unreliable components. Thus, nodes or even
large parts of the network can fail. These aspects lead to reliable data dissemination
and data storage being a key issue. Therefore, these issues are addressed herein while
keeping latency low, throughput high, and energy consumption reduced. Furthermore,
simplicity as well as robustness to changes in conditions are essential here. In order to
achieve these aims, a certain amount of redundancy has to be included. This can be
realized, for example, by using network coding. Existing approaches, however, often
only perform well under certain conditions or for a specific scenario, have to perform
a time-consuming initialization, require complex calculations, or do not provide the
possibility of early decoding. Therefore, we developed a network coding procedure
called Broadcast Growth Codes (BCGC) for reliable data dissemination, which performs
well under a broad range of diverse conditions. These can be a high probability of
signal collisions, any degree of nodes’ mobility, a large number of nodes, or occurring
node failures, for example. BCGC do not require complex initialization and only use
simple XOR operations for encoding and decoding. Furthermore, decoding can be
started as soon as a first packet/codeword has been received. Evaluations by using an
in-house implemented network simulator as well as a real-world testbed showed that
BCGC enhance reliability and enable to retrieve data dependably despite an unreliable
network. In terms of latency, throughput, and energy consumption, depending on the
conditions and the procedure being compared, BCGC can achieve the same performance
or even outperform existing procedures significantly while being robust to changes in
conditions and allowing low complexity of the nodes as well as early decoding.
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Kurzfassung

Der Einsatz von drahtlosen Sensornetzen (Wireless Sensor Networks, WSNs) mit einer
Vielzahl hochintegrierter, kostengünstiger und batteriebetriebener Sensorknoten, die
direkt miteinander kommunizieren können, birgt viele Herausforderungen. Aufgrund
der großen Anzahl von kommunizierenden Objekten kann es trotz eines verwendeten
CSMA/CA MAC Protokolls zu vielen Signalkollisionen kommen. Darüber hinaus arbeiten
WSNs häufig unter rauen Bedingungen und die Knoten sind oft anfällig für Ausfälle, z.B.
aufgrund aufgebrauchter Energiekapazität oder defekter Komponenten. Infolgedessen
können einzelne Knoten oder auch große Teile des Netzes ausfallen. Diese Aspekte
führen dazu, dass zuverlässige Datenverteilung und Datenhaltung von entscheidender
Bedeutung sind und folglich im Rahmen dieser Arbeit adressiert werden. Gleichzeitig
soll die Latenz niedrig, der Durchsatz hoch und der Energieverbrauch möglichst ge-
ring gehalten werden. Des Weiteren sind eine geringe Komplexität sowie Robustheit
gegenüber veränderten Bedingungen wesentlich. Um diese Ziele zu erreichen, ist ein
gewisses Maß an Redundanz nötig. Dies kann beispielsweise durch die Verwendung von
Netzwerkkodierung realisiert werden. Bestehende Ansätze liefern jedoch oft nur unter
bestimmten Bedingungen oder für ein spezifisches Szenario gute Performanz-Ergebnisse,
müssen aufwändig initialisiert werden, benötigen komplexe Berechnungen oder bie-
ten keine Möglichkeit für frühzeitige Dekodierung. Daher haben wir ein als Broadcast
Growth Codes (BCGC) bezeichnetes Netzwerkkodierungsverfahren für zuverlässige
Datenverteilung entwickelt, welches unter einem breiten Spektrum unterschiedlicher
Bedingungen gute Ergebnisse erzielt. Zu diesen Bedingungen gehören zum Beispiel eine
hohe Wahrscheinlichkeit von Signalkollisionen, ein beliebiger Grad an Knotenmobilität,
eine große Knotenanzahl oder das Auftreten von Knotenausfällen. BCGC benötigen
keine komplexe Initialisierung und verwenden nur einfache XOR-Operationen für Ko-
dierung und Dekodierung. Darüber hinaus kann mit der Dekodierung bereits begonnen
werden, sobald ein erstes Paket/Codewort empfangen wurde. Evaluationen mit einem
eigens implementierten Netzwerksimulator sowie einem realen Testbed haben gezeigt,
dass BCGC ermöglichen, Daten trotz eines unzuverlässigen Netzwerks zuverlässig zu
erhalten. In Bezug auf Latenz, Durchsatz und Energieverbrauch können BCGC, je nach
Bedingungen und verglichenem Verfahren, vergleichbare Ergebnisse wie bestehende
Verfahren erzielen oder diese sogar deutlich übertreffen, während sie gleichzeitig ro-
bust gegenüber veränderten Bedingungen sind, eine geringe Komplexität der Knoten
erlauben sowie eine frühzeitige Dekodierung ermöglichen.
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Chapter 1
Introduction

Contents

1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 Thesis Outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

1.1 Motivation

Today, distributed wireless systems can consist of an increasingly larger number of highly
integrated, increasingly smaller, communicating and cooperating objects. Technology
scaling has enabled more and more computing power, memory capacity, sensors, and
communication infrastructure to be built into the smallest devices. Often, these devices
are battery-powered, cost-efficient, and no bigger than a few millimeters. Systems
consisting of such devices which are able to collect sensor data in a distributed manner
over time, process data, and communicate with each other via wireless transmissions
are called Wireless Sensor Networks (WSNs), see for example [AV10; WB10; For16].
The corresponding devices are called (sensor) nodes. Nodes that are assigned to gather
original data generated by the other nodes of the network are also called sinks. In general,
applications of WSNs range from healthcare [Pat+12], agriculture and environment
monitoring [Kwo+12; OS12], industrial monitoring [Lu+05], logistics [Xia+16], military
[BQW16], smart grid [Fad+15], to rare event detection [HSR16]. Furthermore, a WSN
can also be part of an Internet of Things (IoT) system or be incorporated into a scenario
of Industry 4.0. Sensor nodes are often prone to failure and their computing power,
energy, and memory are typically limited. Therefore, single nodes or even large parts of
the network can fail, for example, due to a depleted battery or due to mechanical defects
caused by a deployment in a harsh environment or unreliable components in general. In
addition, a network consisting of several hundred or thousand densely deployed nodes
can be prone to signal collisions and, thus, packet loss. As a consequence, reliability
of certain single transmissions or entire devices can not be guaranteed. Reliable data
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Chapter 1 Introduction

storage and data dissemination is, therefore, essential in WSNs, especially in the case of
a large number of communicating devices. In this thesis, reliability is translated into the
following objectives:

• appropriate redundancy depending on the state of the network should be used.

• single points of failure and highly congested areas should be avoided.

• data should be disseminated/collected without relying on the successful reception
of specific packets.

• as much original data as possible should be reconstructed and stored in each sink
at any considered point in time, even in the beginning, i.e. early decoding should
be possible.

• each sink should have to receive as little data as possible in order to be able to
gather and reconstruct a respective amount of original data.

In addition to the important aim to ensure reliability, latency should be low, throughput
should be high, and energy consumption should be reduced. Furthermore, simplicity
of encoding and decoding as well as robustness to changes in conditions are essential
here. Therefore, these aims should be achieved in the case of any realistic payload size,
unreliable radio transmissions with a small but also with a large amount of packet loss,
large or very large networks, irregular initial topology, any pattern or degree of node
failure, and regardless of the degree of nodes’ mobility.

Reliability here means meeting the stated aims under these challenging diverse condi-
tions. To achieve those aims despite a possibly demanding situation, a certain amount
of redundancy is necessary. This can be realized and, thus, reliable data storage and
data dissemination can be enabled, for example, by using network coding. Existing
approaches often perform well either in highly dynamic or in completely static scenar-
ios, are restricted to a small maximum number of nodes, perform a time-consuming
initialization process or preliminary simulations, assume lossless transmissions, require
perfect information about all neighboring nodes, do not provide the possibility of early
decoding, or require complex calculations, for example.

Therefore, we developed a network coding procedure called Broadcast Growth Codes
(BCGC) for reliable data dissemination, which performs well under the diverse conditions
described above and is presented in this thesis. In general, BCGC provide a certain
form of temporal, spatial, and information redundancy. Furthermore, they address all
mentioned aspects of reliability, reduce latency, increase throughput, and reduce energy
consumption while not requiring complex initialization, using simple XOR operations
for encoding and decoding, and being robust to changes in conditions.
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1.2 Thesis Outline

1.2 Thesis Outline

This thesis is structured as follows: First, basic principles of network coding which are
relevant for the understanding of the remaining chapters are presented in Chapter 2.
This includes relevant terminology, the fundamental procedure of network coding, a
classification of network coding, well-known basic examples, and a brief survey of the
history of network coding. Furthermore, the differences between source coding, channel
coding, and network coding as well as the relation between network coding and routing
are also explained in Chapter 2. This introductory chapter on network coding basics
closes with an overview of the main benefits of network coding.

Chapter 3 then represents the framework for subsequent considerations and analyses.
There, the assumed system setup, a definition of the addressed goals, and a description
of possible application scenarios of BCGC, our developed network coding procedure,
are presented. One possible choice for a specification of the communication on physical
and MAC layer for BCGC is the IEEE Std 802.15.4. As it is used as a basis here,
general information on the IEEE Std 802.15.4, some of which are relevant for following
parameter decisions, is given in this chapter. However, BCGC are not restricted to this
standard. Therefore, alternatives to the IEEE Std 802.15.4 are also listed in this chapter.
Finally, the key performance metrics which are evaluated in a later chapter are presented
in Chapter 3.

The subsequent Chapter 4 contains related work concerning coding schemes and
data dissemination. In this context, NoCoding/Forwarding, which does not use any
encoding in the strict sense, is introduced first. After that, the frequently used coding
scheme of random linear network coding (RLNC) and the coding procedure called
Growth Codes (GC), which forms the basis for BCGC, are presented comprehensively.
This chapter closes with an overview of related work concerning network coding based
data dissemination, which includes the distribution process and distributed storage.

The main scientific contributions presented in this thesis can be found in the following
chapters. In Chapter 5, our developed network coding procedure, BCGC, is introduced in
detail. For this purpose, the fundamental procedure of BCGC is presented first. Then, the
two important BCGC process parameters, the degree of codewords and the composition
of codewords, are comprehensively described. Finally, the differences between BCGC
and the network coding procedures GC and RLNC are discussed.

A description of the used simulation environment and the results of a comprehensive
simulative evaluation of BCGC can, then, be found in Chapters 6 and 7. Therefore,
the implemented radio transmission schemes, MAC protocols, initial topology, mobility
models, patterns for node failures, and used energy consumption model are presented
first in Chapter 6. Furthermore, the used default configuration of BCGC process param-
eters and also of relevant parameters relating to simulation settings are explained in
Chapter 6.

Chapter 7 then contains the core of the simulation based evaluation of BCGC. This

3



Chapter 1 Introduction

evaluation chapter is divided into two parts: The first part is an evaluation of BCGC
process parameters, such as the degree of codewords for transmission and the composi-
tion of codewords. The evaluation of the degree of codewords contains an evaluation
of different degree functions and an evaluation of different upper bounds for the used
codeword degree. The evaluation concerning the composition of codewords consists
of an evaluation of an approach with specific symbol selection and an evaluation of an
approach with a requested desired symbol. The second part of the evaluation chapter
presents an evaluation of BCGC using different simulation settings, including a compari-
son with NoCoding/Forwarding and the existing network coding procedures RLNC and
GC.

After the simulation based evaluation, a brief evaluation of BCGC on a testbed is
presented in Chapter 8. Therefore, the used testbed platform including the chosen
settings for the testbed based evaluation are described first. Then, the results from the
testbed are shown and compared to the corresponding results from the simulator.

This thesis closes with a conclusion and an outlook to future work in Chapter 9.
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Chapter 2
Network Coding Basics

Contents

2.1 Relevant Terminology . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2.2 Introduction to Network Coding . . . . . . . . . . . . . . . . . . . . 8

2.2.1 Procedure of Network Coding . . . . . . . . . . . . . . . . . . 8

2.2.2 Basic Examples of Network Coding Scenarios . . . . . . . . . . 12

2.2.3 History of Network Coding . . . . . . . . . . . . . . . . . . . . 18

2.3 Distinction between Source Coding, Channel Coding, and Network
Coding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

2.4 Relation between Network Coding and Routing . . . . . . . . . . . 24

2.5 Benefits and Drawbacks of Network Coding . . . . . . . . . . . . . 28

The procedure of Broadcast Growth Codes (BCGC), which was developed within
the scope of this thesis, belongs to the field of network coding. Therefore, the basic
principles of network coding which are relevant for the understanding of the remaining
chapters are presented first. Network coding is an extensive research area, which has
influences from many different disciplines. Approaches originate in information theory,
graph theory, linear algebra, linear optimization, combinatorics, coding theory, and
many more. A comprehensive introduction to this topic can be found in the following
books, see [HL08; Yeu08; MS12]. For a compact overview and tutorial on network
coding, see [FLW06; DIG10; MNT11] and [CW07; FS+07; FS+08], respectively.

This chapter is structured as follows: First, relevant terminology is introduced in
Section 2.1. Then, the fundamental procedure of network coding is explained, and a
classification of network coding is presented in Section 2.2.1. This is complemented
by a description of well-known basic examples, and a brief survey of the history of
network coding in Sections 2.2.2 and 2.2.3. Subsequently, the differences between
source coding, channel coding, and network coding are highlighted in Section 2.3. After
that, the relation between network coding and routing is explained, and an appropriate
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Chapter 2 Network Coding Basics

routing procedure for the analysis of BCGC is suggested in Section 2.4. This introductory
chapter on network coding basics finally closes with an overview of the main benefits of
network coding in Section 2.5.

2.1 Relevant Terminology

Here, a network of n homogeneous sensor nodes with the ability to generate, store,
and combine data is considered. Data which is generated by a node will be called the
node’s own symbol. It is assumed that symbols of all nodes have the same size. In the
case that generated symbols have different sizes, a normalization would be necessary.
If there are n nodes in a network, there will be n distinct original symbols. Using
wireless communication, a node is able to transmit or receive data packets. Depending
on the specifications of the applied procedure, a node may combine, i.e. encode, original
symbols and generates a so-called codeword. This codeword is subsequently transmitted
in a data packet. Each packet contains one codeword as payload. Necessary information
for decoding is included in the packet header. A codeword can be decoded, and the
resulting original symbols are then called reconstructed. A corresponding graphical
representation of the described process can be seen in Figure 2.1.

The so-called degree d of a codeword indicates the number of symbols which have
been combined for this codeword. If s1, s2, s3, s4 are original symbols and encoding is
done by bitwise XOR operations of the respective symbols, an example for a codeword is
s1 ⊕ s3 := (s1 ∧ s3)∨ (s1 ∧ s3)1. The XOR operation, which is denoted by ⊕, corresponds
to an add operation in GF(2)2, i.e. a binary addition is performed. The distance of a
received codeword is the number of symbols which are included in the codeword but
have not been reconstructed by the considered node yet. For example, a distance-1-
codeword of degree d consists of d − 1 symbols which have been reconstructed and 1
symbol which has not been reconstructed yet. If a node has already only reconstructed
s1 and s2, then s1 ⊕ s3 is a distance-1-codeword for this node. If encoding is done by
bitwise XOR operations, a codeword can be reduced if a symbol is added via XOR which
is already contained as XOR is self-inverse. This can be seen by using the subsequent
transformation:

s1 ⊕ s1 = (s1 ∧ s1)∨ (s1 ∧ s1) = 0∨ 0= 0.

The following example shows the described facts with actual bit values. Let s1 = 0101

1s = ¬s, i.e. negation is used here.
2GF(2) denotes the so-called Galois field with 2 elements. For mathematical details on Galois fields, see

Section 4.2.4.
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Fig. 2.1: Graphical representation of a network coding based transmission process

and s3 = 1100, then

s1 ⊕ s3 =
0101

⊕ 1100
1001

.

For decoding, if s1 ⊕ s3 is received and s1 is already known, s3 can be reconstructed via:

(s1 ⊕ s3)⊕ s1 =
1001

⊕ 0101
1100

= s3.

A node which generates sensor data is also called a source node. Furthermore, each
node which is on the path between source node and destination is called an intermediate
node for this specific transmission. A node assigned to reconstruct and gather original
symbols is called a sink. There can be one dedicated sink or multiple sinks in a network.

With regard to transmissions, there are unicast, multicast, and broadcast transmissions.
If a node overhears a packet which is not addressed to it, the node discards this packet.
Due to the broadcast feature of wireless transmissions, this often occurs in wireless
scenarios. In the case of a unicast transmission, a node transmits data to exactly one
neighboring node. In contrast, a node transmits identical data to multiple neighbors at
the same time in the case of a multicast transmission. Broadcast can be considered a
special case of multicast where a node sends identical data to all neighboring nodes at
the same time. However, these terms should not be confused with the terms unicast
session/scenario/network and multicast session/scenario/network as they appear in
subsequent network coding examples and also in some related work. A unicast ses-
sion/scenario in network coding literature is a scenario with one source node which
aims to transmit data, possibly via several intermediate nodes, to one final destination.
A corresponding network is called a unicast network. If there are, for example, two
independent source nodes, which aim to transmit data to one destination each, it is two
independent unicast sessions. In a multicast session/scenario in network coding litera-
ture, there is one source node and several final destinations. Again, a corresponding
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network is called a multicast network. A broadcast session/scenario is a special case of
a multicast session/scenario where all nodes of the network are final destinations. In
addition, there are the terms many-to-many broadcast, many-to-many communication, or
multi-source multi-sink problem. All of these denote a scenario where there are multiple
source nodes and multiple sinks. This means, more than one source node generates data
which should eventually reach the multiple sinks. A multicast network with multiple
independent multicast sessions is, thus, considered. All-to-all broadcast/communication
is a special case of many-to-many broadcast/communication where each node of the
network is a source node and a sink.

The following sections and chapters refer to a packet based network. This means,
packets are considered for network transmission, see e.g. [HL08]. Packets are generally
sent from one or more source nodes via intermediate nodes to one or more sinks.

After having defined relevant terminology, an introduction to network coding follows.

2.2 Introduction to Network Coding

In this introductory section, the fundamental procedure of network coding is described,
and a classification of network coding is presented. According to this classification, the
BCGC procedure is classified based on its features. As a complement, well-known basic
examples for network coding scenarios are given. Furthermore, the history of network
coding is briefly surveyed.

2.2.1 Procedure of Network Coding

With traditional store-and-forward or routing, data received by an intermediate node is
subsequently forwarded to neighboring nodes without modification, see for example
[HL08; Yeu08; DIG10; MNT11]. If network coding is used in addition to a routing scheme,
previously received data is encoded or re-encoded according to the chosen network
coding procedure before further transmission. This means, received packets are not just
forwarded by intermediate nodes, as they are in the case of routing without network
coding, but stored, modified, and then transmitted. A more detailed description of the
relation between network coding and traditional routing can be found in Section 2.4.
The XOR operation is the most simple coding function which can be used for network
coding. Furthermore, encoding can be performed at a source node and at intermediate
nodes. However, network coding should not be confused with source coding or channel
coding. Therefore, a distinction between network coding, source coding, and channel
coding follows in Section 2.3. As already mentioned in Section 2.1, encoded data, i.e.
the created codeword, is transmitted as the payload of a packet if network coding is
applied. To be able to decode encoded data again, all relevant information for decoding
has to be added to the packet header.
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Fig. 2.2: Classification of network coding procedures

There are different approaches to classify network coding procedures. Some of them
are very special or rarely used in literature. The most common categories are presented
in the following, and a corresponding overview is shown in Figure 2.2.

A first option to classify network coding procedures is the distinction between inter-
session and intra-session network coding. Corresponding definitions can also be found
in standard literature, such as [HL08; KKR12]. In the case of inter-session network
coding, data from different sessions, i.e. from different source-destination(s)-tuples, can
be combined. These different sessions can intersect at an intermediate node, which
then has the possibility to encode data. In the case of inter-session network coding,
intermediate nodes often first decode, recompose, and then encode packets instead
of simply re-encoding them [KKR12]. Here, an operation which is commonly used to
combine data is XOR. Inter-session network coding is typically applied in multiple unicast
scenarios or multiple multicast scenarios, where usually different sessions overlap. A
graphical representation of an example of inter-session network coding is depicted
in Figure 2.3. Inter-session network coding is used, among other things, to reduce
the number of required transmissions and thereby increases throughput. Instead of
transmitting data from different sessions one after the other, inter-session network
coding combines, i.e. encodes, data from overlapping sessions. Thus, data of different
sessions is transmitted simultaneously, for example, through a bottleneck. For decoding
beyond the bottleneck, the fact that data moves through the network on various paths
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is exploited. The node(s) on the other side of the bottleneck may have received a
certain amount of the data which had been combined for the packet, either before or
simultaneously via a different path. In the case of an encoding with XOR, the node
can then use this data to try to decode the current packet and possibly reconstruct a
new symbol. Prominent examples for inter-session network coding are COPE [Kat+05;
Kat+06; Kat+08], the XOR based procedure of [WCK+05], and the random linear
network coding3 (RLNC) based procedure of [FWL08].

For intra-session network coding, only data from the same session, i.e. from the same
source-destination(s)-tuples, can be coded together. This means, data which has the
same destination(s) can be coded together, and decoding is typically performed at the
destination or destinations [KKR12]. Often, intra-session network coding is RLNC based
and re-encoding is used, instead of decoding with subsequent encoding. Intra-session
network coding is usually applied in single lossy unicast scenarios or single multicast
scenarios, where data is transmitted via several hops. In single multicast scenarios,
links between nodes can be lossy, but do not have to be lossy to benefit from network
coding. A graphical illustration of an example of intra-session network coding can be
seen in Figure 2.4. Intra-session network coding is used, among other things, to increase
reliability without the need for feedback messages or other coordination traffic. For

3See Section 4.2 for more details on RLNC.
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this purpose, intermediate nodes send combinations of previously received packets and,
thus, compensate if individual packets got lost or will get lost. For example, in the
case of RLNC, all data can be reconstructed by the destination(s) as soon as enough
linearly independent packets have been received. It is not necessary to retransmit
specific individual packets that did not arrive at a destination. Instead, by combining
previously received data in each intermediate node, packets are useful for multiple
destinations of the considered session. It does not matter which packets were lost on
the path and which exact packets arrived at the respective destination. Thus, erasures,
which may occur at each hop, are compensated. Intra-session network coding is used,
for example, for the very first network coding approach [Ahl+00], for the famous linear
network coding propositions of [LYC03], for the first RLNC results [Ho+03a], or for the
RLNC based coding procedure called MORE [Cha+07].

However, there are also network coding approaches which cannot be assigned to
pure inter-session or pure intra-session network coding, but are a combination of both.
Examples are [SMR11; Hua+14].

A second option to classify network coding procedures is the distinction between
static and adaptive network coding. For static network coding, encoding is executed
independently of, for example, the current state of the network, the state of the sinks, or
the environment of the nodes which are currently performing the encoding. The exact
coding procedure can be completely predetermined before the algorithm starts and
before any data is sent through the network. For example, for linear network coding
based approaches, the coefficients for each node can already be chosen in advance. In
the case of adaptive network coding, encoding is adapted to the current situation. For
example, for an encoding which is currently being executed by a node, it is possible to
take into account how much data has already been reconstructed by the sinks. Certain
parameters of the respective coding function are determined during the course of the
algorithm.

A third option to classify network coding procedures is the distinction between digital
network coding and analog network coding. Digital network coding can be further
divided into linear and non-linear procedures. Depending on the type of coefficient
determination, there is random linear network coding and deterministic linear network
coding. For digital network coding, encoding is performed on packet level. The payload
of a packet in bit form is considered as a codeword, and information from the packet
header is used for decoding. In the case of a linear network coding procedure, a
codeword is the result of a linear combination of individual symbols or codewords.
It should be noted that the XOR operation is a special form of a linear combination.
The coefficients used for a linear combination can be stored in the packet header to
enable decoding. Coefficients can be chosen randomly. In this case, the corresponding
procedure is called random linear network coding. Alternatively, coefficients can be
chosen specifically. The associated procedure is then called deterministic linear network
coding. Details on linear network coding and especially on random linear network
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coding are described in Section 4.2. If encoding is done in a different way than by linear
combination and if codewords also cannot be generated by linear combination, the
procedure is called non-linear network coding. Non-linear network coding is addressed,
for example, in [LL04a; DFZ05; KTT09].

For analog network coding, encoding is performed on analog physical signals instead
of being based on packets. Therefore, analog network coding is also called physical-layer
network coding. In the case that two nodes transmit simultaneously and the packets
collide, these packets are added on signal level. If a receiver knows the content of one of
the collided packets, it can extract the corresponding signal from the interfered signals
and obtains the remaining signal. Thus, interference is used to improve throughput.
These and other details can be found, for example, in [ZLL06; KGK07; KKR12]. Analog
network coding was first presented in [ZLL06]. A first implementation of analog network
coding can be found in [KGK07]. In the following sections and chapters, however, packet
based networks will be addressed. This means, only packet based approaches will be
considered and reasoning will be done on packet level. For this reason, analog network
coding will not be dealt with in subsequent sections.

BCGC, which are presented here, can be classified as inter-session network coding.
Intermediate nodes can combine data regardless of which session the data originates
from. Furthermore, BCGC belong to the category of adaptive network codes as encoding
is adapted to the current situation. The procedure of BCGC is a digital network coding
procedure and represents a certain form of deterministic linear network codes.

2.2.2 Basic Examples of Network Coding Scenarios

In the following, three basic examples are presented in which the application of network
coding is beneficial with regard to the required number of transmissions. In general,
there are unicast and multicast sessions, and transmissions can be lossless or lossy. Here,
a single unicast/multicast session or multiple independent unicast/multicast sessions
are considered. The application of network coding can bring advantages only in the
case of a single lossy unicast session, multiple independent unicast sessions, a single
multicast session, or multiple independent multicast sessions. These multicast and
multiple unicast sessions can be lossless or lossy. An overview of all options and in
which cases network coding can be beneficial is shown in Table 2.1. The following three
examples should cover the mentioned options and represent basic examples of network
coding scenarios. Since the process and the advantages of a network coding procedure
do not differ fundamentally between multiple independent lossless and lossy unicast
sessions or between a single and multiple multicast sessions, only one example each is
presented in both cases. Thus, the first example considers a single lossy unicast session,
the second example considers two independent lossless unicast sessions, and the third
example considers a single lossless multicast session. Looking at the first two examples,
the difference between intra-session and inter-session network coding can also be seen.
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lossless lossy
single unicast session +
multiple independent unicast sessions + +
single multicast session + +
multiple independent multicast sessions + +

Table 2.1: Overview of cases in which network coding can be beneficial

In all examples, an abstract approach is used and only the payload of the packets is
taken into account. Furthermore, time is slotted, and it is assumed that only one packet
can be transmitted over each link per time slot.

The first example, which considers a single lossy unicast session, is a chain of nodes
connected via point-to-point links. This example is depicted in Figure 2.5 and shows
how a network coding procedure combines data from within a session, i.e. intra-session
network coding is performed. Nodes are able to transmit data according to the directed
links in the finite graph in Figure 2.5. There is one source node S, an intermediate
node I , and one destination node D. Node I should be able to receive data from the
source node S, and the destination D should be able to receive data from I . No direct
communication between source node S and destination D is possible. Within one time
slot, it is assumed that a node can either send or receive a packet. However, links are
assumed to be lossy. The source node S now wants to transmit its data a and b via the
intermediate node I to the destination D. This type of scenario is considered as a single
unicast session in network coding terminology as there is one source node which aims
to transmit data to one final destination. Without network coding, it is necessary to
transmit data a and b separately from node I to D. It is assumed that without network
coding, node I transmits received data alternately. If, for example, the transmission does
not arrive at D in the fourth time slot, at least two further transmissions are necessary
without network coding until all data has arrived. This means, destination D has all
data after six transmissions at the earliest. With network coding, it is possible to send
an XOR combination of a and b in the fifth time slot. Thus, D can decode b from this
combination and has all data after only one additional transmission. With network
coding, one transmission and one time slot less is required than without network coding.
Hence, this example shows how in a single lossy unicast session the required number of
transmissions can be reduced by using network coding. This first scenario, is a simple
example of intra-session network coding. A basic example of inter-session network
coding now follows.

The second example, which addresses two independent lossless unicast sessions, is a
network of three nodes which transmit data via broadcast transmissions, as depicted
in Figure 2.6. This example shows how network coding combines data from different
sessions, i.e. inter-session network coding is performed. Nodes are able to transmit
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data reliably according to the directed links in the finite graph. This means, lossless,
reliable links are considered. In [WCK+05], this example was first used in the context
of network coding [KKR12]. Let nodes A and B be able to receive data reliably from
node I . Furthermore, node I should be able to receive data reliably from nodes A and B.
No direct communication between nodes A and B shall be possible. Within one time
slot, it is assumed that a node can either send or receive a packet. There can only be
one broadcast transmission per time slot in this considered network if collisions shall
be avoided. This means, nodes A and B cannot transmit data simultaneously to node I .
Node A now wants to send its data a via the intermediate node I to node B, and B wants
to send its data b to node A. Hence, there are two independent source nodes which aim
to transmit data to one final destination each. This type of scenario is considered as
two unicast sessions in network coding terminology. After node I has received data a
from node A and data b from node B, without network coding, it can transmit w.l.o.g.
data a in a third time slot. Subsequently, node I has to transmit data b in a fourth time
slot so that finally both nodes, A and B, have the desired data. Now, consider the case
that network coding is applied and the XOR operation is used as coding function. With
network coding, the example differs from the variant without network coding from the
third time slot onward. In the case of network coding, node I can now combine the
previously received data a and b and transmit all data in only one packet as a⊕ b to
A and B. Since XOR is self-inverse, nodes A and B can use their own data to extract
their respective missing data from the package. Thus, without network coding, four
transmissions and four time slots are necessary in the considered example and only
three with network coding. This example shows how in two independent lossless unicast
sessions the required number of transmissions can be reduced by using network coding.

The third example, which represents a single lossless multicast session, considers
the wired, so-called butterfly network for multicast. In the context of network coding,
it was first used for illustration in [Ahl+00]. Since then, the butterfly example has
appeared in numerous introductions to network coding, such as in [FS+07; HL08;
Ksc12]. Besides the original version, there are also different variants of the butterfly
network. For example, a modification with two source nodes instead of one, a butterfly
with wireless links, or a combination of these two which consists of only three nodes in
total [HL08; Yeu08]. However, the original, wired butterfly will be considered in the
following as it is the most famous example in the context of network coding. A graphical
representation of this example is depicted in Figure 2.7. Here, nodes are able to transmit
data reliably according to the directed links in the finite graph. There is one source
node S, which generates and transmits two distinct packets a and b via intermediate
nodes to the destinations D1 and D2. This type of scenario is considered as a multicast
session/scenario in network coding terminology as there is one source node and several
final destinations. Figure 2.7 shows how data flows through the network over time for
both the case without network coding and with network coding. It is assumed that only
one packet can be transmitted over each link per time slot. Without network coding,
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there is a bottleneck between the intermediate nodes I3 and I4. Either packet a or
packet b can be transmitted within the third time slot. Without loss of generality, it is
assumed that node I3 chooses packet a for transmission first and transmits packet b in
the subsequent time slot. Therefore, packet a is received by D1 and D2 after four time
slots, and packet b is only received by destination D2. After five time slots, packet b is
finally also received by D1, and both destinations have all data. In the case of network
coding, the intermediate node I3 can calculate an XOR combination of packets a and b.
Having received a and a⊕ b, destination D1 can reconstruct packet b. The same applies
to destination D2 with b and a⊕ b. After already four time slots both destinations have
all data. Hence, with network coding one transmission less is necessary than without
network coding. The number of transmissions which is required to transfer all data
from the source node to the destinations is reduced. Thus, throughput is increased by
using network coding in the considered multicast scenario.

The three presented examples show scenarios in which the application of network
coding is beneficial referring to the required number of transmissions and the throughput.
More details about the advantages of network coding can be found in Section 2.5.

2.2.3 History of Network Coding

The notion of network coding can originally be ascribed to Ahlswede et al. in [Ahl+00].
There, a wired point-to-point communication network with only one source node is
considered. Information is transmitted from this single source node via intermediate
nodes to several destination nodes. Thus, a multicast scenario/network is considered,
as defined in Section 2.1. Ahlswede et al. generalize the max-flow min-cut theorem,
which is proved in [FF56], [DF56], and [EFS56], for network information flow [Yeu11].
According to [EFS56; FS+07; Yeu08], the principle idea of the max-flow min-cut theorem
is the following: Consider a connected, finite, directed graph G = (V, E), consisting of a
set of nodes V and a set of edges E ⊂ (V × V ). Assume there is one source node and
one or several sinks in V . A cut in this graph G is a set of edges E′ ⊂ E without which
the source node and at least one of the sinks would no longer be connected. The value
of a cut is the sum of the respective edges’ capacities. However, only the capacities of
edges which are directed toward the sink are considered. Then, the min-cut of G is
the smallest value among all cuts’ values. Furthermore, the max-flow is the maximum
amount of data which can be transmitted from the source node to each sink per time
slot, or unit of time in general. The max-flow min-cut theorem then states that the
max-flow equals the min-cut. As the max-flow/min-cut value is an upper bound, it is
also referred to as the max-flow bound, min-cut bound, maximum capacity bound, or
multicast capacity. One main contribution of Ahlswede et al. in [Ahl+00] is to show that
this max-flow bound cannot generally be reached by traditional routing in a multicast
scenario but can be reached by additionally employing network coding. Thus, Ahlswede
et al. demonstrate that, for a single multicast session, it is not optimal if data is only
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forwarded to neighboring nodes and routed to the destinations. Instead, data should
be encoded at intermediate nodes. They conclude that using network coding saves
bandwidth and improves throughput.

Li et al. investigate in [LYC03] how fast information can be spread from one source
node to all nodes in a multicast network using network coding. They show that linear
network coding is sufficient to achieve the optimal multicast rate, i.e. the max-flow
bound, and even the individual max-flow bound at each node. This is also proved in
[KM02; KM03] by using an algebraic approach with matrices instead of a vector space
framework as in [LYC03]. Furthermore, Koetter and Médard extend the results of Li et al.
to arbitrary wireline networks in [KM02; KM03]. In [KM03], the authors continue and
develop the ideas of [KM02], which refers to a preprint of [LYC03]. Using an algebraic
approach, the authors of [KM03] show that encoding and decoding can be performed in
polynomial time in the case of linear network codes. This is also proved independently
in [JCJ03] and [SET03], where additionally a polynomial time algorithm is developed.
This algorithm determines the functions that are used by the nodes for encoding so
that the max-flow bound is achieved in a multicast network with one source node. This
means, it determines the coefficients at each node for linear network coding so that the
sinks are able to receive and decode data at a rate according to the max-flow bound.
In [Ho+03a; Ho+06], this is modified by Ho et al. to random linear network coding
(RLNC), which asymptotically achieves the max-flow bound in a multi-source multicast
network. There, coefficients are chosen randomly by each node independently, which
allows a distributed approach. Further details on RLNC can be found in Section 4.2. An
early practical implementation and simulation of network coding in real packet based
networks with e.g. delays, losses, and node failures can be found in [CWJ03]. The
presented approach does not need any knowledge about the topology or encoding and
decoding functions, and it does not rely on synchronous transmissions. In [Lun+04],
Lun et al. present a random linear network coding approach. They show that it can
reach the maximum throughput rate for single unicast or single multicast sessions in
a lossy wireline or wireless network if packets arrive at an appropriate rate. Reaching
the maximum throughput rate means achieving the max-flow bound. The results of
[Lun+04] are extended in [Lun+05a] to more general conditions regarding the packets’
arrival process. The throughput advantage of network coding over routing in a single
multicast scenario is demonstrated in [Ahl+00]. The corresponding statement was also
shown for a scenario with multiple unicast sessions in [LL04b; WCK+05; HK05], for
example. The advantages of wireless networks are considered in the context of network
coding, for example, by Deb et al. in [Deb+05]. In [Kat+05], Katti et al. present a first
implementation of network coding in wireless networks. The developed opportunistic
network coding approach called COPE supports multiple unicast sessions. Applications
for network coding in wireless networks are analyzed and presented by Fragouli et al.
in [FWL06]. There, the focus is on the benefits of network coding in terms of energy
efficiency. Since then, a wide variety of research has been done in the field of network
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coding. Different performance metrics and many specific applications have been studied.
After having introduced network coding in general, the differences between network

coding, source coding, and channel coding will be presented in the next section.

2.3 Distinction between Source Coding, Channel
Coding, and Network Coding

When transmitting data over a transmission channel from source to sink, techniques
such as source coding, channel coding, and network coding can be applied. Each of
these techniques has different objectives and can be considered orthogonal to the other
two approaches. Hence, a combination of the three techniques is also possible. Source
coding and channel coding are established methods, which have been studied and used
for many years.

The purpose of source coding is that a source node has to transmit less data and still all
original data of this source node can be reconstructed by the sink(s) after reception. With
source coding, data is compressed in a source node, e.g. by removing redundancies in the
raw data. For encoding, only data which was generated by this source node itself is used.
Furthermore, a source node is the only type of node which performs source coding. After
having received a packet, intermediate nodes only forward this packet to the respective
destination(s). Decoding is performed exclusively by the sink(s). Depending on the
prerequisites, lossless or lossy source coding can be used, i.e. complete recovery of
the original data by a sink is generally possible or not possible. In the following, the
focus will not be on source coding, since this approach is orthogonal to the network
coding procedure presented here, and can be applied additionally. For more detailed
information on source coding, please refer to [Skl+01; AM12; Gra12], for example.

In contrast to source coding, channel coding systematically adds useful redundancy
in order to compensate for transmission errors in the transmission channel. These can
be bit errors or so-called erasures, i.e. entire packets are lost. The purpose of channel
coding is to improve the reliability with which data from a source node reaches the
sink(s) in the case of an error-prone or lossy channel. Like source coding, channel
coding is performed exclusively by the source node(s). For encoding, only data which
was generated by the respective source node is used. Again, intermediate nodes only
forward encoded packets, and decoding takes place in the sink(s). General information
on channel coding can be found, for example, in [Skl+01; RL09; Fri13; Bos13].

A graphical representation of the classification of channel coding procedures, which
are presented in the following, can be seen in Figure 2.8. In general, it is possible
to choose Reverse Error Correction (REC), Forward Error Correction (FEC), or a hybrid
approach from both as channel coding. REC procedures contain procedures for error
detection, thus, so-called error-detecting codes are employed. If an error is detected,
a new transmission of the respective packet can be requested. Here, the procedure
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Channel Coding

FEC REC (ARQ)
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codes

erasure-correcting codes 
(erasure codes)

fixed rate rateless
(fountain codes)

Fig. 2.8: Classification of channel coding techniques

of REC is therefore also called Automatic Repeat reQuest (ARQ). Depending on the
scenario, retransmission can be requested per link or on an end-to-end basis. Examples
of error-detecting procedures that can be used in the context of ARQ are procedures
which use checksums, such as cyclic redundancy check (CRC) codes, or which add parity
bits to detect errors. Details on the respective procedures and further ARQ strategies
can be found, for example, in [BGH92; LW03; TW11]. In the case of lossy wireless links
or collision-prone systems, ARQ may not be optimal as feedback messages can also be
lost. ARQ may also be not convenient in a multicast scenario as there can be a lot of
feedback messages in the network which are of interest for only a few nodes.

An alternative to REC/ARQ is FEC. However, a combination of the two approaches,
ARQ and FEC, is also possible. For FEC, a source node adds useful redundant information
to its transmissions. According to the considered layer or application, redundancy can
be added at different levels, such as at bit level or at packet level. Thus, redundancy
can be added within each packet only referring to this packet or across packets. Here,
across packets means that different original symbols, which without encoding would
have been packed into different packets as payload, can be combined in packets for
transmission. Then, there are procedures which only transmit this kind of encoded
packets and procedures which transmit non-encoded packets plus additional encoded
packets. For the latter procedures, the term encoded packets is used in the following for
all transmitted packets due to the more compact formulation. By adding redundancy as
described, transmission errors which are introduced by the channel can be compensated
at the respective sink(s). With FEC, no request for retransmission is sent. Instead, the
procedure is only information redundancy based.

The considered transmission errors which should be compensated with FEC can be
bit errors within a packet or erasures, i.e. whole packets that got lost. Accordingly, FEC
procedures are distinguished between error-correcting codes and erasure-correcting
codes. There are multiple schemes of error-correcting codes, which can correct bit errors.
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Some of the best-known examples of error-correcting codes are Hamming codes, Reed-
Solomon codes, Bose-Chaudhuri-Hocquenghem (BCH) codes, or Low-Density Parity
Check (LDPC) codes. More detailed information about these coding schemes can be
found in literature, such as in [MS77; CC81; TW11; Bos13].

In the following, it is assumed that error detection was performed in advance and
packets which contain bit errors were corrected or dropped. Therefore, only non-
corrupted packets or erasures, i.e. lost packets, are considered here. The focus in the
following is, thus, on so-called erasure-correcting codes or erasure codes. Erasure codes
are a special form of FEC which compensate erasures, i.e. lost packets. To this end, a
source node adds redundancy to its transmissions.

As already described above, redundancy can be included by combining different
original symbols in a packet for transmission, which without encoding would have been
packed into different packets. Depending on the procedure, only such encoded packets
with this kind of ‘mixed’ payload or non-encoded packets and additionally a certain
amount of such encoded packets can be sent. In the following, there will not be a
distinction between non-encoded and encoded packets in this context. All transmitted
packets will be called encoded packets. Let k be the number of original symbols which
were generated by a considered source node. This means, k is the number of original
data packets which would be sent by this source node without encoding according to the
definitions in Section 2.1. Furthermore, let m be the number of encoded packets sent by
the source node, i.e. m is the number of generated codewords. After m encoded packets
have been sent, some may be lost due to erasures so that only k′ encoded packets arrive
at the sink(s). The respective sink will then attempt to reconstruct the original k symbols
from the k′ received encoded packets. Once a certain amount of encoded packets has
been received by a sink, this sink is able to reconstruct all original symbols which were
generated by the source node. Thus, erasures can be compensated as it is not necessary
to receive all transmitted encoded packets in order to recover all original symbols.

For erasure codes, there are fixed rate and rateless codes. Here, the so-called code rate
denotes the ratio k/m. With fixed rate erasure codes, only a predefined fixed number of
codewords can be generated from a given amount of original symbols. This means that
the predefined code rate remains constant. The already mentioned Hamming codes,
Reed-Solomon codes, or BCH codes, for example, can be employed for fixed rate erasure
codes. Further well-known fixed rate erasure codes are tornado codes [Lub+01]. By
contrast, with rateless erasure codes, an infinite number of encoded packets can be
generated from a given amount of original data. The code rate, thus, varies over time.
With rateless erasure codes, an endless sequence of encoded packets can be generated,
just as a fountain which emits water endlessly. For this reason, end-to-end rateless
erasure codes are also called fountain codes. Examples of fountain codes are Luby
Transform (LT) codes [Lub02], Online codes [May02], or Raptor codes [Sho06]. These
and further details on erasure codes, fountain codes, LT codes, Raptor codes etc. can be
found e.g. in [Riz97; Bye+98; Mit04; Mac05; RL09].
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In the case of network coding, encoding is performed not only by source nodes but
also by intermediate nodes, unlike source coding or channel coding. Network coding
is, thus, a distributed coding scheme. Furthermore, an intermediate node can encode
data of different sources with each other with inter-session network coding. In contrast
to source coding, network coding does not compress data, but adds redundancy, as in
channel coding. Since network coding has this essential common feature with channel
coding, different channel coding variants are distinguished from network coding in the
following. The order of the following comparison corresponds to the order which has
already been used for the classification of channel coding.

First, ARQ is considered. There are network coding approaches which use some form
of feedback like ARQ. These procedures can rather be considered as a combination
of network coding and ARQ. Examples can be found in [Ngu+08; LLL08; KWH11].
This mentioned feedback can be used for coordination, for example, in order to decide
which node should finally forward received data, which data should be combined
for retransmission so that as many neighbors as possible benefit, or when to stop
transmitting. Second, unlike the channel coding procedure of error-correcting codes,
network coding does not correct bit errors. Again, a combination of network coding
and error-correcting codes is possible. Third, erasure codes are considered. Network
coding, especially intra-flow network coding, is most comparable to the channel coding
procedure of erasure codes. Like these, network coding can be used to compensate
for erasures, among other things. However, network coding is also used to increase
throughput, which is apparent in the case of a multicast scenario or bottlenecks, for
example. Network coding can, in general, achieve a higher throughput than rateless
erasure codes [Lun+04]. Furthermore, since network coding adds redundancy at each
intermediate node, unlike end-to-end erasure codes, the probability of failure does not
increase with each hop.

To summarize, source coding, channel coding, and network coding are three com-
pletely different approaches, each with its own prerequisites and intentions. However,
it is possible to combine the single techniques with each other. Approaches for joint
channel coding and network coding, or for a combination of source coding and network
coding are presented, for example, in [Tho08; Guo+12; Yan+14; Hua+14; Ho+04;
Wu+05].

In this section, the differences between source coding, channel coding, and network
coding have been highlighted. The relation between network coding and routing will
be explained in the subsequent section. Furthermore, an appropriate routing procedure
for the analysis of BCGC will be discussed.
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2.4 Relation between Network Coding and Routing

Network coding and routing can be considered as two orthogonal approaches. An
underlying routing scheme can be complemented by the application of network coding.
Here, simple forwarding procedures where data is transmitted, for example, to one or
multiple random neighbors, to all neighbors, or to a neighboring node with a certain
probability are also regarded as routing procedures. In the following, a distinction is,
therefore, made between network coding added to an underlying routing scheme, which
for the sake of brevity is also only referred to as network coding, and routing without
network coding.

In the case of network coding, data is modified by intermediate nodes before retrans-
mission. By contrast, with traditional store-and-forward or routing without network
coding, data remains unchanged at intermediate nodes. In the case of routing, data
is stored at the nodes and subsequently forwarded toward the respective destination.
Depending on the concrete routing mechanism, a path from the considered interme-
diate node to the sink might be determined, and packets can then be routed along it.
Processing of data is only performed by the respective sink. A corresponding definition
of routing is also used in common literature, such as [KW07; Yeu08; MWM09; DIG10].

Unlike other wireless networks, WSNs have particular demands, so routing procedures
had to be adapted or newly developed for WSNs [AK04; KW07; FRS09; PNV13]. In
WSNs, the topology can change continuously due to usually unreliable wireless links or
as nodes may fail, become inactive, or be added to the network later. Furthermore, nodes
often do not know the topology of the network in advance. In addition, nodes usually
have restricted resources concerning computational power and energy, for example.
Overall, WSNs are very application-specific, and each scenario has its own constraints.
Routing methods that can be used specifically for WSNs will, therefore, be considered
in the following.

In general, there are many different routing protocols for WSNs. They differ in the
scheme according to which data is forwarded. An intermediate node has to decide
to which neighboring node data should be forwarded so that it finally reaches its
destination, i.e. the sink(s). Often, routing tables are used for this decision [KW07]. A
routing table is then set up and maintained as part of the routing procedure. The routing
table usually contains paths to other nodes and their respective costs, which depend on
the criteria that have to be considered. Costs can be, for example, the number of hops to
the respective node or the energy consumption for the respective route. However, there
are also some routing procedures that operate without a routing table or specific routing
scheme. Basic examples are flooding and gossiping, which can be used for routing at
WSNs, but have not been developed specifically for WSNs. With flooding and gossiping,
packets propagate randomly through the network and are not routed along a previously
calculated path. No specific routing technique is used. As declared at the beginning
of this section, flooding and gossiping are nevertheless assigned to routing procedures
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here, as they specify how data is forwarded in the network.
Flooding is the simplest form of forwarding data. A node transmits its packet to all

direct neighbors via broadcast. These neighbors store the received packet and forward
it to all of their respective neighbors subsequently. This process is repeated until the
packet reaches its destination or other limits, such as the maximum number of hops,
are reached. So, no routing table is used, and there is no need to determine to which
neighbors a packet should be forwarded. A description of flooding can also be found in
[LKW09; SSS10; TW11; ZNK12], for example. Another basic form of forwarding data is
gossiping, see for example [HKB99; KW07; Sha+09; Dim+10b]. In contrast to flooding,
received packets are stored and subsequently forwarded to only one randomly selected
neighbor, instead of being forwarded to all neighbors. This is repeated until the respective
packet has arrived at its destination or until a predefined limit is reached. Gossiping
can be considered as a form of randomized flooding. Flooding and gossiping are two
extreme types of forwarding which do not use a specific routing scheme or routing table.
Approaches that lie between flooding and gossiping are, for example, controlled flooding,
probabilistic routing, or opportunistic routing. In the case of controlled flooding, a
packet is transmitted to a subset of neighbors via a topology-control algorithm [KW07].
If probabilistic routing is used, a packet is forwarded only with a certain probability, see
e.g. [HHL02; WL05]. With opportunistic routing [BM04], each node which overhears
a transmission forwards the received packet if it is closer to the destination. Further
details about variants of flooding and gossiping in WSNs can be found, for example, in
[KW07].

There is a considerable number of routing protocols for WSNs and also plenty of
different ways to classify them. Often, the categories are not disjoint, and routing
procedures can be assigned to several categories. A frequently used classification is
proposed in [PNV13], which extends the well-known categorization of [AK04]. An
overview of the classification of routing protocols in WSNs which is presented in the
following is depicted in Figure 2.9. In [PNV13], routing protocols are distinguished by
(1) network structure, (2) communication model, (3) whether a procedure is topology-
based, and (4) whether it is a reliable routing procedure. These four classes can be
further subdivided. First, based on their network structure, routing protocols can be
classified as flat or hierarchical. Second, routing procedures can be categorized according
to their communication model as query-based, coherent-based, and negotiation-based.
Third, topology-based routing protocols can be location-based and mobile agent-based.
Fourth, reliable routing schemes can be classified into multipath-based and QoS-based.
Furthermore, routing procedures can be differentiated between pro-active, re-active,
and a hybrid version of these two. This classification is made according to the time of
route calculation and routing table creation. Pro-active routing protocols are also called
table-driven, and re-active routing methods are also referred to as demand-driven or
source-initiated in literature. Moreover, routing protocols can be data-centric or address-
centric [SSS10], depending on how data is requested by a sink node. A description of
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the single categories is omitted here but can be found, for example, in [SSS10; PNV13].
For more details on classification and routing procedures for WSNs in general, see e.g.
[AK04; SSS10; Li+11; PNV13].

The additional application of network coding provides, especially in wireless networks,
many advantages over traditional routing without network coding, see Section 2.5.
For this reason, it is advantageous to use a network coding procedure on top of an
existing routing protocol in the respective scenarios. If both approaches are considered
independently of each other, as is the case here, the respective routing method is
called coding-oblivious routing. Alternatively, a routing procedure can also take into
account coding opportunities when selecting a route in order to improve routing and
increase performance. This form of routing is called coding-aware routing and can
be found, for example, in [WDC07; ZL09; SRB10; Che+15]. Furthermore, it is also
possible to supplement a routing procedure with network coding to compensate for
the disadvantages of the respective routing procedure. This is used, for example, for
network coding based opportunistic routing. There, an opportunistic routing procedure
is complemented by intra-session network coding. This means, intermediate nodes,
which overheard a packet, perform network coding and then transmit encoded packets.
This way, instead of many identical packets, more linearly independent packets are
forwarded and less coordination traffic is required. Examples are [Cha+07; LLL08;
KWH11; KKW12].

In the following chapters, the impacts of the developed BCGC network coding pro-
cedure will be studied. For this purpose, it is necessary to choose a routing scheme
which specifies how packets are forwarded through the network. BCGC are applied
in addition to the chosen routing method. Here, a preferably simple coding-oblivious
routing procedure should be assumed as basis, which, however, can easily be exchanged.
An analysis of which routing procedure can be supplemented by BCGC and which ad-
vantages the respective combination brings is left for future work. In large-scale mobile,
lossy wireless networks, routing tables are big and are subject to change and, thus, pose
a challenge. In a mobile environment with constantly changing topology, routing tables
with information on neighboring nodes, connectivity and paths have to be updated
frequently. For this purpose, information has to be exchanged and paths have to be
recalculated, which can be complex and expensive, especially if there are many nodes
in the network. Unreliable wireless networks in particular represent an additional chal-
lenge for the maintenance and reliability of a routing table. The addressed system setup
which is described in Section 3.1 includes a large number of nodes and has computing
power and energy constraints. Thus, table-based routing procedures and, in general,
computationally intense versions of routing are not applicable. The considered routing
protocol has to cope with a constantly changing topology. Furthermore, coordination
traffic should be avoided, since there are already many communicating nodes in the net-
work and bidirectional communication is not reliably possible. Moreover, the broadcast
nature of wireless transmissions should be exploited, i.e. transmitted, overheard packets

27



Chapter 2 Network Coding Basics

should not be discarded. In addition, the selection of the concrete routing procedure
should avoid having to compare different probabilities for the transmission of packets.
According to the system setup in Section 3.1, there are many different original symbols
in the system due to the many source nodes. This makes an analysis of the appropriate
probabilities complex.

Since a simple, common routing procedure should be used as basis for the application
of BCGC, a form of flooding is chosen in the following. Here, packets reach a destination
randomly instead of being routed along a previously determined path. This way, however,
a path from source to destination can be used which is not guaranteed to be optimal
with respect to chosen performance metrics. Furthermore, it is also possible that the
max-flow bound is not achieved. Besides this variant of routing where data is simply
broadcast to all neighbors, no further routing procedure is considered here.

In this section, the relation between network coding and traditional routing has been
described and a routing procedure for the analysis of BCGC has been suggested. Benefits
of the application of network coding will be presented next to conclude this introductory
chapter on network coding basics.

2.5 Benefits and Drawbacks of Network Coding

In this section, advantages and disadvantages of applying network coding in addition
to an underlying routing scheme instead of using only traditional routing, which does
not encode data at intermediate nodes, are presented. For the sake of a more compact
formulation, the terms network coding versus routing are used for this purpose.

A first benefit of network coding is the potentially increased efficiency concerning
throughput in comparison to conventional routing, see Section 2.2.2 or [KM02; CWJ03;
CFS06; GR05]. With network coding, combinations of data are sent. Due to its design,
an encoded packet can contain, in a sense, information from multiple non-encoded
packets. Therefore, different sinks may obtain different, missing data from the same
encoded packet. Thus, more data may be retrieved from a certain amount of transmitted
packets, which means an increase in throughput. As already mentioned in Section 2.2.3,
the optimal multicast rate, i.e. the max-flow/min-cut bound, can be achieved in a
multicast scenario by using network coding [Ahl+00]. The optimal rate indicates the
maximum number of bits/packets which can be transmitted from the source to all
destinations per time unit. This optimal rate is also called the capacity of the network.
In multicast networks, linear network coding suffices to reach this rate [LYC03]. For
linear network coding, it is possible to determine the coefficients, which are used for
encoding at the nodes so that the optimal multicast rate is achieved, by a polynomial
time algorithm [KM03; Jag+05]. However, even RLNC, where coefficients are chosen
randomly, is asymptotically optimal in a wireless multicast network, as discussed, for
example, in [Deb+05]. By contrast, it is generally not possible to reach this rate with
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traditional routing in a multicast scenario [Ahl+00]. In addition, finding an optimal
routing solution is NP-hard, see for example [Jag+05; HL08]. To conclude, using
network coding can improve throughput and can possibly enable to achieve the optimal
multicast rate, i.e. the optimal throughput. The butterfly network, see Section 2.2.2, is
one of the best-known examples of the throughput advantage of coding over routing
in a multicast scenario of a wireline network. Via corresponding manipulations of
the butterfly network, as discussed for example in [HL08; Yeu08], it can be seen that
this advantage does not only apply to multicast or wired networks. The throughput
advantage of network coding over routing is not only valid for a single multicast session,
as considered in [Ahl+00]. It is also valid e.g. for a single unicast session in a lossy
network, or for multiple unicast sessions, see Section 2.2.2 or [LMK05; LL04b; WCK+05;
HK05].

Another benefit of network coding is the improved energy efficiency compared to
routing, see [WCK05; WFL05; CW07; FWL08]. The required number of transmissions
can be used as an approximation of the energy consumption as those two metrics are
proportional according to, for example, [WFL05; CW07; FWL08]. However, more
precise values for the respective energy consumption of a transmission between each
two considered nodes can also be used. Furthermore, minimizing the total amount of
energy which is necessary to transmit a bit/packet from a source to each destination in a
single multicast scenario is denoted as solving the problem of minimum-energy multicast.
As already mentioned, in the case of network coding, an encoded packet can contain, in
a sense, information from multiple non-encoded packets, and different data might be
obtained from the same encoded packet. Therefore, less transmissions might be required
to transfer all data to all destinations, and thus less energy will be consumed. In wireless
networks with broadcast transmissions, the problem of minimum-energy multicast can
be solved in polynomial time for linear network coding [WCK05; Lun+05b] and is
NP-hard for traditional routing [WNE00; Lia02; WCK05]. Being solvable in polynomial
time means that the coefficients can be determined by a polynomial time algorithm so
that the minimum-energy per packet is achieved. In case an optimal routing solution is
found in a multicast scenario, it requires potentially more energy per bit/packet than
an optimal network coding solution [WCK05; LMK05]. In the special case of a wireless
broadcast scenario, each node is a source node and aims to transmit data to all other
nodes of the network. For a wireless broadcast scenario, the minimum-energy problem
of routing is NP-complete [ČHE02; Lia02]. If topology changes continuously and nodes
do not have any information on the network, network coding outperforms traditional
routing concerning the required energy per bit/packet especially in a wireless broadcast
scenario [WL05; FWL06; FWL08]. To conclude, energy can be saved by using network
coding.

There are many scenarios where the application of network coding has an advantage
over traditional routing concerning throughput or energy efficiency. However, there are
conditions under which linear network coding is not sufficient in a non-single-multicast
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scenario. Examples can be found e.g. in [LL04a; DFZ05]. A general overview of cases
in which traditional routing can be applied, cases in which linear network coding is
sufficient, and cases in which non-linear network coding may have to be used is provided
by [LL04a]. For the broadcast scenario assumed here in Section 3.1, linear network
coding is sufficient according to [LL04a]. For a single multicast session, there is an
explicit max-flow/min-cut representation, see [Ahl+00]. However, this is much more
complex for multiple independent multicast sessions, i.e. a multi-source multi-sink
scenario as addressed in Section 3.1, according to [Ahl+00; YYZ07].

A further benefit of an additional application of network coding over conventional
routing refers to the so-called delay or system latency. Here, delay denotes the time
needed to transfer all data from source to destination(s). Network coding can reduce
the delay, see for example [CW07; DIG10], due to the lower number of transmissions
required, which has already been discussed. The reduced delay can also be seen in the
examples of Section 2.2.2.

Another advantage is the fact that network coding enhances reliability. This means, it
increases the resilience of the system to packet losses due to link or node failures, see
for example [WL05; Fra+07; GTK08]. It should be pointed out that throughput, energy
efficiency, and reliability are inherently linked. With network coding, there is spatial
redundancy as data is encoded into different packets during the process which are then
transmitted. Especially in wireless networks, transmissions have a broadcast character
by nature, which can be exploited. In a single transmission, multiple copies of one packet
are generated and sent to neighboring nodes in the case of multicast transmissions.
Thus, identical packets or data are stored in several separate nodes. In this way, data
can reach a destination within various packets, and packets can reach a destination
along different, redundant paths. Moreover, when routing and ARQ is used and a packet
is lost, the retransmission of exactly this packet is requested. With network coding, on
the contrary, feedback and retransmission of lost packets is completely avoided as it is
not relevant that each packet or a specific packet arrives at its destination. As soon as
a sufficient number of packets has arrived at the destination, all original data can be
reconstructed there. Link failures can, therefore, be tolerated up to a certain extent.
However, certain conditions are imposed on the packets depending on the respective
network coding procedure. For RLNC, for example, a sufficient number of linearly
independent packet is necessary. Especially in a lossy wireless network, it is beneficial
not to be dependent on a special packet as retransmission is highly inefficient.

In addition to efficiency, reduced delay and enhanced reliability, network coding
inherently provides a certain degree of security, which is another advantage of network
coding. For example, if only single packets are overheard by a passive eavesdropper,
the eavesdropper is usually not able to reconstruct the contained data. Especially with
RLNC, the eavesdropper needs a certain minimum number of packets to get any data
at all. In the case of BCGC, an eavesdropper would have to be listening from an early
stage of the algorithm and receive a suitable combination of packets. Alternatively it
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would have to use decoding methods like those for RLNC and then eavesdrop a certain
minimum number of packets to get any data at all. Generally, it is always possible to add
e.g. separate encryption mechanisms to the packets. Further information on security in
network coding can be found in [BN05; HL08; CC11; JL12], for example.

These listed advantages of the application of network coding are apparent especially in
lossy wireless networks with dynamically changing topology, if a decentralized approach
is required, or if no information about the network as a whole is available.

Besides these mentioned benefits, there are also several disadvantages associated with
the use of network coding in addition to an underlying routing scheme. For network
coding, for later decoding of received codewords, it is necessary to add information to
each packet regarding which symbols have been combined in its contained codeword.
However, the amount of information required for decoding, and thus the size of the
packet header, varies depending on the implemented network coding procedure. Besides
necessary information for decoding, a packet header may also have to contain certain
additional information for the recipient. For example, nodes may have to add a concrete
number, or concrete IDs of desired symbols, or a whole list of reconstructed symbols
to the header of their packets for transmission. This information is then used by the
recipient to decide, for example, which or how many symbols to combine for a new
codeword. Depending on the used network coding method, this additional information
in the header can be of different size, but it is also possible that no additional information
is included. In general, when using network coding, the size of the packet header is
increased, but the payload size remains unchanged. This means that the overhead
within a packet becomes larger and consequently the entire packet. As a result, network
coding causes larger packets to be transmitted, but may require significantly fewer
packets, as discussed in the section on benefits. This tradeoff and its influence on the
performance will be examined in more detail in the later evaluation chapter.

Another disadvantage of network coding is the encoding and decoding effort. Depend-
ing on the network coding procedure, the complexity of encoding and decoding varies
greatly. For encoding, symbols may have to be selected randomly or in a predetermined
way and then be combined as determined by the procedure. This can be less or more
complex depending on the specifications. Decoding can be simple, but can also require
computationally demanding algorithms such as Gaussian elimination. To conclude, in
the case of network coding, encoding and decoding cause additional effort, but network
coding may require significantly fewer packets to be generated and sent, which in turn
can reduce the overall effort.
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This chapter starts with a presentation of the assumed system setup, a definition of
the addressed goals, and a description of possible application scenarios of our developed
network coding procedure in Sections 3.1.1 to 3.1.3. After that, general information on
the considered standard, the IEEE Std 802.15.4, is presented in Section 3.2.1. In this
regard, we also provide a brief introduction to aspects of the standard which are relevant
for following design and parameter decisions in Section 3.2.2. Alternatives to the IEEE
Std 802.15.4 are mentioned to complete this issue in Section 3.2.3. Furthermore, the
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key performance metrics which will be evaluated in a later chapter are presented here
in Section 3.3. The topics which are discussed in this chapter represent the framework
for our following considerations and analyses.

3.1 System Setup and Desired Goals

In this section, the addressed system setup to which the following chapters refer is
introduced first. Based on this system setup, a description of goals and an overview
of how these are achieved by using our developed network coding procedure called
Broadcast Growth Codes (BCGC) follows. This section closes with possible application
scenarios of BCGC.

3.1.1 Assumed System Setup

We are addressing a system which is a large-scale, mobile WSN with hundreds or
thousands of battery-powered nodes. Furthermore, it is assumed that nodes have a
limited transmission range. In particular, direct communication between an arbitrary
node and a central sink or an external agent is not guaranteed. Communication between
neighboring nodes should therefore be possible. For this reason, a mesh network
topology is assumed. This means, there is no restriction on how nodes are arranged to
each other and nodes can transmit data to all nodes within their transmission range. An
advantage of a mesh is that there are often several paths between two considered nodes
instead of only one path. This fact enhances the robustness of the network and enables
more reliable communication. In the case of a static network, the considered network
has to be connected but does not have to be complete, i.e. it does not have to be fully
connected. Hence, the mesh topology does not have to be a full mesh. In the case of a
dynamic network, there must not be any parts of the network that are isolated during
the entire dissemination process.

It is assumed that each node generates sensor data, transmits this data, and aims to
gather all data which was generated by the other nodes of the network. Nodes which
reconstruct and gather original data from other nodes are called sinks, as defined in
Section 2.1. Hence, all nodes are assumed to be sinks here, so a broadcast network
with multiple independent broadcast sessions is considered. To conclude, all-to-all
communication is addressed, which is a special case of many-to-many communication,
see Section 2.1. According to Section 2.1, a multi-source multi-sink problem is, thus,
regarded here. In the end, all current data could be retrieved from an arbitrary node,
for example by an external agent, as all nodes are sinks. This contributes to reliable data
retrieval. Alternatively, it is also possible to get all data at an earlier stage by querying
several sinks instead of only one sink. The number of sinks which have to be queried to
get all data depends on how early the data is requested.
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A network with hundreds or thousands of participants can be prone to link failures
due to signal collisions. On top of that, reflections or strong signal attenuation can occur
if there are many obstacles which are difficult to penetrate in the vicinity of the nodes.
Therefore, we are assuming a lossy wireless network with unreliable transmissions. We
do not require real-time conditions and do not consider time-critical scenarios. Thus,
there is no need for deterministic communication, guaranteed time of reception, or
reliability of certain single transmissions. Links may fail and be restored at a later time,
which changes neighborhood connections among nodes. For neighboring nodes, there is
no difference if nodes move away, switch to sleep mode in the context of so-called duty
cycling, are destroyed, or if connecting links fail. For this reason, the terms ‘mobile’ and
‘mobility’ will refer to all of these options and denote changed connections in general.
We are addressing a system in which the nodes’ positions can change. Performance,
however, should not rely on a certain degree of nodes’ mobility. Besides that, there are
no restrictions concerning the physical arrangement of nodes.

Furthermore, it is assumed that there are only low-cost sensor nodes in the network,
which have limited computing power and can only perform low-complexity calcula-
tions. However, a sufficiently dimensioned data memory is assumed. This is a viable
assumption, as even small wireless sensor nodes can be equipped with low-cost external
flash memory. Especially in harsh environments where nodes can be easily destroyed or
in large-scale networks with a huge number of nodes, it is beneficial to have low-cost
sensor nodes. Additionally, nodes are assumed to transmit data via broadcast to all
direct neighbors, which is inherent to wireless transmissions.

A deterministic form of routing can be difficult to accomplish in a large-scale, mobile
network, see Section 2.4, and will therefore not be considered here. As discussed in
Section 2.4, limited computing power is another reason to refrain from computationally
intense versions of routing. Since a simple, common routing procedure should be
employed here instead, a form of flooding will be used as routing protocol. Thus, data
will reach sinks randomly by using broadcast transmissions. For a detailed explanation
of this choice of routing method and an overview of routing in general see Section 2.4.

Furthermore, the addressed system should be able to start operating without any
complex initialization process or configuration in advance. In this way, the system can
be easily installed, and further nodes can also be added later. The used communication
protocol should be simple to implement, and it should be possible to implement it in a
distributed manner.

For the sake of simplicity, we will consider a system which generates sensor data
only once and then distributes this data over the entire network. This can also be
extended to several consecutive data collections and distributions, which are referred to
as generations in the following. Since we are only looking at one data collection and
subsequent distribution, nodes will not be idle listening for a long time but will be busy
distributing and receiving data. Therefore, no duty cycling should be performed within
one generation. This means, nodes should be permanently active within this considered
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generation and should not switch to sleep mode. Within a generation, they would only
miss transmissions instead of saving energy when switching to sleep mode. If there are
many collisions, nodes may transmit data less frequently but should never switch off
the receiver unit. Once the data distribution of a generation is completed, nodes could
go to sleep and save energy until the next data collection. We assume that data has to
be collected only rarely and, therefore, duty cycling will be profitable in general, i.e. it
helps to save energy, if several generations are considered. More details will be omitted
at this point and left to future work. It is assumed that the amount of data collected by a
sink per generation is not very large, i.e. no voice or video data will be considered. Thus,
packets, which contain sensor data, will not become large even without fragmentation.
Furthermore, we do not want to restrict whether data is transferred to the Internet or
not. This means, the considered WSN can be part of an IoT system but does not have to
be.

We also assume that the considered system can be separated from the rest of the
world and can be autonomous. Thus, it does not have to be integrated into an existing
infrastructure in a complex way but is operable on its own. This increases the security
of the system and simplifies its installation.

Having introduced the assumed system setup, desired goals and how these can be
achieved by employing BCGC will now be described.

3.1.2 Desired Goals and Approaches for Achieving these Goals

Our main focus is to ensure reliability of a network despite possible node failures, unreli-
able transmissions, and uncertain radio connectivity in general. Here, reliability means
that all desired original data reaches each sink in the end, i.e. reliable communication
between source nodes and sinks is ensured. Depending on the scenario, it may only be
required that all data can be accessed by an external agent if a sufficient number of sinks
is queried at any given time. Thus, reliability implies that in the end all original data can
be retrieved from the network. To achieve this goal despite challenging conditions, a
certain amount of redundancy is necessary. However, unnecessary transmissions should
be avoided. Data should be distributed with few, short transmissions so that all desired
data is received reliably and early, i.e. latency is low, few signal collisions occur in total,
and little energy is consumed. Furthermore, throughput should be high. To sum up, the
addressed goals, ordered by priority and starting with the most important goal, are:

• reliability,

• low latency,

• high throughput, and

• reduced energy consumption.
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In order to achieve these goals, the system setup was chosen accordingly, which is
described in the following. Among other things, it was decided that data is reconstructed
and gathered at different nodes. A single point of failure is, thus, avoided. According to
the considered system setup in Section 3.1.1, data is even gathered by all nodes, which
means all nodes are sinks. Consequently, it is possible to retrieve all current original
data at an arbitrary node in the end. This spatial redundancy of data increases the
reliability of the network, for example, in case of node failure. In addition, the area
around a single sink is not heavily stressed since there is neither only one sink nor is
systematic routing used, as mentioned in Section 3.1.1. In addition, packets are sent
via broadcast to all neighbors and, thus, the contained data is multiplied. Therefore,
data is available multiple times in the network already at an early stage which enhances
robustness against failures and, hence, ensures reliability. At a certain extend, node
failure or an isolation of parts of the network due to link failure does not pose a problem.
However, it should be avoided to transmit too much redundancy so that the required
number of packets does not increase significantly.

As all nodes are assumed to act as sinks, it is possible to retrieve data from different
nodes in order to finally have all current original data. It is not necessary that any of
the queried nodes has already reconstructed all data. Hence, all current original data
can be retrieved earlier than if there is only one dedicated sink or if at least one random
sink has to have all data. This reduces the latency of the system, so also less energy
is consumed as all components have to be active for a shorter time. In general, all
symbols can either be retrieved by querying several sinks at an early stage or even only
one arbitrary sink later. This is advantageous especially for a mobile network or for a
network which is susceptible to failure.

In addition to the suitably chosen system setup, the addressed aims can be achieved by
using BCGC, our developed network coding procedure. This correlation is explained next.
In the case of BCGC, a transmitted packet/codeword consists of a combination of distinct
symbols. A node not only uses its own symbol but also combines previously received
symbols, which corresponds to the definition of a network coding procedure. This has
the effect that each node transmits a symbol several times in different compositions,
encoded by using the network coding procedure BCGC. As a consequence, it is not
important to receive one specific transmission. It is, thus, no problem to miss single
packets. Further transmissions will follow, and eventually a considered sink has gathered
all original data. This temporal redundancy increases the reliability of the network
and the nodes’ data distribution/collection process despite considering a lossy WSN.
Thus, robust communication is enhanced by not requiring each packet. However, each
packet which is received by a node can be beneficial. After having considered the goal
of reliability, latency will be focused next.

Latency should be low, i.e. all sinks should reconstruct and gather all original data
quickly. Thereby, it is possible to retrieve data earlier, for example by an external agent
querying different nodes. In the case of BCGC, a sink can start decoding and trying to
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reconstruct original symbols as soon as the first codeword has been received. Thus, in
contrast to RLNC, which is a widely used network coding procedure, see Section 4.2, it
is not necessary to wait for a certain number of linearly independent packets/codewords
and be only able to decode everything at once. Decoded symbols are then stored in the
respective sink for BCGC. So, with BCGC, an external agent can easily identify after
how many queried nodes he has already retrieved all original symbols and does not
have to query any further nodes. It is not necessary to check after each node whether
there is a sufficient number of linearly independent packets/codewords among the
collected packets, as it would be necessary for RLNC. In addition, if nodes fail at an
early stage so that not all symbols have reached sinks, BCGC can be used to reconstruct
at least a certain fraction of all symbols since decoding of received codewords is started
immediately after reception. This improves the reliability of the system, at least with
regard to the symbols that are still present in the system and have not been lost due
to node failure. With RLNC, by contrast, no codewords can be decoded and, thus, no
symbol can be reconstructed under these circumstances. Thus, by using BCGC, quick
and robust data retrieval, for example by an external agent, is enabled, especially in a
failure-prone network.

To achieve the goal of low latency, sinks should, among other things, aim to recon-
struct many original symbols with any number of received packets. The more symbols
can be obtained from each considered number of received packets, the less transmis-
sions/received packets are necessary in total to gather all original data. By reducing
the required number of transmissions, not only the algorithm will terminate earlier but
also some signal collisions are avoided, reliability is enhanced, energy consumption is
reduced, and throughput is improved. Thus, all of the mentioned goals are addressed.
Here, the reduction of the required number of packets is achieved by using the network
coding procedure BCGC. Compared to transmissions of non-encoded data, network
coding in general reduces the required number of transmissions, see Chapter 2. With
BCGC, data is combined favorably to avoid many transmissions/receptions of redundant
packets, which will be described in detail in Chapter 5. This specific combination also
increases the probability that packets will provide immediate benefit to the receiving
nodes. Hence, in the case of BCGC, a codeword is specifically composed before broad-
casts are performed in order to avoid too much redundancy. In addition, as mentioned
before, BCGC provide a certain form of redundancy across packets so that reliability can
be ensured without greatly increasing the required number of packets and, thus, without
increasing latency. Furthermore, if a large-scale WSN with hundreds or thousands of
nodes is considered, BCGC packets are shorter than, for example, RLNC packets. This
means, with BCGC, the transmission time of a single packet is shorter. Thus, less colli-
sions occur and the data collection process can be completed more quickly. Summing
up, latency is reduced by requiring less packets and by using shorter packets. More
details on the procedure of BCGC will follow in Chapter 5.

To conclude, with the mentioned aspects, the procedure of BCGC enables reliable
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communication and robust data retrieval, despite the network being undependable.
Furthermore, latency is reduced, throughput is increased, and less energy is consumed.

After having described the assumed system setup and the addressed goals of BCGC,
possible application scenarios of BCGC will be presented next.

3.1.3 Application Scenarios of BCGC

In the following, some examples will be presented for which the application of BCGC
can be beneficial. However, BCGC are not restricted to the herein presented specific
scenarios. First, rather general use cases are explained, then more concrete scenarios
are described. Besides BCGC, NoCoding and RLNC are possible methods that are
briefly discussed here for applicability. Details on NoCoding and RLNC can be found in
Chapter 4.

3.1.3.1 Robust Communication

A first possible application scenario for BCGC is to enable robust communication and
data retrieval in general, for example in a WSN or IoT surrounding with challenging
conditions. The addressed system setup should be the same as described in Section 3.1.1.
In case of a large number of communicating devices, many signal collisions might be
caused, making it difficult to guarantee the successful reception of specific packets.
Especially in an additionally harsh environment or at high load of individual nodes/parts
of the network, node failures can frequently occur. How in this scenario reliability can be
ensured by using BCGC has already been presented in detail in Section 3.1.2. In short,
BCGC enable robust communication because of the following three aspects. Due to the
temporal redundancy of symbols when using BCGC, it is not required to receive each
packet successfully and it is no problem to miss single packets. In addition, even in case
of early node failure and a resulting loss of some of the symbols, the symbols still present
in the system can be reliably reconstructed in a sink due to the early start of decoding in
BCGC. Furthermore, BCGC provide redundancy across packets by combining specifically
chosen symbols in a codeword. Therefore, reliability can be ensured without greatly
increasing the required number of packets and latency. Reasons for not using related
work such as RLNC in this scenario are, for example, the large packets that result from
RLNC if a large number of nodes is involved. In addition, the fact that nothing can
be decoded if not a sufficient number of packets/codewords has been received is also
a reason against RLNC under the described conditions. Moreover, the high decoding
effort with RLNC can be a problem. NoCoding, on the other hand, is not well suited
because of the very large number of packets required.
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3.1.3.2 Route Discovery Phase of a Routing Protocol

Another possible, rather general application of BCGC is in the route discovery phase of a
routing protocol in a large-scale WSN. The position of each node has to be communicated
to every other node of the network so that every node can determine an optimal route to
each node before the system starts its actual work. In this scenario, nodes correspond to
devices which generate sensor data and transmit this data via broadcast transmissions
to their direct neighbors. According to the system setup in Section 3.1, it is assumed
that nodes have a limited transmission range so that communication with a central
gateway is not possible for all nodes. However, communication with neighboring nodes
is feasible. As assumed in Section 3.1, nodes are placed randomly and connected via
mesh topology so that each node can communicate with its direct neighbors but not
necessarily with all nodes of the network. Furthermore, nodes are supposed to have
just been placed so that they particularly do not know their direct neighbors yet. Nodes
should immediately start sending without a long initialization/synchronization and,
at least for this initial phase, transmit at random points in time, i.e. without any form
of scheduling. Consequently, many collisions occur if many participants are in close
proximity to each other. For this scenario, it is assumed that collisions and, therefore,
temporary link failures can occur but that nodes do not move so that a route discovery
phase is only necessary at the beginning or in certain time intervals. After the route
discovery phase, nodes should immediately start communicating and perform their
actual task.

Challenges of this scenario are 1) the high data traffic in the case of a large number
of nodes, i.e. the large amount of different node information that has to be sent to each
node, 2) the large number of resulting collisions, 3) the fact that the route discovery
phase should be fast, and 4) the fact that all data has to be reliably available in all nodes
at the end. Thus, the following two aspects are the goals of this scenario. 1) The route
discovery phase should be fast, which means it should have low latency. 2) Additionally,
it should be reliable, i.e. the information from each node should reach every other node
successfully, despite possibly high collision rates.

To achieve low latency, it is advantageous if packets are small, few packets have to be
received and, therefore, also fewer collisions occur. Especially in a large-scale system,
RLNC packets are often large and in the case of NoCoding, many packets have to be
received as many redundant packets arrive. For many nodes in the network, the size of
BCGC packets is much closer to NoCoding packets than to RLNC packets. Regarding the
required number of packets, BCGC are much closer to RLNC due to the specific packet
composition adapted to the current state of the system. Neighboring nodes receive few
redundant packets and many packets that they can immediately use because of the
specific composition in BCGC. Due to shorter packets and a smaller number of required
packets, it is possible to achieve a lower latency with BCGC here. Furthermore, BCGC
allow to start decoding and, thus, processing of the nodes’ data as soon as the first packet
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has been received. This means, nodes can start immediately with first calculations for
route discovery in the case of BCGC. In contrast, with RLNC, it is necessary to wait for a
certain number of received packets before being able to decode anything. Concerning
reliability, it is advantageous if not every packet has to arrive, i.e. individual packets
can be lost. It is also beneficial referring to reliability if packets contain a combination
of data from several nodes so that the information from each node is available several
times in the network. BCGC fulfill both of these desirable aspects. Moreover, it is also
an advantage concerning reliability if packets are small, few packets are needed, fewer
collisions occur, and lower latency is required. Consequently, BCGC are well suited for
the application scenario described here.

3.1.3.3 Industrial Internet of Things

After general scenarios have been treated, more concrete scenarios will be considered
next. A possible use case of BCGC belongs to the Industrial Internet of Things. Here,
we consider a production line which is repeatedly modified, i.e. movement is performed
at discrete points in time. This modification can contain reconfiguration of machines
and can be performed, for example, up to 400 times a year. Reasons for a modification
can be changing production orders, for which a different configuration of machines is
required in each case. For monitoring, machines can be retrofitted with sensor nodes.
Depending on the size of the production line and what kinds of sensor values should
be determined, the number of nodes can vary greatly. One hundred nodes to several
thousands of nodes are possible. For such sensor nodes, using power line or wired
communication can be difficult to realize. Cables can be under heavy strain in an
industrial environment and, thus, break easily. On top of that, some parts of a machine
may not practically be equipped with cables. Therefore, sensor nodes are often battery
operated and use wireless communication. Due to the large number of distributed nodes
and the challenging environment, a mesh topology, where nodes are connected to nodes
within transmission range, but not to all nodes, can be beneficial. It is assumed that, due
to the harsh environment, no synchronized communication is possible, so transmissions
at random points in time and resulting collisions are considered. Furthermore, the big
amount of impenetrable or reflective obstacles in an industrial environment can affect
the radio range. As a consequence, direct communication with a central gateway may
be difficult to realize. A node in the immediate vicinity is more likely to be successfully
reached. The aim of industrial monitoring can be anomaly detection. To this end,
vibrations can be measured in order to recognize changes at an early stage, for instance.
In this way, sensors identify if general maintenance or repair work should be performed
in order to avoid an expensive unexpected, long machine downtime due to defects.
It is possible that certain sensor data, for example data concerning maintenance of
wear parts, will be monitored by external companies. In this case, it is advantageous if
sensor nodes do not have to be integrated into the company’s infrastructure. Instead,
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they should represent an independent network that can be quickly set up or expanded.
Furthermore, production in general can be monitored for quality assurance. Thus, it
can be determined and documented whether a certain predefined quality standard is
adhered to. Noncompliance can be detected early in order to avoid large defect batches.
In addition, the performance of a single machine or of a sequence of machines can
be analyzed, and processes can subsequently be improved. Especially if a production
line is repeatedly modified, it can be useful to check the performance regularly and, if
necessary, to change suitable parameters. Different configurations or arrangements of
machines can also be compared in this way. If the production line is modified, some or
all sensor nodes will move with the respective machine or even have to be installed at a
different part of the machine. Thus, nodes do not move continuously but at discrete
times. However, an industrial environment can be harsh for sensor nodes and the
communication between these nodes. There may be dust, vibrations, reflections on the
floor, walls, or machines, or in general many materials which are difficult for radio to
penetrate. Additionally, the more nodes are communicating, the higher the probability
of signal collisions is. The resulting node or link failures show a similar behavior as if
nodes were moving. Especially in a rough industrial environment, it can be beneficial to
retrieve current sensor data at several distributed places in order to avoid a single point
of failure. The nodes’ data should be gathered quickly even after having modified the
production line. Therefore, it can be useful if it is possible to query an arbitrary node to
receive all or a big amount of generated sensor data of the network. For this reason, all
current data should be gathered in each node. Otherwise, a previously selected node
could later possibly be at a place that is no longer optimal or even inappropriate for fast
data collection. On top of that, data retrieval should be performed without complex,
time-consuming initialization.

To sum up, the challenges of this described IoT application scenario are 1) the
potentially large number of nodes and, thus, again the high data traffic between the
nodes, 2) in addition to the resulting collisions, the harsh environment which leads to
the transmission range being negatively affected or even to nodes failing, and 3) the
goal to reconstruct data as fast as possible in all nodes in order to ensure a quick data
retrieval at any time. However, it may not be necessary for all original data to be present
in each node, all but a certain percentage may be sufficient. In addition, there might
be a certain redundancy of sensor data among the sensor nodes which should ensure
a reliable monitoring of the production line. Therefore, depending on the amount of
redundancy installed, it is not necessary to have the data of each sensor. Having all data
reliably everywhere is, thus, not the primary goal. In this case, not only one node but a
small number of nodes will be queried at the end if all data of the network has to be
retrieved nevertheless. Thus, the most important goal in this considered scenario is that
data is available quickly.

As already described in detail for the more general scenario of route discovery in
a routing protocol, BCGC are particularly well suited to ensure low latency. This is
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achieved by using short packets and requiring a small number of packets to be able
to reconstruct a certain amount of original data. In addition, due to the early start of
decoding in BCGC, an external agent can quickly query a sufficient number of nodes at
any time and rapidly collect all or the desired amount of original symbols. Thus, several
nodes can be queried at an early stage and one or a few random nodes at a later stage
in order to obtain the desired amount of data. Consequently, the procedure of BCGC is
particularly suitable for collecting data in this described use case. NoCoding and RLNC
are not as well suited as BCGC for the same reasons as mentioned in the scenarios above.
NoCoding requires many packets, and RLNC uses large packets in the case of a large
number of nodes. In addition, RLNC requires the same number of linearly independent
received packets as there are different original symbols in the network in order to be
able to decode anything. An external agent is not able to reconstruct any symbol before
that. In the case of BCGC, the external agent can stop querying nodes as soon as it has
collected the desired amount of reconstructed symbols from the nodes. Especially at an
early stage of the algorithm and if not all data is requested this can be much earlier than
with RLNC. In particular, the latter aspect of early decoding is a significant advantage of
BCGC in this use case.

3.1.3.4 Monitoring in the Medical Field

The last presented, concrete scenario is from the medical field. Here, we are considering
a hospital or a mobile medical clinic which has been quickly set up in a state of emergency.
Positions and availability of, for example, beds, medical material or medical equipment
are now to be observed by a network of sensor nodes. Medical equipment can be
heart defibrillator, lung ventilator, ECG machine, or medical monitors in general. Since
many of these objects are mobile and can be moved, the sensor nodes attached to them
also move relatively to their surroundings. Thus, we are considering a large number
of more than 1000 nodes which can move continuously. In this scenario, a complex,
time-consuming initialization should be avoided so that the system is quickly ready
for use immediately after installation. Furthermore, it is assumed that, especially due
to the very large number of mobile nodes and the quick setup, no scheduling is used
for communication and nodes transmit at random points in time. Thus, many signal
collisions can occur. On top of that, there is a multitude of obstacles and possibly
massive walls in proximity to the nodes, which can lead to strong signal attenuation and
reflections. In addition, node failures are also common due to heavy use of the objects
which are equipped with sensors. Here, low-cost sensor nodes with low computing
power should be used. Besides, a central gateway that collects all current data which was
generated by the sensor nodes is not suitable in this scenario. It would not be directly
reachable for every node due to the limited transmission range. Furthermore, a central
gateway would represent a single point of failure. Additionally, the area around the
gateway would be highly stressed and, thus, prone to failure. It is not necessary for each
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node to be connected to every other node, but it is sufficient if some parts of the network
are connected via only few nodes. This means, nodes can be placed in the corridor and,
thus, connect the nodes from the individual rooms. However, the network as a whole
should be connected. Nodes are assumed to use broadcast transmissions, which are
inherent in wireless communication, to all direct neighbors within their transmission
range.

The challenges of this presented application scenario are 1) the very large number of
nodes and, thus, the information of the many nodes that have to be transmitted to many
other nodes, 2) the many collisions in the dense parts of the network, 3) the existing
sparse parts of the network which are only connected to the rest of the network via one
or a few nodes, 4) the fact that all data should reach each node reliably, and 5) the
fact that requested information should be available early. Thus, the aim here is that all
nodes can reliably and quickly gather all current sensor data which was generated by
the nodes of the network so that a querying agent reliably receives its desired data.

Thus, it is possible to query any conveniently located node and obtain all current
sensor data of the network from it. It may not be convenient or would take a longer
time to query multiple nodes. In this way, location and availability of a sought-after
object can be determined. However, decoding should be started early by each node as it
should be possible to read out received symbols from a considered node early to get
the desired information as quickly as possible. A querying agent is usually interested in
the information of one or more special nodes. So, as soon as the respective symbols are
reconstructed in a queried node, the agent has been successful. Especially in the case
of existing sparse parts of the network, it can take a long time until all information is
available in a considered node. For this reason, it would be problematic if, like with
RLNC, only everything could be decoded at once. Therefore, early decoding of received
packets/codewords is crucial here, which can be fulfilled very well by BCGC but not
by RLNC. Thus, the mentioned goals of reliability, low latency, and early decoding can
be better achieved by using BCGC than by NoCoding or RLNC, as already explained in
previous paragraphs.

3.2 Considered Standard: IEEE Std 802.15.4

The IEEE Std 802.15.4 is one possible choice for a specification of the communication on
physical and MAC layer for the developed network coding procedure BCGC and matches
the addressed system setup. However, BCGC are not restricted to the IEEE Std 802.15.4.
When using an alternative specification, certain fundamentals, such as packet structure
and maximum packet size, can be different. Permitted number of transmissions per time
interval, modulation technology, frequency, and, thus, data rate, or range can also vary.
On top of that, the maximum possible number of devices, the cost for deployment and
single devices, as well as license fees, reliability of transmission, power consumption,
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and latency can change. The procedure of BCGC, however, remains unchanged. Even
though different parameter values will be optimal.

As a consequence, only general information on IEEE Std 802.15.4 and aspects which
are relevant for BCGC will be presented in the following. An additional detailed descrip-
tion of the standard is omitted. Alternatives to IEEE Std 802.15.4 are mentioned at the
end of this section.

3.2.1 General Information on IEEE Std 802.15.4

The Institute of Electrical and Electronics Engineers (IEEE) is an organization which,
among other things, develops standards in the technological field. Project 802 provides
standards relating to local and metropolitan area networks (LAN/MAN), see [DAm19].
More details on IEEE 802 wireless systems can also be found, for instance, in [WMB07].
Examples of well-known IEEE 802 standards are the IEEE Std 802.3 for Ethernet or the
IEEE Std 802.11 for Wireless Local Area Network (WLAN), see [IEE18] or [IEE16a],
respectively. In the context of WSNs, the IEEE 802.15 Wireless Personal Area Network
(WPAN) standard series can be applied. In particular, the IEEE Std 802.15.4 for Low-Rate
Wireless Networks, see [IEE16b], is an often used standard, according to [Alf19]. We will
refer to the IEEE Std 802.15.4 [IEE16b] in subsequent chapters and, therefore, address
relevant aspects in the following. This standard specifies network communication for
the physical layer and the MAC sublayer of the ISO Open Systems Interconnection
(OSI) model [ISO94]. Details on the OSI model are omitted here but can be found,
for example, in [Ala14; Bla06; Shi01]. The IEEE Std 802.15.4 addresses low cost, low
complexity, low power consumption, low data rate systems, see [IEE16b]. These are
typical constraints for large-scale WSNs and will be briefly explained in the following.

WSNs, especially in the field of IoT, often consist of a big amount of nodes and are
battery operated. If a system contains many nodes, it is desirable that these nodes are
inexpensive. This can be achieved, among other things, by using nodes which only have
low computing power. Therefore, low complexity calculations are preferable, which
additionally saves energy. If a system runs on battery power and the battery cannot be
exchanged or even not recharged, low energy consumption is key. Therefore, IEEE Std
802.15.4 provides the option to use duty cycling, i.e. nodes can alternate between an
active mode and an inactive sleep mode. Another possibility to save energy is to use a
low data rate.

The IEEE Std 802.15.4 only focuses on the two lowest layers of the OSI model.
Therefore, this standard can be supplemented, for example, by ZigBee or IPv6 over Low
Power Wireless Personal Area Network (6LoWPAN). A detailed overview of ZigBee/IEEE
802.15.4 and 6LoWPAN can be found, for example, in [Zig15; Zig19; Erg04; Bar+07]
and [GC19; KMS+19; ML08], respectively.

Beginning with IEEE Std 802.15.4-2003 [IEE03], there are different versions and
amendments of this standard. A survey of these variants of IEEE Std 802.15.4 can
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be found, for example, in [RN19]. IEEE Std 802.15.4-2015 is the latest revision of
the standard, which was published in 2016, but some transceivers in existing testbeds
still relate to older versions. The Atmel AT86RF231 transceiver [Atm09], for example,
which is used in nodes of the FIT IoT-LAB testbed, see Chapter 8 and [Adj+15b], is
compliant to IEEE Std 802.15.4-2006. For reasons of fair comparison with the results
of the testbed, we will only be using aspects of IEEE Std 802.15.4-2015 in subsequent
simulations which already existed in 802.15.4-2006.

3.2.2 Considered PHY and Packet Size Specifications for Data
Packets in IEEE Std 802.15.4

In IEEE Std 802.15.4, there are several options concerning the used frequency. We
decided to choose the 2.4 GHz industrial, scientific, and medical (ISM) band. The ISM
band is license-free, available worldwide, and has been considered by the standard since
the first version in 2003 [IEE03]. In this frequency band, IEEE Std 802.15.4 provides,
among others, an O-QPSK modulation. O-QPSK is a digital modulation method which
performs offset quadrature phase shift keying. Details on O-QPSK can be found e.g.
in [IEE16b], or [Che04]. According to [IEE16b], a PHY activates and deactivates the
transceiver, determines if the channel is busy in the case of CSMA-CA, and transmits
and receives data, for example. Only O-QPSK has been available for the 2.4 GHz
PHY since the first version of the standard, see [IEE03]. On top of that, the Atmel
AT86RF231 transceiver [Atm09], which is deployed at the FIT IoT-LAB testbed and,
therefore, is considered in Chapter 8, uses O-QPSK. For these reasons, we will refer to
the 2.4 GHz O-QPSK PHY here. However, there are many other PHYs with a different
frequency or modulation method to choose from in IEEE Std 802.15.4. Consequently,
a different data rate, transmission range, or packet reception rate, for example, can
result. An appropriate PHY has to be chosen depending on the considered scenario and
prerequisites.

In the following, frame format specifications for data packets in IEEE Std 802.15.4
will be presented. Some fields of the standardized frame are optional and will be chosen
suitably to the mentioned assumptions in Section 3.1. The specified data frame format
in IEEE Std 802.15.4-2006 [IEE06], IEEE Std 802.15.4-2011 [IEE11] and IEEE Std
802.15.4-2015 [IEE16b], for example, differs in a few fields. As already explained
in Section 3.2.1, we will refer to IEEE Std 802.15.4-2015 but only use aspects which
already existed in IEEE Std 802.15.4-2006. Concerning frame format, the differences
between IEEE Std 802.15.4-2006 and the latest version of the standard will be noted in
the following description.

In IEEE Std 802.15.4, there are two options for the address format, which influence
the size of a data packet. A specified address in IEEE Std 802.15.4 can either be a 64-bit
extended universal identifier (EUI-64) or a 16-bit short address. The EUI-64 is globally
unique and generated as described in [IEE14]. Since 16-bit addresses are sufficient for
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the considered system setup, we will use the 16-bit short address format. According
to [GMS15], short addresses are frequently used in limited scenarios, see for example
[SB16; Lee05; Zen+08].

All following aspects and values refer to data packets. Furthermore, the O-QPSK
PHY, which is responsible for data transmission on physical layer, is assumed when
indicating the respective number of Bytes. In IEEE Std 802.15.4, see [IEE16b], physical
layer packets are restricted to a maximum of 133 Bytes when considering 2.4 GHz with
O-QPSK and a data rate of 250kbit/s. Therefore, the maximum transmission time of
a data packet is 133Bytes

250kbit/s = 4.256ms. When using O-QPSK, a physical layer packet
contains an overhead of 6 Bytes and 0− 127 Bytes of payload. Considering physical
and MAC layer, a data packet which fulfills the mentioned assumptions has an overhead
of 17 Bytes, which will be explained next. Thus, 116 Bytes remain for overhead and
payload in upper OSI layers.

In IEEE Std 802.15.4, see [IEE16b], Physical Layer Packets (PHY Packets) have the
following structure: Packets start with a Synchronization Header (SHR), followed by a
Physical Header (PHR), and a Physical Payload (PHY Payload). The PHY Payload is also
called Physical Service Data Unit (PSDU). The SHR consists of a Preamble Sequence (4
Bytes when considering 2.4 GHz with O-QPSK) and a Start of Frame Delimiter (SFD)
(1 Byte when considering 2.4 GHz with O-QPSK) in order to indicate the start of an
arriving packet. The PHR only contains the Frame Length/Reserved Field (1 Byte) to
specify the length of the following PSDU. Only 7 bits of the PHR are used to determine
the length of the PSDU in Bytes, so the PSDU length is 0− 127 Bytes. As a consequence,
a PHY Packet is restricted to a maximum of 133 Bytes and has an overhead of 6 Bytes.
The structure of a PHY Packet, as described here, can also be seen in Figure 3.1.

On MAC layer, the PSDU, is called MAC frame. Depending on its type, a frame has
a specific structure. We only consider data packets, so the following indicated sizes
refer to data frames. The MAC frame is divided into the MAC Header (MHR), the MAC
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Payload and the MAC Footer (MFR). For a data frame which is also compatible to IEEE
Std 802.15.4-2006, the MHR consists of the Frame Control Field (2 Bytes), the Sequence
Number (1 Byte), Addressing Fields, and an optional Auxiliary Security Header. In
IEEE Std 802.15.4-2015, the Sequence Number is also optional and can be suppressed.
However, in IEEE Std 802.15.4-2006 and IEEE Std 802.15.4-2011 this suppression has
not been possible yet. Therefore, the Sequence Number will not be omitted in the
following. For our purpose, we are using 2-Byte short addresses. Then, the Addressing
fields contain the Destination Address (2 Bytes), the Source PAN Identifier (2 Bytes)
and the Source Address (2 Bytes). As we do not want to include additional security
mechanisms, yet, the Auxiliary Security Header is omitted in the following. In contrast to
IEEE Std 802.15.4-2006 and IEEE Std 802.15.4-2011, IEEE Std 802.15.4-2015 provides
the option to add one or more Information Elements (IEs) to a data packet. In order
to include IEs, Header IEs have to be added to the MHR, and Payload IEs to the MAC
Payload. In order to be compatible with IEEE Std 802.15.4-2006, we will not use IEs in
the following.

The MFR contains the Frame Check Sequence (FCS) (2 Bytes when considering
2.4 GHz with O-QPSK). In total, the MAC frame has an overhead of 11 Bytes. As it is
restricted to 0−127 Bytes, at most 116 Bytes remain for the MAC Payload. The structure
of a MAC frame, as described here, can additionally be seen in Figure 3.2.

Considering physical and MAC layer, a data packet has an overhead of 17 Bytes, and
116 Bytes remain for overhead and payload in upper OSI layers. Thus, 116 Bytes are
available for the BCGC frame, which will be discussed in Section 5.4 in more detail.

3.2.3 Alternatives to IEEE Std 802.15.4

In the field of WSNs and IoT, there are various alternatives to IEEE Std 802.15.4 and
technologies which supplement this standard. Popular specifications relating to short-
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range wireless communication are Bluetooth Low Energy (LE) [Blu19a], Bluetooth Mesh
[Blu19b], ZigBee PRO [Zig15], Z-Wave [Z-W20], and Thread [Bru19], for example.
ZigBee PRO and Thread are build upon IEEE 802.15.4. Furthermore, there are certain
standards which were developed especially for the field of the Industrial Internet of
Things. Examples are WirelessHART [Int16], ISA100.11a [Int11], or WIA-PA [Int15].
Concerning physical layer, they are based on IEEE 802.15.4 but differ on MAC layer in
order to meet the requirements of an industrial application. However, ZigBee PRO is
also frequently used in Industry 4.0.

In the field of Wireless Local Area Networks (WLAN), there are several different
specifications, see [IEE16a]. Here, for example, Wi-Fi 6 (IEEE 802.11ax) [IEE21], which
follows the widely-used Wi-Fi 4 (IEEE 802.11n) [IEE09] and Wi-Fi 5 (IEEE 802.11ac)
[IEE13], can be mentioned. A low-power WLAN standard with longer range is Wi-Fi
HaLow (IEEE 802.11ah) [IEE17].

Concerning long-range communication, there are cellular technologies, such as 4G/5G
[3GP20b], and Low Power Wide Area Network (LPWAN) specifications. Prominent
examples from the field of LPWAN are Narrow-Band IoT (NB-IoT) [3GP20a], Sigfox
[Sig19], and LoRaWAN [LoR18].

For a detailed comparison of the mentioned specifications, see e.g. [GK15; WJ16;
ARH16; RKS17]. Depending on the considered scenario and prerequisites, an alternative
to IEEE Std 802.15.4 might be preferable. For BCGC, especially specifications which
can be used in a mesh network apply, for example, Bluetooth Mesh, ZigBee PRO, or
WirelessHART.

3.3 Performance Metrics

In this section, the performance metrics which are relevant for the addressed system
setup, see Section 3.1, are introduced. These presented metrics will be considered in
subsequent evaluations.

3.3.1 Required Number of Packets

An important performance metric is the required number of packets (RNP) which has
to be received by a sink to reconstruct and gather a certain number of distinct original
symbols. Here, the RNP to reconstruct all symbols is the most relevant value. Depending
on the percentage x of distinct original symbols which should be reconstructed, the
acronym RNPx is used. In addition to the average of the sinks’ values, the minimum
and maximum value can also be interesting.

In general, the RNP is relevant as it enables to compare different approaches directly
with each other without the respective packet sizes having an influence on the result.
Neither the probability of signal collision nor the transmission time is contained as only
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the required number of successfully received packets is counted. Thus, the RNP provides
an indication of the quality of an approach’s successfully transmitted packets. On top of
that, the reliability of the system is inversely proportional to the RNP. A lower RNP means
that less transmissions are necessary to receive a certain number of useful symbols.
Therefore, less transmissions can be affected by collisions, which means the reliability
of the nodes’ data distribution/collection process will be enhanced. Furthermore, the
RNP influences the duration of the process and also the energy costs.

In general, the RNP can be indicated as direct value or as percentage of the number n
of existing symbols, which means RN P·100%

n . This value is greater than or equal to 100%
as RNP ≥ n.

Another relevant performance metric in the context of RNP is the so-called RNP gain.
It is defined as the ratio of the RNP without a certain modification to the RNP with this
modification. If the RNP gain relating to non-coding vs. coding procedure is considered,
the term coding gain can also be used instead, see for example [Kat+06; Li+07].

3.3.2 Node Latency/System Latency

Another performance metric is the time until a sink has completed the algorithm suc-
cessfully, which means until a sink has reconstructed and gathered all distinct original
symbols. This metric is called time until finished or node latency. The maximum value of
this metric, the system latency, is the time until the last sink has reconstructed all symbols,
i.e. the time until all sinks have reconstructed and gathered all original symbols.

The time until finished/latency is a relevant performance metric as it allows a realistic
comparison of different approaches. Real circumstances, e.g. the actual transmission
time of a packet, the probability of collision, the used MAC protocol, and, thus, the
duration of the entire process, are considered. This performance metric reflects the
quality of an approach as a whole. As a result, latency represents a good complement
to the RNP. On top of that, latency is also inversely proportional to the reliability of the
system. A shorter time until finished or lower latency means that the system can only
be affected by collisions for a shorter period of time, for example. Thus, the system is
more reliable if the latency is lower.

3.3.3 Number of Queried Nodes

The number of queried nodes represents the number of randomly chosen nodes which
have to be queried to retrieve all distinct original symbols at a certain fixed time during
the simulation.

Depending on the scenario, the number of queried nodes can be an important perfor-
mance metric. In some scenarios, all original symbols should be available as early as
possible and not necessarily in one single sink or in all sinks.
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3.3.4 Packet Reception Rate

The Packet Reception Rate (PRR) is the ratio of packets which were received by a node
to packets which were sent to the considered node, i.e. which could have been received.
Packets do not reach a node due to 1) signal collisions, 2) if the node is not within the
transmission range during the whole transmission, or 3) if the node is not in receive
mode.

By contrast, the collision rate (coll) refers to the packets which could have reached a
considered node but were not successfully received by the node in the actual simulation.
Here, if the node is not within the transmission range during the whole transmission or
if a node is not in receive mode and a packet arrives, this transmission is also considered
a collision as the packet cannot be received. Thus, PRR= 1− col l.

The PRR is a metric which gives information about the suitability of the chosen MAC
protocol and the quality of the links in the system, i.e. the dependability of transmissions.
It is influenced, for example, by the transmission time of a packet, i.a. by the packet
size. The indication of the PRR can be used when performance results of a certain
procedure are presented. Especially for low PRR, the performance of a procedure can
be of interest.

As described in Section 3.2.2, the frequently used 2.4 GHz ISM band is considered
here. Therefore, in a real world scenario, the PRR can also be influenced by the presence
of transmissions by other technologies, such as Wi-Fi or Bluetooth, which also operate
on 2.4 GHz. The interference from these techniques on IEEE Std 802.15.4 has been
comprehensively studied in literature, see [GHZ12; NZN16; Pet+07]. Depending on
the distance of an IEEE Std 802.15.4-device to a Wi-Fi access point, for example, the
reliability of transmissions can be severely affected, see [GHZ12].

3.3.5 Throughput

The term data rate is defined as the maximum possible number of bits that theoretically
can be transmitted by a node per time unit, see for example [SM09]. By contrast,
throughput is the amount of useful data which is actually received by a node per time
unit. This is a common differentiation which can often be found in literature, see [SM09;
Sin14; Dea12]. The data rate does not consider signal collisions and assumes a node
receives packets all the time without any break in between packets. On top of that, it
assumes a packet only contains useful information, i.e. no protocol overhead is sent,
no redundant data is transmitted, and so on. Therefore, the determined throughput is
always less than or equal to the specified data rate. According to Section 3.2, a data
rate of 250 kbit/s will be assumed in the following. Depending on the respective layer, a
different throughput will be determined. Considering a physical layer packet according
to IEEE Std 802.15.4, see Section 3.2.2, the overhead is 6 Bytes and the payload is
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0− 127 Bytes. Thus, the throughput on physical layer is:

throughputPHY ≤
127
133
· 250kbit/s≈ 239kbit/s.

On MAC layer, the packet’s overhead is 11 Bytes and the payload is 0− 116 Bytes. For
further explanation, see Section 3.2.2. Therefore, the throughput on MAC layer is:

throughputMAC ≤
116
127
·

127
133
· 250kbit/s=

116
133
· 250kbit/s≈ 218 kbit/s.

In general, the smaller the overhead is, the larger the throughput is. As already explained
in Section 3.2.2, the maximum possible size of a BCGC frame is 116 Bytes. A lower
bound for a BCGC packet overhead is calculated as follows. Here, deg is the size of
the field which contains the used codeword degree, maxDeg is the maximum codeword
degree to use, and IDs is the size of the field with the IDs of the symbols that were
combined for the codeword. Furthermore, desDeg is the size of the field which contains
the desired codeword degree. A more detailed description of deg, maxDeg, IDs, desDeg,
and their respective value can be found in Section 5.4. Hence,

overheadBCGC ≥ deg+ IDs+ desDeg=

= ⌈log2 maxDeg⌉bits+ (1 · 2)Bytes+ ⌈log2 maxDeg⌉bits=

= 2Bytes+ 2 · ⌈log2 2⌉bits=

= 2Bytes+ 2bits⇒ 3Bytes.

Here, the smallest reasonable maximum degree of maxDeg= 2 and a codeword degree
of 1 is used, which causes the lowest possible overhead. In this case, up to 116−3 Bytes
= 113 Bytes of payload can be included in a BCGC data packet. Thus, the throughput
for BCGC is:

throughputBCGC ≤
113
116
·

116
133
· 250 kbit/s=

113
133
· 250kbit/s≈ 212 kbit/s.

The throughput which is determined during following simulations will be called the
effective throughput to distinguish from the upper bounds which have been introduced
here. The effective throughput is calculated as follows:

throughputeff =
n · pl
time

[kbit/s] .

Here, n is the number of distinct original symbols, which were generated by the nodes
of the network, and pl is the payload size, which is the size of one original symbol.
Furthermore, time is the measured average time which was necessary to reconstruct
all n original symbols by a sink. This means, n and pl are fixed, and time results from
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Fig. 3.3: Upper bounds of throughput and example for effective throughput for BCGC
and NoCoding/Forwarding

simulation. The size of useful data in BCGC is n · pl as only n distinct original symbols
exist, so it is not possible to get further relevant data from received codewords. Each
symbol has a size of pl. Therefore, the effective throughput is the amount of useful data
which was received by a sink within the measured time. Thus, it indicates the amount
of useful data which was received per time unit. One of the differences between the
effective throughput and the hypothetical upper bound of the throughput in BCGC is
the fact that a node does not only receive data but also transmits data. Here, sending
and receiving is performed consecutively, and for the effective throughput only received
data is relevant. On top of that, redundant packets are also received, and there are
collisions, which means some packets cannot be received successfully by a node. All of
those aspects reduce the effective throughput as the time until a sink has reconstructed
all n original symbols is used for the formula.

Figure 3.3 illustrates the different throughput options. In this figure, an example
of an effective throughput for BCGC and for NoCoding/Forwarding, which means no
encoding is performed, is added. Details on NoCoding can be found in Section 4.1. The
corresponding simulation used a payload of 320 bits and a high degree of mobility.

A further relevant performance metric in the context of throughput is the so-called
throughput gain. It is defined as the ratio of the throughput with a certain modification
to the throughput without this modification. In the case of the mentioned example with
320 bit payload, the throughput gain from the use of BCGC compared to the use of
NoCoding was about 5

1 = 5.
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3.3.6 Energy Consumption

Another performance metric which will be taken into consideration in Sections 7.1
and 7.2 is energy consumption. Our main focus is reliability, see Section 3.1, so energy
efficiency is only secondary but will also be considered for the sake of completeness. In
general, energy efficiency is relevant as small sensor nodes in large-scale WSNs or IoT
settings often run on battery power. In some cases, batteries cannot be recharged and
also not exchanged, especially if nodes are deployed in harsh, extreme, or dangerous
environments.

The amount of energy which is necessary for generating sensor data can vary consid-
erably depending on the specific application and the type of sensors used, see [Rag+02;
Ana+09; Gar10]. For example, passive sensors, such as temperature sensors, consume
significantly less energy than active sensors, such as radar sensors. Furthermore, also
the amount of energy consumed by data processing can vary greatly depending on the
type of instructions, implementation of the core, or technology used, for example. It is
difficult to make a general statement concerning sensing or data processing. In literature,
energy efficiency is often directly derived from the required number of transmissions
until a certain amount or all original data has been received by all sinks, see for example
[WFL05; FWL08; ZNK12]. Energy efficiency concerning sensing or computation can
each be considered as orthogonal to energy efficiency concerning communication. Here,
we will thus only focus on communication energy consumption.

The detailed energy model which is used to derive the energy consumption of the
simulated approaches in Sections 7.1 and 7.2 can be found in Section 6.1.7. For the
testbed based evaluation in Chapter 8, the actual power consumption of each node was
measured during the experiments and, then, energy consumption could be calculated.
The measurement was performed as provided by the used FIT IoT-LAB testbed platform
and as described, for example, in [Adj+15a; Fam+14].

Depending on the technology used, transmitting, receiving, and waiting for packets
(idle listening) has a different impact on the total energy consumption. In general,
however, it can be said that if, for example, the total number of transmissions/RNP
is lower while the packet size remains constant, the time nodes send/receive/wait
for packets can also be reduced. In this way, energy consumption will be decreased.
Thus, concerning transmissions, options to save energy are to reduce the number of
transmissions or the size of data packets. This can be done, for example, by decreasing
the total amount of data which has to be sent or by reducing the size of a single
symbol of generated raw sensor data, respectively. Sensor data is often spatially and
temporally correlated, see [VAA04], especially if nodes are deployed closely. Therefore,
data compression can reduce the total amount of data for transmission and also the
size of a data packet. A survey of different data compression procedures for Wireless
Sensor Networks can be found, for example, in [RBD13; Sri+12; KL05]. The amount of
data for transmission can also be decreased by reducing the sample rate at which sensor
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data is generated so that less raw data is sampled in each node. Furthermore, it is also
possible to send only significant data. In this case each node has to identify relevant
data. However, in the system setup in Section 3.1, it is assumed for simplicity that sensor
data is generated only exactly once per node. Another possibility to reduce the number
of transmissions is to combine data by using network coding, see [FLW06]. A network
coding procedure, BCGC, is presented and investigated in the following chapters.

Besides the listed examples, there are plenty other techniques to save energy, see
[Ana+09; RBC14; Wan+17]. Depending on the considered scenario or constraints, a
different approach or combination of approaches to reduce energy consumption will be
applicable. Some of the mentioned examples can, for example, increase latency, do not
transmit all original data, or reduce the density of the network significantly. Each of
these effects can be tolerable for some scenarios and not tolerable for others.
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In this chapter, related work concerning coding schemes and data dissemination is
presented. First, the procedure of NoCoding is explained in Section 4.1, which does not
use any encoding in the strict sense but is important to compare due to its simplicity.
After that, the frequently used coding scheme of random linear network coding (RLNC)
is introduced in Section 4.2. Subsequently, the coding procedure called Growth Codes,
which forms the basis for BCGC, is described in detail in Section 4.3. This chapter
finally closes with a section on related work concerning network coding based data
dissemination in Section 4.4, which includes the distribution process and distributed
storage.

As defined in Section 2.1, data which is generated by a source node is called a symbol.
For the following descriptions, it is assumed that there are n distinct original symbols in
the network which should eventually be received and reconstructed by each sink. Links
can be lossy, but this does not influence the results in the following as only the packets
arriving at a sink are considered. It is determined to what extent these received packets
contribute to reconstruct the n original symbols when using a respective coding scheme.

4.1 NoCoding/Forwarding

In this section, the procedure of NoCoding (NoC) is introduced. NoCoding is also called
Forwarding as data is only forwarded without any modification. The principle of NoC is
explained first. Subsequently, stochastic correlations in NoC are discussed which can
later be compared with the results of the other coding schemes. Then, the structure
of data packets in NoC is presented. This section closes with a brief description of the
benefits and limitations of NoC.

4.1.1 Principle of NoCoding

In the case of NoCoding, a codeword consists of exactly one original symbol in a non-
encoded form. This means, a symbol is sent as payload in a packet without being
encoded or combined with other symbols. Here, the term ‘codeword’ is used for the
sake of uniform formulation.

After a packet was received by an intermediate node, the contained payload, which
consists of exactly one symbol, is stored by the node together with the ID of the symbol as
a (symbol, ID)-pair. The ID, which can be retrieved from the packet header, is necessary
to be able to identify the symbol. If a node has to generate a new packet for transmission,
it randomly chooses a symbol from its storage and uses this as the payload of the new
packet. Here, not the most recently received symbol is used, but a random previously
received symbol is chosen. The corresponding ID is included in the packet header. In
principle, NoC equals the selected routing procedure, see Section 2.4, without further
encoding as received data is forwarded to the neighbors without any modifications.
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As described in the system setup in Section 3.1, the aim of each sink is to have gathered
and stored all original symbols in the end. For this purpose, it is not sufficient to receive
n arbitrary packets. Instead, for each symbol, a packet has to be received which contains
exactly this symbol as payload. If only one symbol is still missing, a packet with this last
symbol as payload has to be received. Each different packet is not helpful and has to be
discarded.

4.1.2 Stochastic Correlations

Formulas for the so-called Coupon Collector’s problem can be used to determine how
many packets have to arrive on average at a sink in order to gather all or a certain
number of distinct original symbols. In the original Coupon Collector’s problem, which
is described, for example, in [MR95], there are n different coupons which can eventually
be collected. Packages, which consist of c random coupons, have to be bought for this
purpose. Each coupon has the same probability to be included in a package. It should be
determined how many packages have to be bought on average to collect all n coupons
if no coupon has been collected before. This scenario can be transferred to NoC for the
case of c = 1 as each received NoC packet only contains one original symbol.

Assume that each of the n existing distinct symbols has the same probability to be
contained in a packet which is received by a sink. Let pr be the probability that a received
packet contains an original symbol which has not been received by the considered sink
yet if r distinct original symbols have already been collected and stored by this sink.
According to the formula in a so-called Laplace-Experiment, see for example [Hen08],
it can be seen that

pr =
n− r

n
.

This can be concluded as there are n different symbols which can be included in a
packet, where n− r of those possibilities yield a new symbol. This formula for pr can
also be found in [MR95] for the Coupon Collector’s problem. Assume r distinct original
symbols have already been collected and stored in a considered sink. Let X r then be a
discrete random variable denoting the number of packets which have to be received
until a new symbol is collected. Transferred from [MR95] to our scenario, the expected
number of packets which have to arrive at a sink in order to gather a new symbol is

E[X r] =
1
pr
=

n
n− r

.

In the following, it is assumed that a sink does not have any original symbol at the
beginning even though the node which is directly connected to this sink stored its
own symbol at initialization. Thus, to gather a first symbol, an expected number of
E[X0] =

n
n = 1 packet has to be received by a sink. For a second symbol, n− 1 symbols
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are still missing, so E[X1] =
n

n−1 , and so on. In total, an expected number of

E[#packets] =
n−1
∑

r=0

n
n− r

= n ·
n−1
∑

r=0

1
n− r

= n ·
n
∑

i=1

1
i
= n ·Hn (4.1)

packets has to arrive at a sink in order to collect and store all n distinct original symbols.
Here, the n-th harmonic number Hn is contained. An analog to Equation (4.1) can
also be found in [MR95] for the Coupon Collector’s problem. The expected value

E[#packets] = n · Hn is bounded by E[#packets] < n ·
�

ln(n) + γ+
1

2n

�

, with the

Euler–Mascheroni constant γ, see for example [PS72; You91]. Hence,

E[#packets] ∈ O(n · log(n)), (4.2)

which means that a sink has to receive O(n · log(n)) packets until it has finally collected
all n distinct original symbols.

4.1.3 Data Packets in NoC

An NoC packet contains one non-encoded, original symbol as payload. If the size of
an original symbol is b bits, the payload of an NoC packet consists of ⌈b/8⌉ Bytes.
Here, a representation in Bytes is used for comparability with the results from the
testbed. In order to be able to identify the contained symbol, the corresponding ID has
to be included in the packet header. Assuming a 16-bit short address as explained in
Section 3.2.2, the size of an NoC header is only 2 Bytes. To sum up, an NoC frame
contains:

• the ID of the contained symbol (2 Bytes) and

• one symbol (payload) (⌈b/8⌉ Bytes).

Therefore, the total NoC frame overhead is 2 Bytes, and the relative overhead is
2/(⌈b/8⌉). The structure of an NoC frame, which represents the MAC Data Payload of
Figure 3.2, is additionally depicted in Figure 4.1. Please note that the proportions in
the figure do not reflect the actual size ratios.

4.1.4 Benefits and Limitations of NoC

At the end of this section on NoCoding, benefits and limitations are briefly described.
One advantage of NoC is that it requires a very small packet header. Thus, NoC packets
and consequently the transmission times are short. This is advantageous especially if
there are many communicating participants in the system. Such a scenario is prone to
packet collisions or congestion and less collisions occur if all packets are shorter. In
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2Bytes

2Bytes ⁄𝑏 8 Bytes

NoC Header NoC Payload

ID of Symbol

⁄𝑏 8 Bytes

Symbol

Fig. 4.1: NoC frame format

general, latency can be reduced if transmission times are shorter. A further advantage of
NoC is the ease of implementation. It is not necessary to implement complex encoding or
decoding. Instead, a symbol can be included in a packet without modification and be read
directly from a packet. Furthermore, a node does not have to perform computationally
complex encoding or recoding in order to create a packet for transmission. A sink does
not have to perform complex decoding either. Thus, the computational effort in the
nodes is low with NoC.

However, there are also crucial drawbacks with NoC. If a node receives a packet from a
neighbor, then at least this neighbor already knows the contained symbol. If additionally
both nodes have a common neighbor, then this neighbor also knows the symbol. So if
the node sends this symbol later in a packet, it is redundant and, thus, useless for the
neighbor from whom it originally received the symbol and for all common neighbors.
Furthermore, for each symbol, a considered sink has to receive a packet which contains
exactly this symbol as payload in order to be able to gather all distinct original symbols
in the end. In the beginning, many received packets contain a new symbol for a sink as
no or only few symbols have already been stored by this sink. At some point, however,
more and more redundant packets arrive, and especially waiting for the last missing
symbol can take a very long time. Thus, a large number of redundant packets is received,
which are unnecessary and waste resources. As many redundant packets arrive with
NoC, many packets have to be received in total at a sink in order to gather all original
symbols. In particular, in a system with many participants which transmit packets, it is
desirable to send as few redundant packets as possible as unnecessary transmissions
only increase the probability of collisions, energy consumption, and latency.

In summary, NoC packet headers are short but a large number of packets has to be
received at a sink in order to finally gather all original symbols. The advantages of
short packets are, therefore, possibly overlaid by the disadvantages of the big number
of packets, depending on the payload size.
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4.2 Random Linear Network Coding

Random linear network coding (RLNC) was introduced by Ho et al. in [Ho+03a]. In
the following, the principle of RLNC is described first. Then, basics on Galois fields,
on which RLNC is based, as well as details on encoding and decoding in RLNC are
presented. Subsequently, possible choices for the Galois field are discussed and the
structure of RLNC data packets is explained. Finally, benefits and limitations of RLNC
are described in detail.

4.2.1 Principle of RLNC

RLNC represents a form of linear network coding, which means a codeword is the result
of a linear combination, where coding coefficients are chosen randomly.

Intermediate nodes store the contained payload of received packets, i.e. the respective
codeword, and relevant parts of the header. They calculate a linear combination of
all codewords in their memory in order to create a new codeword for transmission. If
only individual symbols are used for the linear combination, the procedure is called
encoding. For RLNC, it is also possible to calculate a linear combination of codewords
instead of using only individual symbols. In this case, the encoding procedure is also
called recoding or re-encoding. A generated codeword is subsequently transmitted as
the payload of a packet with all relevant information for decoding in the packet header.
This information consists of the coefficients which were used for the linear combination.
The vector of these coefficients is called the encoding vector of the linear combination.
In the case of RLNC, sink nodes are the only nodes which perform decoding.

The procedure of RLNC always refers to a predefined Galois field GF(q). Both symbols
and coefficients, and therefore also codewords, are based on GF(q). For this reason,
basics on Galois fields are presented in the following before details on encoding and
decoding in RLNC are described.

4.2.2 Basics on Galois Fields

A Galois field GF(q) = (F,+F ,∗F ) is also called a finite field. It denotes a set F of q ∈ N
elements with two operations on this set, addition +F and multiplication ∗F so that
(F,+F ) and (F \ {0},∗F ) form Abelian groups. Here, 0 denotes the identity element of
the addition +F . Furthermore, the distributive law is valid in a Galois field GF(q). Thus,
multiplication is distributive over addition, which means ∀a, b, c ∈ F a ∗F (b+F c) =
(a ∗F b) +F (a ∗F c). An Abelian group (F,+F ) is a set of elements F and an operation
+F on this set with the following properties:

(i) Commutativity, i.e. ∀a, b ∈ F a+F b = b+F a,

(ii) Closure, i.e. ∀a, b ∈ F a+F b ∈ F ,
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(iii) Associativity, i.e. ∀a, b, c ∈ F (a+F b) +F c = a+F (b+F c),

(iv) Identity, i.e. ∃0 ∈ F ∀a ∈ F a+F 0= 0+F a = a, and

(v) Invertibility, i.e. ∀a ∈ F ∃a′ ∈ F a+F a′ = 0.

The respective axioms can be formulated analogously for (F \ {0},∗F ). The identity
element 1 of the multiplication ∗F should then be used instead of the identity element 0
of the addition +F . The two operations, addition +F and multiplication ∗F , have to be
defined appropriately to the respective set F so that the field axioms are fulfilled. It can
be said that addition and multiplication are performed over F . Subtraction is defined as
addition with the additive inverse, and division is performed as multiplication with the
multiplicative inverse.

The number of elements q of a Galois field GF(q) is always a prime power, i.e. q = pm

with a prime number p and m ∈ N. Furthermore, up to isomorphism, there is one and
only one Galois field with exactly q elements. The binary field GF(2) is the simplest
Galois field. It only consists of the elements 0 and 1. There is no Galois field with
fewer elements. For addition and multiplication in GF(2), modulo-2 addition and
multiplication are used. Computing in a Galois field larger than GF(2) can be done by
direct calculation modulo a suitable irreducible polynomial. Alternatively, lookup tables
can be used to retrieve the solution of a product or sum instead of calculating it directly.
However, for large Galois fields, lookup tables become big, require a corresponding
amount of storage space, and searching for entries takes time.

These definitions and propositions as well as further information about Galois fields
can be found in [Ksc12] or in common literature on linear algebra, see for example
[Beu13; Kow13].

4.2.3 Encoding and Decoding for RLNC

After having introduced Galois fields, encoding/recoding and decoding in RLNC will be
briefly presented next. In this context, the term of linear independence is relevant and is,
therefore, explained in advance. Vectors are called linearly independent if the zero vector
can only be generated by a linear combination of these vectors where all coefficients
are 0. Otherwise, the vectors are called linearly dependent. Considering vectors of the
dimension n, i.e. vectors with n elements, only a maximum number of n vectors can
be linearly independent. More than n vectors are always linearly dependent. These
and further details about linearly independent vectors can be found in any common
literature on linear algebra, such as [Beu13; Kow13]. For the sake of brevity, the
expression ‘linearly independent packets’ will be used in the following sections on RLNC
and refers to the encoding vectors contained in the packets.

Let x1, x2, ..., xn with n ∈ N and x i ∈ (GF(q))l for i = 1, ..., n with l ∈ N be the original
symbols which have been generated and should eventually arrive at each sink. Each
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symbol is a vector of the dimension l, and GF(q) is the chosen Galois field. Furthermore,
let w1, w2, ..., wK with K ∈ N and w j ∈ (GF(q))l for j = 1, ..., K be the symbols or
codewords which were received and stored by a considered intermediate node. This
node can then create a new codeword for transmission via the linear combination

y =
K
∑

j=1

α j ·w j . (4.3)

Here, coefficients α j ∈ GF(q) for j = 1, ..., K are chosen uniformly at random from the
Galois field GF(q) [Ho+03a]. The choice of the coefficients is performed by each node
independently. Addition and multiplication are performed over GF(q). The encoding
according to Equation (4.3) is a recoding if not only original symbols but also codewords
are used for the linear combination. Recoding can be performed without any previous
decoding. A codeword for transmission, however, has to be specified with respect to
the original symbols x1, x2, ..., xn in order to enable decoding at a sink. Therefore, a
transformation of the coefficients α j for j = 1, ..., K is necessary before a codeword can
be sent as payload together with the coefficients in the packet header. The final linear
combination then is

y =
n
∑

i=1

ci · x i , (4.4)

with ci ∈ GF(q) for i = 1, ..., n. Depending on the dimension l of a codeword, the linear
combination in Equation (4.4) can also be represented as a multiplication of vectors or
matrices: y = (c1, ..., cn) · (x1, ..., xn)T . The vector (c1, ..., cn) of the used coefficients is
called the encoding vector of y. This encoding vector is transmitted together with the
respective codeword y in a packet. If this packet is received by a node, the codeword is
stored together with the encoding vector as a pair and subsequently used for recoding.
For the transformation of the coefficients from Equation (4.3) to Equation (4.4), the
randomly chosen coefficient α j and the respective encoding vector (c j

1, ..., c j
n) of the

codeword or symbol w j is used for each j = 1, ..., K. The mentioned encoding vector

(c j
1, ..., c j

n) refers to the creation of w j, i.e. w j =
∑n

i=1 c j
i · x i. More details on the

transformation can be found, for example, in [DMC06]. If w j is an original symbol, all

but one component of the corresponding encoding vector (c j
1, ..., c j

n) of w j are 0. The
remaining component is 1, so the ‘codeword’ w j is the same as the original symbol. An
intermediate node can, therefore, perform encoding/recoding regardless of the type of
packets it previously received and has stored. A newly created codeword y is transmitted
together with its final encoding vector in a packet.

The dimension l of an original symbol depends on the size of the symbol and the used
Galois field GF(q), based on which RLNC is performed. Let the size of a symbol be b bits.
An element of GF(q) can have a value between 0 and q− 1 and can, thus, represent up
to log2 q bits. Therefore, a vector of the dimension l = ⌈ b

log2 q ⌉ is required to represent a
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symbol of b bits. For ⌈ b
log2 q ⌉> 1, the considered symbol is a row vector as the possible

range of numbers is too big to be represented by a single element. The coefficients
of the linear combination are scalars from GF(q) and can, hence, be represented by
exactly one element of GF(q) each. They have a value between 0 and q− 1 and, thus,
require log2 q bits each. As can be seen in Equation (4.4), a codeword contains several
original symbols. However, the combination of these symbols is a linear combination
and not a concatenation. As the coefficients are scalars from the Galois field GF(q),
the codeword y has the same size as any original symbol x i. If the symbols are row
vectors, the codewords are row vectors of the same dimension. Therefore, symbols and
codewords are vectors of length l over the Galois field GF(q). For the sake of simplicity,
it is assumed in the following that l = 1, i.e. x i ∈ GF(q) for i = 1, ..., K . The extension
to l > 1, however, is straightforward.

After encoding has been described, decoding will be considered next. A received
codeword and the corresponding encoding vector, i.e. the coefficients of the linear com-
bination, can be interpreted as a linear equation. Here, the unknowns are the n original
symbols. If there are n original symbols, at least n equations, i.e. (codeword, encod-
ing vector)-pairs, have to be received to be able to solve the system of linear equations
and reconstruct all original symbols. Each sink gathers received packets and stores
the contained codeword and corresponding encoding vector row by row in a so-called
extended decoding matrix. As soon as n linearly independent packets have been received
by a considered sink, i.e. the respective encoding vectors are linearly independent,
the decoding matrix has full rank. This means, the decoding matrix is invertible and,
thus, the system of linear equations is solvable. The sink can then start decoding by
matrix inversion via Gaussian elimination and reconstruct the n original symbols. A
packet which is linearly dependent on previously received packets does not contribute
to solving the system of linear equations since no new information is contained. A
linearly dependent packet does not increase the rank of the decoding matrix. Therefore,
n linearly independent packets have to be received, which implies that more than n
packets may be needed. For RLNC, it is not relevant which specific packets are received
as long as they are linearly independent. At least n packets are necessary, and any n
linearly independent packets are sufficient to reconstruct all original data. In the optimal
case, exactly n received packets are needed to reconstruct the n original symbols. More
information on the probability to receive n linearly independent packets and on the
expected number of packets which have to be received to be able decode can be found
in Section 4.2.4.

As decoding corresponds to solving a system of linear equations, which is typically
done via Gaussian elimination, it generally has a complexity of 0(n3), as stated, for
example, in [TB97].

The calculation of a codeword should be based on a Galois field. Otherwise, the linear
combination could result in packets with very large payload as codewords may become
large. Also the randomly chosen coefficients could become large, which results in a large
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packet header. The choice of the size of the Galois field is crucial for the performance of
RLNC, which will be discussed in the following.

4.2.4 Galois Field Size Analysis and Stochastic Correlations

For RLNC, the chosen Galois field GF(q) should not be too small in order not to receive
many linearly dependent packets, which have to be discarded. Packets which are linearly
dependent on a sink’s already stored packets do not provide new information for this
sink and do not bring any benefit for the reconstruction of the original symbols. In
the case of linearly dependent packets, more than the minimum number n of packets
have to be received by the considered sink to reconstruct the n original symbols. This
means, the multicast capacity is not achieved. However, the probability that there are n
linearly independent packets among n received packets, i.e. that n packets are sufficient,
approaches 1 with increasing value of q. This will be shown in the following.

The larger the Galois field, the higher the probability is that a received packet is
linearly independent of the already stored packets in the considered sink. If there are
n− 1 stored packets and a further packet is received, the probability that the n vectors
are linearly independent is

pn−1 =
qn − qn−1

qn
=

q− 1
q
= 1−

1
q

. (4.5)

This can easily be proved and, for example, can also be extracted from a derivation in
[TBF11]. For any number j of previously stored packets with j ≤ n− 1, there are at
least as many possibilities for a linearly independent incoming packet as in the case of
n− 1 stored packets, which can easily be shown. Therefore, the probability p j that a
newly received vector is linearly independent of the previously stored j vectors is

p j ≥ 1−
1
q

. (4.6)

With GF(q), the probability pdec(q, n, n) to have n linearly independent packets among
n received packets can be calculated via

pdec(q, n, n) =
n
∏

i=1

(1−
1
qi
) =

n
∏

i=1

qi − 1
qi

, (4.7)

see for example [TBF11]. This formula can be derived by multiplying the probability
that the first packet is linearly independent, i.e. not the zero vector, by the probability
that the next received packet is linearly independent of the first vector. Then, for each
subsequent packet, the probability that a received packet is linearly independent of
all previously stored packets is multiplied. This product ends at the probability that
a received packet is linearly independent of the n − 1 linearly independent packets
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which have already been stored. These single probabilities can be bounded according
to Equation (4.6) so that with Equation (4.7) it can be concluded that

pdec(q, n, n)≥ (1−
1
q
)n, (4.8)

which can also be derived from [Ho+03a; Ho+03b; Ho+06] for one receiver. This
means, the probability that a sink is able to reconstruct all n original symbols if it has

received n packets is at least (1−
1
q
)n.

It can be seen that pdec(q, n, n) increases with the size q of the chosen Galois field as
there are more possibilities to randomly pick the coefficients. The probability pdec(q, n, n)
can become arbitrarily close to 1 by choosing a sufficiently large size q of the Galois field,
which can be seen from Equation (4.7) and is also shown in [Ho+06], for example. Ac-
cording to [TBF11], the choice of n does not have a significant impact on the probability
pdec(q, n, n), which is valid for larger n. As shown in [TBF11], this probability is close
to 1 even for small values of q, such as q = 32 = 24. For example, for q = 21, q = 24,
or q = 28 and n= 256 the probability to be able to reconstruct the n original symbols
after having received n packets is pdec(q, n, n)≈ 0.288788, pdec(q, n, n)≈ 0.933595, or
pdec(q, n, n)≈ 0.996078, respectively.

Furthermore, the probability pdec(q, n, k) to have n linearly independent packets
among a fixed number of k ≥ n received packets, which is also called the decoding
probability, can be calculated via

pdec(q, n, k) =
n−1
∏

i=0

(1−
1

qk−i
) =

n−1
∏

i=0

qk−i − 1
qk−i

, (4.9)

see for example [TBF11]. Equation (4.7) is a special case of Equation (4.9) with k = n.
As for Equation (4.7), the fact that the choice of n does not make a big difference

to the results is also true for the more general Equation (4.9). Moreover, for a fixed,
arbitrary number k ≥ n of received packets, the decoding probability pdec(q, n, k) is
higher the bigger q is [TBF11]. However, the larger k is, the smaller the difference
in pdec(q, n, k) is as all probabilities pdec(q, n, k) approach the value 1 as k increases,
which can be seen on the plots in [TBF11]. Since Equation (4.7) is a special case of
Equation (4.9), the above conclusion also applies to pdec(q, n, n).

This means, with a larger q, less packets are needed to achieve the same decoding
probability pdec(q, n, k) and pdec(q, n, n). Thus, probably less packets have to be received
to be able to reconstruct all n original symbols if the size q of the Galois field is bigger.

The expected number of packets E[#packets] which have to be received to have n
linearly independent packets, i.e. to be able to reconstruct the n original symbols, is

E[#packets] = E[k] =
n
∑

i=1

1
1− (1/q)i

=
n
∑

i=1

qi

qi − 1
, (4.10)
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see for example [EOM06]. The larger q is, the closer E[#packets] is to n, which can be
seen from Equation (4.10) or found in, for example, [EOM06; LMS09]. The expected
value E[#packets] can become arbitrary close to n if q is accordingly large. Thus, if q
is large enough, it is sufficient to receive n packets on average in order to be able to
reconstruct all n original symbols [EOM06]. In the optimal case, exactly n packets are
needed, which corresponds to achieving the multicast capacity. However, this optimum
cannot be reached with randomly chosen coefficients in practice as the probability for
linearly dependent packets is never 0. According to [LMS09], the expected value is
upper bounded by

E[#packets]≤ min{n ·
q

q− 1
, n+ 1+

1− q−n+1

q− 1
}, (4.11)

which is again bounded by n+ 2. Thus, the following applies to the expected value:

n≤ E[#packets]≤ n+ 2, (4.12)

see [LMS09]. This means, between n and n+2 packets have to be received on average in
order to reconstruct the n original symbols. The field size q and the number of original
symbols n do influence the expected value E[#packets]. However, no matter how large
q or n are, only a maximum number of 2 additional packets have to be received on
average in order to reconstruct the original symbols, see Equation (4.12). The larger n
is, the less these extra packets account for on a percentage basis, so the extra packets
can be considered negligible for large n. From Equation (4.12), it can be concluded that
E[#packets] ∈ Ω(n) and E[#packets] ∈ O(n). Thus,

E[#packets] ∈ Θ(n), (4.13)

which means that a sink has to receive Θ(n) packets until it is finally able to reconstruct
all n original symbols.

However, reality can deviate significantly from the expected value. According to the
system setup in Section 3.1, each node knows only its own symbol at the beginning.
Even in general, usually, not all symbols are stored in each intermediate node. Therefore,
an intermediate node is not able to choose all n coefficients at random with uniform
distribution as some of the coefficients can only have the value 0. This increases the
probability for linearly dependent packets. Another reason for the deviation from
the expected value can be the following situation. Nodes may need to calculate new
linear combinations for the next transmissions even if they have not received any
new information since generating the previous packets. Especially if only few packets
containing few symbols each were received before, this often leads to the reception of
several linearly dependent packets at the considered sink. Thus, accordingly more than
n packets have to be received to reconstruct the n original symbols.
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To conclude, coefficients have to be chosen at random from a sufficiently large Galois
field. Thereby, the probability that a packet which is received by a sink is linearly
independent of the already stored packets in this sink is high. Furthermore, also the
decoding probability pdec(q, n, k) to have n linearly independent packets among a fixed
number of k ≥ n received packets is then close to 1. The probability pdec(q, n, n) to be
able to reconstruct the n original symbols after having received n packets is also close
to 1 if q is chosen sufficiently large. Thus, probably less packets have to be received to
be able to reconstruct all n original symbols.

However, the larger the Galois field is, the more complex encoding and decoding is.
This is due to, for example, multiplication modulo of an irreducible polynomial and, in
particular, matrix inversion. For GF(28), for example, lookup tables can be used for
addition and multiplication, which is beneficial especially for computationally weak
sensor nodes. Lookup tables, however, require storage space in the nodes and searching
within tables also takes time. In GF(28), the storage space for one lookup table is about
q2 · log2 q bit ≈ 66 kBytes, which still can be reduced. In a Galois field GF(q) with
q = 216 or bigger, the storage space for lookup tables would be more than 8 GBytes.
Moreover, searching for values in these big tables would also take a long time so that
a direct calculation is preferable despite the computing effort. With a larger Galois
field, fewer packets are needed to reconstruct all symbols, but a larger Galois field also
implies that coefficients are bigger. Therefore, the respective encoding vector in the
packet header, i.e. the overhead, is bigger and, thus, also the size of each packet. As a
consequence, more storage space is needed to store a certain number of packets in a
node and the transmission time of each packet is increased.

Thus, when choosing the Galois field, a compromise must be made between computa-
tional complexity/storage space for lookup tables and packet size on the one hand and
probability of linearly independent packets and, hence, RNP on the other. However, it is
not necessary to choose a very large Galois field in order to achieve a high decoding
probability. Already with GF(28) the decoding probability pdec(q, n, n) is almost 1, for
example, for n = 256, see Equation (4.9) and [TBF11]. Thus, with a bigger Galois
field there is hardly any improvement possible. According to literature, see for example
[FLW06; CW07; Méd+14], the Galois field GF(28) suffices in most cases, and often even
GF(2) [Méd+14]. Typical Galois field sizes are q = 21 or q = 28 as in these cases exactly
1 bit or 1 Byte, respectively, are needed for the representation of a coefficient. Thus, in
the following chapters, RLNC is considered where coefficients are chosen uniformly at
random over the Galois field GF(2) or GF(28).

4.2.5 Data Packets in RLNC

As already mentioned, the choice of the Galois field influences the size of a packet in
RLNC. For the following values, it is assumed that there are n distinct original symbols,
which were generated and should eventually be reconstructed by each sink. An RLNC
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Fig. 4.2: RLNC frame format

packet contains the codeword, which was calculated via linear combination and should
now be sent, as payload. If the size of an original symbol is b bits, the payload of an
RLNC packet has ⌈b/8⌉ Bytes as a codeword has the same size as an original symbol.
Here, a representation in Bytes is used. The corresponding coefficients of the linear
combination are included in the packet header to enable decoding at a sink. An RLNC
packet header then contains all n coefficients, i.e. ⌈(n · log2 q)/8⌉ Bytes for GF(q). To
sum up, an RLNC frame contains:

• the n coefficients (⌈(n · log2 q)/8⌉ Bytes) and

• one codeword (payload) (⌈b/8⌉ Bytes).

The total RLNC frame overhead is ⌈(n · log2 q)/8⌉ Bytes, and the relative overhead is
(n · log2 q)/b. For example, the total overhead of an RLNC frame is ⌈(n · 1)/8⌉ Bytes
if using the Galois Field GF(2) and ⌈(n · 8)/8⌉ Bytes = n Bytes for GF(28). Thus, in
the case of n= 256, it is 32 Bytes or 256 Bytes, respectively. With n= 1024, the total
RLNC frame overhead is already 128 Bytes or 1024 Bytes, respectively. This means, for
a large-scale system of n nodes where each node generates a symbol, as addressed in
Section 3.1, RLNC easily exceeds the limit of 116 Bytes given in IEEE Std 802.15.4 if no
variant of header compression is used. The structure of an RLNC frame, which would
represent the MAC Data Payload of Figure 3.2, is depicted in Figure 4.2. Again, the
proportions in the figure do not reflect the actual size ratios.

Besides the transmission time, the packet size also influences the storage space
required in a node. For recoding, each intermediate node has to store a certain amount of
received (codeword, encoding vector)-pairs. In the following, the (codeword, encoding
vector)-pair contained in a packet will itself be referred to as a packet for simplicity.
Depending on the implementation, it is possible to store, for example, all received
packets, all received linearly independent packets, a fixed number of received packets,
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or a fixed number of linear combinations of received packets. No matter which of these
variants is chosen, the storage space required in the node is always proportional to the
number of symbols n and strongly influenced by the chosen Galois field.

4.2.6 Benefits and Limitations of RLNC

The application of RLNC has many benefits, which is why this coding technique is widely
used. A first advantage of RLNC is that no knowledge of neighboring nodes or previous
transmissions is necessary as coefficients are chosen randomly. Due to the random,
independent choice of the coefficients, a distributed implementation is easily possible
and no coordination between nodes is required. In addition, no adjustments are needed
for a dynamic scenario because of the random selection of coefficients. RLNC is well
suited to dynamically changing networks.

Furthermore, RLNC possesses inherent security as it is usually not possible to recon-
struct any part of the original data unless n linearly independent packets have been
received. This means that eavesdroppers usually cannot retrieve any information.

Another advantage of RLNC is the fact that recoding can be done without previous
decoding. In this way, new linear combinations can be generated and new data can be
integrated into codewords without the need for computationally complex decoding at
intermediate nodes. This increases the probability that a packet is linearly independent
of the packets that have already been received by the considered sink. Only sinks need
to perform decoding to retrieve the original symbols.

To reconstruct all n original symbols, RLNC requires exactly n linearly independent
packets. The bigger the chosen Galois field is, the closer the expected number of required
packets is to n and the higher the probability is that n packets are sufficient. As shown,
for example, in [Ho+06], RLNC theoretically achieves the max-flow bound in a multi-
source multicast network for a sufficiently large Galois field. However, even with a small
Galois field and despite randomly chosen coefficients, only a few more than n packets
are needed in expectation, which is a fourth, crucial benefit of RLNC. In the case of
a lossy network, this reduces latency and increases energy efficiency as less packets
have to be sent/received with RLNC. Reliability is also increased as packets are allowed
to get lost and reconstruction is still successful as long as any n linearly independent
packets are received by a considered sink. However, for example, a certain high degree
of mobility is required in a realistic system to achieve that E[#packets]≈ n is valid for
the expected number of required packets, even in the case of a bigger q. In general,
Equation (4.10) is only valid for a considered sink if all coefficients in the received
packets had been chosen at random with uniform distribution. In reality, however, a
neighbor can only calculate and send a linear combination of the symbols which are
available in its stored received packets. Therefore, depending on the situation, reality
can deviate greatly from Equation (4.10) and significantly more packets may have to be
received by a sink. Equation (4.10) can at most be approximately valid if there is, for
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example, a lot of mobility in the system and, thus, the probabilities of the symbols and,
hence, of the coefficients in received packets are distributed more equally.

Besides the advantages of RLNC, there are also some critical drawbacks. For example,
the header of a packet may be very large, depending on the selected Galois field and the
number n of nodes/distinct original symbols in the network. All n coefficients which are
used in the linear combination have to be listed in the header if no additional header
compression is used. These coefficients are necessary to decode the respective codeword.
The size of a coefficient is, as described in Section 4.2.4, dependent on the chosen
Galois field. Therefore, the RLNC packet header does not scale well with increasing
number of nodes in the system. Additionally, packet size is constant within the algorithm
as always all n coefficients have to be included in the header. This encoding vector
overhead can be neglected if the payload is big enough. However, if a packet should
meet the requirements of IEEE Std 802.15.4, see Section 3.2, the available space is
quickly filled by the header only. Especially if there are many distinct original symbols,
i.e. a large-scale system is considered, and coefficients exceed a certain size, there is
little or even no space left for payload. For example, in the case of n = 1024 and GF(2),
the coefficients require 1024 bits = 128 Bytes in the header. Larger packets imply a
longer transmission time, which can lead to delays, i.e. an increased latency, a higher
probability of collision, and more energy is consumed by the transmission of a packet.
Furthermore, larger packets require more storage space at the intermediate nodes. Thus,
the advantage of the smaller number of required packets may be outweighed by the
disadvantage of larger packets. Especially if, e.g. due to size restrictions, only a small
payload is possible compared to the overhead, RLNC has performance issues.

A second disadvantage of RLNC is the computational complexity for encoding and
decoding, which depends on the selected Galois field. Small and cost-efficient mobile
sensor nodes often do not support complex calculations. Algorithms for processing
and distributing data, therefore, should be simple. In particular, decoding in RLNC is a
challenge for small nodes as an expensive Gaussian elimination has to be performed
here for the general case. Complex calculations can be replaced by lookup tables, but
these in turn require storage space and time to read the results from the tables. Due to
the additional challenge of large packets, RLNC might not be applicable for large-scale
systems of small, low-cost sensor nodes with low processing power.

A third disadvantage with regard to RLNC is the fact that at the beginning nothing is
decoded for a while and then everything is decoded at once. This results in a step curve
for the number of original symbols reconstructed at a given time. In certain application
scenarios, however, it may not be relevant to reconstruct all original symbols in a sink,
but with RLNC only all data or no data at all can be reconstructed. In particular, with
RLNC, it is not possible to reconstruct some of the symbols in advance. Especially in the
case of node failure or early switching to sleep mode, for example, sometimes less than
n linearly independent packets arrive at a sink in the end. Then, this sink is not able to
reconstruct any original symbol.
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For differences between RLNC and BCGC, see Section 5.6. Further comprehensive
information on RLNC can be found, for example, in [HL08; MS12].

4.3 Growth Codes

Growth Codes (GC) form an important basis for BCGC, and were developed by Kamra
et al. in [Kam+06b]. Technical details and proofs were published in [Kam+06a]. In the
following, GC are described according to [Kam+06b; Kam+06a]. However, additional
details which cannot be found in the original article but are needed for BCGC are also
presented here.

There are certain features which are similar for GC and the well-known Luby Transform
(LT) codes [Lub02]. These are 1) encoding is performed via XOR, which is also the
case e.g. for RLNC with GF(2), 2) codewords are composed/re-encoded according to a
proposed degree, which is more a term than a concept and can be applied to various
coding schemes, 3) the degree is based on a so-called degree distribution, where for LT
codes an ideal/robust soliton distribution is used and for GC the GC degree distribution.
Especially the last aspect makes a significant difference between the two encoding
schemes. In the case of LT codes, the degree of a codeword for transmission is chosen
according to the probabilities associated with the ideal/robust soliton distribution. This
means that the degrees are not specifically ordered but only the distribution is prescribed.
In contrast, for GC, codewords of degree 1 are generated in the beginning, codewords
of degree 2 are generated later, etc. In the course of the algorithm, the codeword degree
is monotonically increasing, which is a key characteristic of GC and the reason for its
name.

4.3.1 Principle of Growth Codes

GC are a special form of network coding. They were developed for distributed data
collection and data storage in highly dynamic, wireless sensor networks (WSNs). The
aim of GC is to keep data dependably despite possible node failures. If there are n nodes
in a network, each node generates its own symbol, so there will be n distinct original
symbols. In [Kam+06b; Kam+06a], there is only one dedicated sink, which aims to
gather and reconstruct these symbols. Dependability is achieved by replicating each
node’s own symbol and spreading those replications across the network. In the case of
GC, a codeword consists of an XOR-combination of different symbols. Under certain
circumstances, an intermediate node’s own symbol is added to a codeword which will
be transmitted within the next packet. Therefore, the number of symbols in a codeword
grows continuously. Packets are transmitted via bidirectional data exchange with a
randomly selected neighboring node. Eventually, all n symbols, which were generated
by the n nodes of the network, should be received and reconstructed by the single sink.
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Fig. 4.3: System at initialization

The aim of GC is to be able to reconstruct as many originally generated symbols as
possible at any time, i.e. after having received any number of packets. In the following,
the phrases ‘receiving a packet which contains a certain codeword’ and ‘receiving a
codeword’ are used interchangeably since each packet contains exactly one codeword.

For GC, nodes only have to know their current direct neighbors for communication.
They neither have to know the topology of the whole network nor the direction of the
sink.

4.3.2 Initialization at Growth Codes

Each of the n nodes generates its own symbol and stores this symbol permanently in a
separate storage space in the node. For initialization, a node’s own symbol is additionally
stored in each storage space of the node’s storage which is used for data exchange.
These copies of the node’s own symbol are considered as codewords which have the
degree d = 1 as they only contain one symbol. According to [Kam+06b; Kam+06a],
ten storage spaces in each node are sufficient for data exchange in a network of 500
nodes, for example. An example for the nodes’ storage content at the beginning of the
GC procedure can be seen in Figure 4.3.
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Algorithm 1 Coordination of sending and receiving

1: procedure COORDINATESENDRECEIVE

2: while 1 do
3: while notMySlot do
4: if receiveRequest then // if request for data exchange is received

5: node← getRequestingNode() // request for data exchange received from node

6: isInitiator← false // node is initiator of data exchange

7: reencodeAndExchange(node) // data exchange, see Algorithm 3

8: receiveRequest ← false
9: end if

10: end while
11: isInitiator← true // considered node itself is initiator of data exchange

12: node← chooseRandomNeighbor()
13: initiateBidirectionalDataExchange(node)
14: reencodeAndExchange(node) // data exchange, see Algorithm 3

15: end while
16: end procedure

Algorithm 2 Reception and storage of a packet/codeword (CW)

1: procedure RECEIVEANDSTORE(no)
2: packet← getPacketFromNeighbor()
3: cw← packet.getCw() // extract contained CW

4: storeCw(cw, no) // store CW in storage space number no, see Algorithm 3 for no

5: end procedure

4.3.3 Encoding and Data Exchange with Growth Codes

In [Kam+06b; Kam+06a], time is divided into rounds. Each round, a node initiates one
bidirectional data exchange with a randomly selected neighbor. For this purpose, the
node chooses and recodes a codeword of its storage, selects a random neighbor, and
exchanges the chosen codeword with the codeword which is offered by the neighbor.
The coordination of sending and receiving is described more formally in Algorithm 1.

For the basic GC principle, there is only one sink in the network, which is directly
connected to a random regular node. The sink receives each data packet which was
received by the corresponding node in the current round, and tries to decode the
contained codeword. In the case of GC, the sink is the only node which decodes
codewords and aims to reconstruct as many original symbols as possible at any time.
Regular nodes only recode a codeword directly before exchanging it, and store received
codewords without transforming them. Algorithm 2 gives an abstract description of the
reception and storage of a codeword at a regular node.

In terms of being able to decode optimally, a perfect source setting is assumed in
[Kam+06b; Kam+06a]. This means, each symbol has the same probability of being
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included in a codeword for transmission. On top of that, it is assumed that the degree
of each codeword which reaches the sink fulfills the determined optimal degree. In
[Kam+06b; Kam+06a], it was shown that the decodability at the sink in a perfect
source setting is optimal if the degree of a codeword which is transmitted to the sink is
determined according to the so-called GC degree distribution.

In a distribution, each possible value of a random variable is assigned a certain
probability. Thus, a distribution is defined by the system of assigned probabilities. This
proposition and more details can be found, for example, in [Hen08].

In the case of the GC degree distribution, the value of the considered random variable
is the degree of a codeword. So each degree d should be assigned a probability. The GC
degree distribution in [Kam+06b; Kam+06a] is based on maximizing the probability
pDist1(r, d). Here, pDist1(r, d) denotes the probability that an incoming codeword of
degree d contains exactly one symbol which has not been reconstructed yet if r symbols
have already been reconstructed. This means, the probability that a received codeword
can immediately be decoded is maximized.

In a second distribution, a hypergeometric distribution, see for example [Hen08],
the value of the random variable Y is the number of symbols in a codeword which
have not been reconstructed yet. Each symbol of an incoming codeword can either be
already reconstructed or not reconstructed yet by the sink. In a distance-1-codeword,
exactly one symbol has not been reconstructed yet by definition. Consequently, the
relevant value of the random variable Y for calculating the probability pDist1(r, d) is
Y = 1 as one symbol has not been reconstructed. A symbol can be considered to be
drawn from one of two distinct sets, while unordered sampling without replacement
is used. The probability pDist1(r, d) is, hence, calculated according to the probability
which is associated to Y = 1 in the case of the hypergeometric distribution. Therefore,
the following formula is used, where n is the total number of different symbols existing
in the network, and r is the number of already reconstructed symbols:

pDist1(r, d) =

�

r
d − 1

��

n− r
1

�

�

n
d

� (4.14)

In [Kam+06b; Kam+06a], the probability pDist1(r, d) is also calculated according to
Equation (4.14). The degree d which maximizes pDist1(r, d) for a respective number r
of reconstructed symbols in Equation (4.14) is optimal for an incoming codeword at
the sink. Thus, all codewords which will be transmitted by any node after the sink has
reconstructed r symbols should have the degree d until the degree d + 1 is determined
to be optimal for decoding. The optimal degree for decoding is used as the current
proposed degree of the system. In [Kam+06a], it is shown that the optimal degree is
monotonically increasing with the number of reconstructed symbols. At the beginning,
degree 1 is optimal. Later, when the sink has reconstructed more than n−1

2 original
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Algorithm 3 Recoding and exchange of a packet/codeword (CW)

1: procedure REENCODEANDEXCHANGE(node)
2: os← getOwnSymbol() // respective node’s own symbol

3: d ← getCurrentProposedDegree() // degree according to hard-coded transition points

4: cw, no← chooseRandomCw() // choose random CW from storage, and get its storage space no.

5: if getDegree(cw) < d then // if proposed degree not fulfilled yet

6: if !cw.contains(os) then // if own symbol not included yet

7: cw← cw⊕ os // add own symbol

8: end if
9: end if

10: packet← createPacket(cw) // add header and create packet for transmission

11: if isInitiator then // if considered node initiated data exchange, see Algorithm 1 for isInitiator

12: transmitPacket(packet, node) // transmit packet to chosen neighbor

13: end if
14: receiveAndStore(no) // receive packet from neighbor, store in storage space, see Algorithm 2

15: if !isInitiator then // if considered node did not initiate data exchange, see Algorithm 1 for isInitiator

16: transmitPacket(packet, node) // transmit packet to chosen neighbor

17: end if
18: end procedure

symbols, degree 2 is optimal, and so on. Therefore, the considered codes are called
‘Growth Codes’. Further details on the degree distribution and relevant approximations
follow in Section 4.3.6.

The GC degree distribution in [Kam+06b; Kam+06a] is realized by appropriately
selected degree transition points, which are hard-coded into all nodes in advance.
Transition points represent points in time when the proposed degree for all codewords
which will be transmitted subsequently is incremented by 1. If the degree is increased
too early, the sink will probably not be able to decode the respective codewords and not
reconstruct the contained symbols immediately. This means, the aim of GC, to be able
to reconstruct as many original symbols as possible at any time, is not achieved. If the
degree is increased too late, the sink will receive more completely redundant codewords,
which represents unnecessary transmissions.

When generating a codeword for transmission, a node chooses a random codeword
of its storage for data exchange and checks its degree. If this degree is lower than the
system’s proposed degree of that time and its own symbol is not included, it recodes the
codeword by combining the codeword with its symbol via XOR. The codeword remains
unchanged if it already contains the node’s own symbol or if its degree already fits
the proposed degree. This process of recoding, and the exchange of a codeword is
additionally described in Algorithm 3.

An example for a first bidirectional data exchange is depicted in Figure 4.4. Here, the
proposed degree is d = 1.

Figure 4.5 shows an example for a data exchange when the sink has already recon-
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Fig. 4.4: Example of first data exchange in the system (before⇒ after), d = 1

structed some symbols and the proposed degree is d = 2.

4.3.4 Data Packets in Growth Codes

The payload of a data packet in the case of GC solely consists of the codeword which was
chosen for transmission. If the size of an original symbol is b bits, a codeword also has b
bits and, thus, the payload of a GC packet consists of ⌈b/8⌉ Bytes. The associated header
indicates which symbols have been combined via XOR to form the respective codeword.
This information is necessary for decoding. In [Kam+06b], it is assumed that each node
possesses a unique ID and transfers this ID to its own symbol. There are n different
symbols in a network of n nodes, so the authors of [Kam+06b] assume that each ID
has log2 n bits. For realistic implementations of other network coding procedures, a
16-bit short address is usually used as ID, which is also described in Section 3.2.2. For
this reason, an ID should have 16 bits at GC in the case of a comparison with related
work. In this section, however, GC are described in accordance with the authors in
[Kam+06b]. In [Kam+06b], two different methods are applied to specify the symbols
which are contained in a codeword: a log format and a bit format.

In the case of log format, the ID of each symbol which is included in the codeword is
added to the header. In the case of bit format, there are n bits to indicate the symbols
which were combined for the codeword. Each bit is assigned to a certain symbol. If a
symbol is included in the codeword, the respective bit in the header is set to 1, otherwise
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Fig. 4.5: Example of data exchange later on (before⇒ after), d = 2

it is set to 0. For this format, n bits are necessary in a network of n nodes. Depending
on the number of symbols which are combined in the codeword, i.e. the degree d of
the codeword, either log format or bit format provides a shorter header and is applied
consequently. While d · log2 n< n, log format is shorter, and if d · log2 n≥ n, bit format
is used. In [Kam+06b], the first bit of the first Byte in the header indicates whether
log format or bit format is applied. In log format, the remaining seven bits of this Byte
contain the degree d of the codeword, which is thus limited by 128. This indication
is necessary to be able to identify the position of the following IDs. In bit format, the
remaining seven bits are ignored. All in all, a GC frame contains:

• one bit to indicate the used frame format (1 bit),

• the degree of the contained codeword/left blank (7 bits),

• the IDs of the contained symbols/bits to indicate the contained symbols
(min{⌈(d · log2 n)/8⌉, ⌈n/8⌉} Bytes or min{(d · 16)/8, ⌈n/8⌉} Bytes), and

• one codeword (payload) (⌈b/8⌉ Bytes).

Thus, there are 1+min{⌈(d · log2 n)/8⌉, ⌈n/8⌉} Bytes or 1+min{d ·2, ⌈n/8⌉} Bytes total
overhead in the case of GC, and the relative overhead is:
(1+min{⌈(d · log2 n)/8⌉, ⌈n/8⌉})/⌈b/8⌉ or (1+min{d · 2, ⌈n/8⌉})/⌈b/8⌉.
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To sum up this section, the following Figures 4.6 and 4.7 show the two options of the
general structure of a GC frame, which represents the MAC Data Payload of Figure 3.2.
Please note that the proportions in the figures do not reflect the actual size ratios. The
actual ratio depends on the number n of original symbols, the degree d of a codeword,
and the size of the codeword, i.e. the size of a single symbol.

4.3.5 Decoding at Growth Codes

Decoding starts immediately after having received a packet, i.e. a codeword in the
considered sink. For decoding, all symbols in the codeword which have already been
reconstructed are removed from the received codeword via XOR. This is done by com-
bining the codeword via XOR with the already known symbols which are included in
the codeword as XOR is self-inverse. If the remaining codeword only contains exactly
one symbol, the codeword has been decoded, and the remaining symbol is stored as
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Algorithm 4 Reception and decoding of a packet/codeword (CW) in the sink

1: procedure SINKRECEIVEANDDECODE(packet)
2: cw← packet.getCw() // extract contained CW

3: listIDs← packet.getContainedSymbols() // extract IDs

4: for all ID ∈ listIDs do
5: if storageS.contains(ID) then // if symbol already reconstructed

6: cw← (cw⊕ storageS.getSymbol(ID)) // remove symbol from CW

7: packet.setCw(cw) // update CW in packet

8: packet.updateHeader() // update IDs of contained symbols

9: else // if symbol not yet reconstructed

10: numInnovativeSymbols++
11: innovSymbolID← ID
12: end if
13: end for
14: if numInnovativeSymbols> 1 then // not possible to decode CW yet

15: waitingList.add(packet) // store updated CW in waiting list

16: end if
17: if numInnovativeSymbols= 1 then // CW decoded

18: storageS.add(cw) // contained symbol reconstructed

19: checkWaitingList(innovSymbolID) // remove reconstructed symbol from CWs in waiting list

20: end if
21: if allSymbolsReconstructed then
22: setNodeFinished()
23: end if
24: end procedure

being reconstructed. If the remaining codeword contains more than one symbol, it is
added to the sink’s so-called waiting list. The algorithm terminates when the sink has
reconstructed every original symbol of the network. A more formal description of the
reception and decoding of a codeword in the sink follows in Algorithm 4.

4.3.6 Stochastic Correlations and Details on the Degree Distribution

In the following, the optimal degree of an incoming codeword, which depends on the
number of already reconstructed symbols, is discussed first. Then, the expected number
of codewords which have to be received to reconstruct a certain number or all original
symbols is determined. Finally, it is explained in detail how the GC degree distribution
is implemented.

4.3.6.1 Optimal Degree of a Codeword

The aim of GC is to reconstruct as many original symbols as possible in the sink with
each number of received packets/codewords. It is, thus, optimal if the sink can im-
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mediately decode an incoming codeword. This means, the probability pDist1(r, d) to
receive a distance-1-codeword at the sink should be maximized, as already described in
Section 4.3.3. To this end, if the sink has reconstructed r symbols, the proposed degree
of codewords for transmission should be increased from d to d + 1 while

r ≥
�dn− 1

d + 1

�

+ 1=: Rd + 1, for d ∈ [1; n− 1] , (4.15)

which will be shown in the following. De facto, the degree should be increased as long
as Equation (4.15) is fulfilled and r has already reached or exceeded the respective
transition point Rd + 1. This means, for a considered number of already reconstructed
symbols r, the proposed degree should be increased as long as a higher degree gives a
higher probability to receive a distance-1-codeword. The fundamental approach of Rd
is based on [Kam+06a]. For the derivation of Rd , it is assumed that all original symbols
have the same probability to be included in a codeword, so Equation (4.14) can be used.
The following calculation then determines Rd :

pDist1(r, d + 1)> pDist1(r, d), for d ∈ [1; n− 1]

⇔

�

r
d

��

n− r
1

�

�

n
d + 1

� >

�

r
d − 1

��

n− r
1

�

�

n
d

�

⇔
d + 1

d
>

n− d
r − d + 1

⇔ r >
dn− d2 + (d − 1)(d + 1)

d + 1

⇔ r >
dn− 1
d + 1

.

If there are r = dn−1
d+1 reconstructed symbols in the sink, the probabilities pDist1(r, d + 1)

and pDist1(r, d) are identical. In this case, degree d should be used for codewords as
packets of degree d can be shorter than those of degree d +1. Thus, until and including
r =
�

dn−1
d+1

�

=: Rd symbols have been reconstructed by the sink, the current proposed
degree of codewords for transmission should be d. Here, the floor function can be
included as r ∈ N. As soon as r reaches r = Rd + 1, the proposed degree should be
increased to at least d + 1 as the probability pDist1(r, d + 1) to immediately decode an
incoming codeword is then higher than pDist1(r, d).

In contrast to the conclusion in [Kam+06b; Kam+06a], Equation (4.15) implies that
codewords of degree ≤ d have to be received to reconstruct the first Rd + 1 original
symbols, not only Rd symbols. The reason for this is that the transition from d to d + 1
takes place directly after r = Rd + 1 symbols were reconstructed. This issue will change,
among others, the lower and the upper bound of the summation when calculating the
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number of codewords which are necessary to reconstruct a certain number of symbols.
Therefore, Equation (4.18) and Equation (4.19) were adapted respectively.

According to Equation (4.15), degree d = 1 should be used for codewords for trans-
mission as long as r ≤

�

n−1
2

�

:= R1. After r = R1 + 1 symbols were reconstructed,
the proposed degree should be increased and degree d = 2 should be used while
r ≤
�

2n−1
3

�

:= R2, and so on.

As degree d = 1, for example, should be used until r =
�

n−1
2

�

and r ≤ n, not every
possible degree between 1 and n can exist due to the pigeonhole principle. A degree d+1
is omitted if and only if Rd =

�

dn−1
d+1

�

=
�

(d+1)n−1
(d+1)+1

�

= Rd+1 for d ∈ [1; n− 2]. This can
be proved by using the following aspects: If r > Rd then pDist1(r, d + 1)> pDist1(r, d),
and if r > Rd+1 then pDist1(r, d + 2) > pDist1(r, d + 1). Thus, if r > Rd = Rd+1 then
pDist1(r, d + 2)> pDist1(r, d + 1)> pDist1(r, d), so it is directly transitioned from degree
d to d + 2, and degree d + 1 is omitted. Even if this instance is not considered in
[Kam+06b; Kam+06a], the derived Equation (4.18) for the number Kd+1 of codewords
of degree ≤ (d + 1) which have to be received still applies. In the case of an omitted
degree d+1, the upper bound of the summation for Kd+1 is lower than the lower bound
as Rd+1 < Rd + 1, so Kd+1 = Kd + 0 in Equation (4.19). This means zero codewords of
degree d + 1 are added to the codewords of degree ≤ d. Thus, the formula remains
valid even if certain degrees are omitted.

4.3.6.2 Expected Value of the Required Number of Packets/Codewords

For degree-1-codewords, basically the same propositions apply as for NoC in Section 4.1.2
since degree-1-codewords are non-encoded symbols. Thus, formulas for the Coupon
Collector’s problem could be used to determine how many degree-1-codewords have
to arrive at the sink in order to reconstruct a certain number of symbols. The Coupon
Collector’s scenario can be transferred to GC for the case of c = 1 as only at most one
original symbol can be extracted from a codeword in the case of GC. In a codeword
of degree d, d − 1 of the included symbols have to be already reconstructed by the
sink to decode the codeword and reconstruct the respective symbol. However, the
formulas of the Coupon Collector’s problem can only be applied to determine how
many degree-1-codewords have to be received to reconstruct a certain number of
symbols. Degree-1-codewords are proposed until R1 + 1 =

�

n−1
2

�

+ 1 symbols have
been reconstructed by the sink, cf. Equation (4.15). For codewords of degree ≥ 2, the
situation is more complex and cannot be reduced to the Coupon Collector’s problem.
Therefore, a more general approach will be used here. However, the Coupon Collector’s
formulas, which only apply to degree 1 and are presented in Section 4.1.2, can also be
derived from the more general approach.

As already defined before, an incoming codeword of degree d is a distance-m-
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codeword for a considered sink, if it contains exactly m symbols which have not been
reconstructed by the sink yet. A degree-d-codeword with d ≥ 2 can be a distance-0-
codeword, a distance-1-codeword, or a codeword of distance > 1. Receiving a distance-
0-codeword is the worst case as this codeword is redundant and has to be rejected. A
codeword of distance > 1 could be decoded later, but could also turn into a distance-0-
codeword instead. For the sake of simplicity, it is assumed that there is no waiting list,
so codewords with a distance > 1 will be rejected in the following as they do not have
an immediate benefit, and they still could become redundant. A distance-1-codeword is
optimal as it can immediately be decoded. By receiving such a codeword, the sink can
reconstruct one further symbol. It has to be determined how many packets/codewords
have to be received to reconstruct a certain number of symbols.

For the following formulas, incoming codewords which have a distance > 1 are
considered to be rejected. Hence, a codeword provides one further reconstructed
symbol if and only if the received codeword is a distance-1-codeword. This assumption
will be relaxed after the first fundamental formulas. Additionally, it is assumed that
solely degree-d-codewords arrive at the sink, and that all n existing distinct symbols
have the same probability to be contained in a codeword. Under these circumstances,
the probability that an incoming codeword of degree d can immediately be decoded is

pr := pDist1(r, d) =

�

r
d − 1

��

n− r
1

�

�

n
d

� ,

with r reconstructed symbols, see Equation (4.14). Thus, pDist1(r, d) is the probability
to reconstruct one further symbol when receiving a codeword of degree d. In the case
of an incoming degree-1-codeword and r already reconstructed symbols, the probability
to reconstruct one further symbol is pDist1(r, 1) = n−r

n . Here, one further symbol can be
reconstructed if and only if one of the n− r missing symbols arrives at the sink in this
degree-1-codeword.

A codeword can either be a distance-1-codeword with probability pDist1(r, d) or no
distance-1-codeword with probability (1− pDist1(r, d)). Thus, receiving a codeword can
be interpreted as Bernoulli-Experiment, which is defined, for example, in [Hen08]. A
codeword can be decoded and one further symbol is reconstructed if and only if the
received codeword is a distance-1-codeword. Assume r symbols have already been
reconstructed. Let X r then be a discrete random variable denoting the number of
codewords which have to be received until one further symbol can be reconstructed, i.e.
until the next distance-1-codeword is received. This means that Bernoulli-Experiments
are executed until a distance-1-codeword is finally received. Hence, each of the X r ,
with r ∈ [0; n− 1], is geometrically distributed with parameter p = pDist1(r, d). Details
on the geometric distribution as well as on associated probabilities and the expected
value can be found, for example, in [Hen08]. For the geometrically distributed random
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variable X r , each possible number of received codewords m is assigned the probability

p(m) = P(X r = m) = (1− pDist1(r, d))m−1 · pDist1(r, d).

This formula contains that the first m− 1 codewords are no distance-1-codewords and
the codeword number m is a distance-1-codeword. According to [Hen08], the expected
value for X r is

E[X r] =
1

pDist1(r, d)
=

�

n
d

�

�

r
d − 1

��

n− r
1

� (4.16)

in the given context. This means, an expected number of E[X r] packets/codewords
has to be received to reconstruct one further symbol if r symbols have already been
reconstructed by the sink. Concerning the general statement, Equation (4.16) also
appears in a proof in [Kam+06a], but with no mathematical derivation beforehand. In
[Kam+06b; Kam+06a], it is assumed that the sink has not reconstructed any symbol
at the beginning even though the node which is directly connected to the sink has
reconstructed its own symbol at initialization. Therefore, the following formulas start at
r = 0. To calculate how many packets/codewords E[#packets] have to be received in
total on average in order to reconstruct all n original symbols, the expected value E[X r]
for every possible r has to be summed up, i.e.

E[#packets] =
n−1
∑

r=0

E[X r]. (4.17)

Depending on r, a certain degree d is proposed according to Equation (4.15) and, thus,

used to determine the corresponding E[X r]. For r = 0, ..., R1, with R1 =
�n− 1

2

�

, the

respective expected value E[X r] refers to degree-1-codewords, see Equation (4.15).
Using degree d = 1 in Equation (4.16), gives the expected value

E[X r](d=1) =
1

pDist1(r, 1)
=

�

n
1

�

�

r
0

��

n− r
1

� =
n

n− r
.

Thus, an expected number of E[X0] =
n
n = 1 degree-1-codeword has to be received by

the sink to reconstruct the first symbol. In order to reconstruct the last symbol of the
R1+1 =
�

n−1
2

�

+1 symbols which are associated with degree-1-codewords, an expected

number of E[XR1
] =

n
n− R1

, which is less than 2, degree-1-codewords is necessary. In

total, an expected number of

K1 :=
R1
∑

r=0

E[X r](d=1) =
R1
∑

r=0

n
n− r

(4.18)
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degree-1-codewords has to arrive at the sink in order to reconstruct the first R1 + 1
symbols. An analog to Equation (4.18) can also be found in [MR95] for the Coupon
Collector’s problem. The authors of GC state Equation (4.18) in [Kam+06b; Kam+06a]
with a different upper bound of the summation, as already explained at the beginning
of this section. When R1 + 1 symbols have been reconstructed by the sink, which means
symbol number R1 + 2 will be reconstructed next, the degree of incoming codewords
should increase from 1 to 2, see Equation (4.15). The degree should remain 2 until

R2 + 1=
�2n− 1

3

�

+ 1 symbols have been reconstructed. As in [Kam+06a], for degree

d ≥ 2, the term ‘expected number’ will be replaced by ‘expected maximum number’ in
the following because codewords with a distance > 1 are not rejected when applying
the actual algorithm. Codewords which cannot be decoded immediately are stored in a
waiting list. Later on, each of these codewords can provide one further reconstructed
symbol. This means, less codewords have to be received to reconstruct a certain number
of original symbols.

In general, an expected maximum number of

Kd := Kd−1 +
Rd
∑

r=Rd−1+1

�

n
d

�

�

r
d − 1

��

n− r
1

� (4.19)

packets/codewords has to be received to reconstruct Rd + 1≤ n original symbols, with

d ∈ [2; n], Rd :=
�dn− 1

d + 1

�

of Equation (4.15), and K1 :=
R1
∑

r=0

n
n− r

of Equation (4.18).

This means, for each possible number of reconstructed symbols between Rd−1 + 1 and
Rd , the expected maximum number of degree-d-codewords which has to be received to
reconstruct another symbol is added to Kd−1. An expected maximum number of Kd−1 of
the Kd codewords has a degree≤ (d−1), and an expected maximum number of Kd−Kd−1
codewords are degree-d-codewords. Equation (4.19) and a corresponding proof can also
be found in [Kam+06b; Kam+06a] for GC, but with a different lower and upper bound
of the summation, as already mentioned at the beginning of this section. Equation (4.19)
can also be applied for degree-n-codewords, i.e. d = n. Here, a symbolic Rn := n− 1
has to be introduced, which is not explicitly addressed in [Kam+06b; Kam+06a]. By
definition, Rn would be the number of reconstructed symbols after which degree n is
transitioned to degree n+ 1, which does not exist in a system of n original symbols.
In general, degree-n-codewords should be received when at least Rn−1 + 1 = n − 1
symbols have been reconstructed, and until Rn = n−1 symbols have been reconstructed.
This means, when Rn = n− 1 symbols have been reconstructed, a degree-n-codeword
is received and, thereby, n symbols will be reconstructed. Subsequently the degree
would increase to n+ 1 if the algorithm did not terminate after n symbols have been
reconstructed. The lower and the upper bound of Equation (4.19) is n − 1 when
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calculating Kn, so only one addend is used. Furthermore,

�

n
d

�

�

r
d − 1

��

n− r
1

�

r=n−1,d=n
=

�

n
n

�

�

n− 1
n− 1

��

n− (n− 1)
1

� = 1. To conclude, an expected maximum number of

E[#packets] = Kn = Kn−1 + 1 (4.20)

packets/codewords has to be received, including Kn−1 codewords of degree ≤ n−1 and
1 degree-n-codeword, in order to reconstruct all n original symbols. Here, Kn and Kn−1
are determined according to Equation (4.19).

4.3.6.3 Degree Distribution for Growth Codes

The GC degree distribution is based on maximizing the probability pDist1(r, d) that a
degree-d-codeword arriving at the sink is a distance-1-codeword for the sink. This
means that the codeword contains exactly one symbol which has not been reconstructed
yet and, thus, can immediately be decoded. For the GC degree distribution, the value of
the considered random variable X is the degree of a codeword. Hence, each possible
degree d is assigned a certain probability P(X = d) and, when generating a codeword,
the degree should be chosen according to these probabilities.

One option to maximize pDist1(r, d) is to use Equation (4.19) as a base due to its
construction. Depending on the number of already reconstructed symbols, the degree
with the highest probability pDist1(r, d) is proposed. For each degree, the expected
maximum number of codewords which have to be received is subsequently calculated
by Equation (4.19). Consequently, the relative frequency of degree-d-codewords in
Equation (4.19) can be applied to determine which probability should be assigned to
degree d. In order to create a k-th codeword, the authors of [Kam+06b; Kam+06a]
suggest:

π̄(k) : P(X = d) = max
�

0, min
�

Kd − Kd−1

k
,

k− Kd−1

k

��

, (4.21)

where

Kd = Kd−1 +
Rd
∑

r=Rd−1+1
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d
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��n−r
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� ,

K1 =
R1
∑

r=0

n
n− r

.
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Equation (4.21) means that the probability P(X = d) to choose a degree d for the
k-th codeword, which will be created next, is evaluated for every possible degree
d ∈ [1; n]. Here, Equation (4.19) and Equation (4.15) are used to calculate Kd and Rd ,
respectively. The max function in Equation (4.21) gives 0 if Kd−1 > k, which means that
less codewords k were and are created than the expected maximum number of degree
d − 1. Thus, no codewords of degree ≥ d should be used, so P(X = d) = 0. If Kd−1 < k,
the second term applies, which contains the calculation of a min function and will be
described in the following. The min function in Equation (4.21) uses the second term if
k < Kd . In this case, less codewords k were and are created than the expected maximum
number Kd of codewords of degree ≤ d which has to be received by the sink in general.
This means, an expected maximum number of only k−Kd−1 degree-d-codewords should
be used. If k > Kd , an expected maximum number of Kd − Kd−1 degree-d-codewords
should be created, so the min function uses the first term, and also codewords of degree
> d will be considered later. In order to get the probability P(X = d) for a degree-d-
codeword, the relative frequency of degree-d-codewords compared to the number k of
created codewords is used by dividing the calculated number by k in Equation (4.21).

According to [Kam+06b; Kam+06a], it is optimal for decoding at the sink if the
degree of incoming codewords is monotonically increasing. Therefore, the degree of
codewords for transmission should not be determined according to a probability, but
has to be deterministic, start with degree 1 and increase step by step. Even though the
authors of [Kam+06b; Kam+06a] declare to apply the degree distribution according to
Equation (4.21), they do not use it in the strict sense. Instead, they utilize appropriately
selected degree transition points, which are points in time when the proposed degree
for all codewords which will be created next is increased by 1. These degree transition
points are hard-coded into all nodes in advance, and are based on Equation (4.19). The
reason why degree transition points which are chosen according to Equation (4.19) can
be determined in advance will be explained in the following. For Growth Codes, it is
assumed that each node performs one bidirectional data exchange with a randomly
chosen neighbor per round, i.e. it receives and transmits one packet/codeword per
round. As a node counts the number of elapsed rounds, it can estimate how many
packets/codewords the sink has received in the case of a round-based, collision-free
approach. In reality, more codewords could have been transmitted by a node/received
by the sink as a node can be chosen for data exchange more than once, so less rounds
might be needed until the sink has reconstructed a respective number of symbols. After
Kd rounds, with d ∈ [1; n− 1], i.e. after at least Kd codewords have been transmit-
ted/received, the degree should increase from d to d + 1. For each possible number
of reconstructed symbols r, the optimal degree d can be calculated by using Equa-
tion (4.15). Then, pDist1

(r, d) can be determined for each r via Equation (4.14). With
this information, the expected maximum number of codewords which has to be received
can be determined for each r by using Equation (4.16). Finally, Kd sums up the expected
maximum number of codewords for each number of reconstructed symbols r at which
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a degree ≤ d is proposed. As Kd , with d ∈ [1; n− 1], uses only variables which are
known or can be calculated, each Kd can be determined in advance. Therefore, the set
of {Kd |d ∈ [1; n− 1]} can be applied as degree transition points which are determined
in advance, and each Kd represents the number of rounds when the proposed degree is
increased from d to d + 1.

Assume that a node only transmits exactly one codeword per round and a sink only
receives exactly one codeword per round accordingly. If the degree transition points
are chosen according to Kd in Equation (4.19), the node will transmit K1 degree-1-
codewords, K2 − K1 degree-2-codewords, K3 − K2 degree-3-codewords, and so on until
Kn − Kn−1 degree-n-codewords. This means, Kn codewords are transmitted in total.
Assuming a round-based, collision-free approach, the sink then receives this number
of codewords from the respective degree. In the following, the approach based on
degree transition points will be compared to the option to choose the degree of each
codeword which will be transmitted according to the probabilities of the GC degree
distribution, see Equation (4.21). In order to make the comparison as fair as possible, it
is assumed that also exactly k = Kn codewords will be transmitted when using the GC
degree distribution. For both approaches, it is possible that the sink is already able to
reconstructed all original symbols before the considered node has transmitted all of the
Kn symbols. However, this possibility will be neglected for the sake of simplicity both
for the approach based on degree transition points and for the approach which uses the
GC degree distribution. Under these assumptions, there are the following probabilities
for the respective degrees at the GC degree distribution:

P(X = 1) =
K1

Kn
,

P(X = 2) =
K2 − K1

Kn
,

P(X = 3) =
K3 − K2

Kn
, ...,

P(X = n) =
Kn − Kn−1

Kn
.

If Kn codewords are created independently of each other and according to these probabili-
ties, the expected value for the number of codewords of a degree d is calculated as follows.
Each created codeword can be a degree-d-codeword or no degree-d-codeword, and the
order of the created codewords is neglected. Thus, the expected value E[#(deg-d-CWs)]
for the number of created degree-d-codewords is determined according to the ex-
pected value in a binomial distribution with parameters n= Kn and p = p(d). Hence,
E[#(deg-d-CWs)] = n · p = Kn · p(d), see for example [Hen08]. This gives the following
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expected values:

E[#(deg-1-CWs)] = Kn ·
K1

Kn
= K1,

E[#(deg-2-CWs)] = Kn ·
K2 − K1

Kn
= K2 − K1,

E[#(deg-3-CWs)] = Kn ·
K3 − K2

Kn
= K3 − K2, ...,

E[#(deg-n-CWs)] = Kn ·
Kn − Kn−1

Kn
= Kn − Kn−1.

To conclude, K1 degree-1-codewords, K2 − K1 degree-2-codewords, K3 − K2 degree-
3-codewords, etc., and Kn − Kn−1 degree-n-codewords are created on average if Kn
codewords are created in total. Thus, the same number of codewords of each degree is
transmitted if the GC degree distribution of Equation (4.21) is applied as if the degree
transition points according to Kd in Equation (4.19) are used. However, the order of
the chosen degrees can be different for these approaches.

4.3.7 Benefits and Limitations of Growth Codes

One benefit of GC is that almost no knowledge about the network topology or the position
of the sink is necessary. Only direct neighbors have to be known. Thus, the algorithm can
start immediately without a complex initialization process, and adapts well to topology
changes. Furthermore, GC can be implemented easily, even in a distributed setting.

The advantage of GC which will be described next refers to routing. In the case of GC,
multiple replications of each symbol are spread across the network, and data exchanges
with only random neighbors are sufficient so that all original symbols reach the sink
eventually. It is not necessary to send data directly from each node to the sink. This
means, no routing table has to be generated or maintained, and the area around the
sink is not congested or highly stressed.

GC claim to lose no or only few symbols in the case of node failures. This is ensured
by replicating each node’s own symbol. These replications will be combined with other
nodes’ symbols in codewords and spread across the network. If there are C storage
spaces for data exchange in each node, a node’s own symbol will be C-times in this
storage at the beginning, and will be transmitted later on. On top of that, a node’s own
symbol is added to each codeword which is sent by the node if it is not included and
the proposed degree is not reached yet. This means a node’s own symbol is available
in many codewords which are stored in different nodes’ storage for data exchange.
By adding this amount of redundancy of each node’s own symbol to the network, the
probability to lose data in the case of node failures is reduced. Nevertheless, the network
is not spammed with an infinite number of equal symbols as there are only C storage
spaces for received codewords in each node.
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Another benefit of GC is that reconstruction at the sink can already be started after
having received only few codewords. It is not necessary to wait until a certain number of
codewords has been received. By using the GC degree distribution, GC aim to reconstruct
as many symbols as possible directly after reception.

Concerning drawbacks, GC use unicast-transmissions and do not take advantage of
the multicast potential of radio communication. Additionally, they require bidirectional
data exchange, which is difficult to realize in large-scale mobile WSNs.

Besides that, the degree transition points are not adapted to the sink’s state but are
chosen and hard-coded in advance as nodes do not know how many symbols r have
already been reconstructed by the sink. Without knowledge of this number r, it is not
possible to determine the optimal degree for the sink via Equation (4.15). Usually, the
node density in the network, the degree of nodes’ mobility, and the probability of link
or node failures influence the optimal points in time for the degree transition points
crucially but are not necessarily known in advance. If, as for GC, the number of elapsed
rounds is used to estimate the number of codewords received by the sink, and this
estimation is then used to indirectly estimate the number of reconstructed symbols in
the sink in order to determine the optimal degree for this number of reconstructed
symbols, then some accuracy is lost. This is a big disadvantage as the optimal choice of
the transition points, i.e. of the degree, is important in order to be able to decode as
much as possible directly after reception and reconstruct a new symbol and, thus, for
the performance of the GC procedure. The optimal points in time to transition from d
to d + 1 should be identified. Equation (4.19), according to which the degree transition
points in GC are determined, gives the expected maximum number of codewords which
has to be received, not the expected number. If the GC degree distribution was used,
the situation would be the same. Additionally, it is assumed that each node transmits
and receives exactly one codeword per round at GC. This means, it is assumed that
also the sink receives exactly one codeword per round. Therefore, the number of
elapsed rounds is used to specify the degree transition points via Equation (4.19) in
GC. In reality, however, more codewords could have been received per round in a
round-based, collision-free system as a node can be chosen for data exchange more
than once. Estimating the number of codewords received by the sink by the number
of elapsed rounds is, thus, not necessarily accurate. After a considered number of
rounds Kd , more than Kd codewords may have already been received by the sink. If the
degree is increased only after Kd rounds, it may be increased later than Equation (4.19)
suggests. Since GC use the estimated number of received codewords by the sink and
use Equation (4.19) to estimate indirectly the number of reconstructed symbols in the
sink for Equation (4.15) to specify the current proposed degree, the resulting proposed
degree can be either too high or too low. To be able to calculate the current optimal
degree for the sink via Equation (4.15), the actual number of reconstructed symbols r
in the sink is necessary. Here, Equation (4.15) gives the optimal degree concerning the
probability pDist1 to reconstruct one further symbol but cannot be applied for GC, as
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already explained. If the degree is lower than the optimum, more distance-0-codewords
arrive, which are redundant and, hence, represent the worst case. Therefore, more
codewords are necessary to reconstruct the same number of symbols than if the degree
was chosen optimally.

GC do not perform very well in static scenarios or scenarios with a low degree of nodes’
mobility. In those cases, the GC degree distribution, which is realized by hard-coded
degree transition points, can usually not be fulfilled. If the degree changes according
to the degree transition points, the degree may already be lower than the optimum,
as already explained in the paragraph before. If even those transition points are not
fulfilled, the situation is even worse. Because of the little or not changing neighborhood,
the same codewords arrive at a node again and again. The node’s own symbol can
only be added to each codeword once. After that, the degree of the codeword cannot
be increased anymore by adding the node’s own symbol. If a chosen codeword for
transmission does not fulfill the proposed degree and the difference is even bigger than
1, a node can only increase the degree by at most one nevertheless. The degree of
created codewords grows too slowly in scenarios with a low degree of nodes’ mobility
consequently. Thus, a highly dynamic system is a requirement for good performance of
the GC algorithm.

Furthermore, for GC, it is assumed that all symbols have the same probability to be
contained in a considered codeword, i.e. that the symbols for a codeword are uniformly
drawn at random. In reality, this assumption usually does not hold. A node can only
use codewords for transmission which were received before and are still stored in its
storage. In addition, in the case of GC, a node does not compose a new codeword, it can
only add its own symbol under certain conditions. Especially in a scenario with a low
degree of nodes’ mobility, there are symbols which are received within many codewords
by a considered node and others which are received for the first time at a very late
stage. This influences the performance of the GC algorithm as it takes a long time until
the last symbols are reconstructed. This means more codewords have to be received to
reconstruct a certain number of symbols than Equation (4.19) claims. If symbols cannot
be considered to be uniformly drawn at random, the probability pDist1(r, d) cannot be
calculated according to Equation (4.14) as necessary prerequisites are not fulfilled. If the
probability to receive a certain symbol in a considered node was known for each symbol,
pDist1(r, d) could be determined with a different, more complex formula. However,
those probabilities cannot be known in advance. In reality, especially in a scenario with
a low degree of nodes’ mobility, a higher degree has to be used to maximize the actual
pDist1(r, d) than if symbols are uniformly drawn at random. In this case, more symbols
should be included in a codeword to increase the probability that symbols which have
not been received by the neighbor yet are used. Consequently, the degree d is increased
too slowly if the degree transition points are set according to Equation (4.19). Thus,
without adjustments of the degree, more codewords than the hypothetical optimum will
have to be received. In a highly dynamic system, symbols are spread across the network
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and the assumption that symbols are uniformly drawn at random can be considered to
hold. Thus, the formulas are valid in this case.

To conclude, it is important to keep in mind that a perfect source scenario is considered
in the case of GC. In particular, all symbols are assumed to have the same probability to
be contained in a codeword. Further assumptions include that each round exactly one
codeword is received and this codeword fulfills the proposed degree according to the
degree transition points. Only under these assumptions, the following proposition is true:
GC reconstruct as many symbols as possible with any number of received codewords.

4.4 Network Coding Based Data Dissemination
Approaches

After common coding schemes have been described in detail, related work concerning
data dissemination will be presented next. In the following, only distributed approaches
without central control are considered. Moreover, all of the addressed scenarios have
multiple sources/multiple original symbols, i.e. a single message broadcast scenario is
not regarded, and multiple sinks/storage nodes are assumed. Overall, the presented
approaches have the same basic requirements as assumed in Section 3.1. Data dis-
semination approaches which are compliant with the system setup and the core ideas
of Section 3.1 can aim for reliable communication but also for permanent distributed
storage of data in the network. Thus, the distribution process itself as well as distributed
storage will be considered in the following. However, the BCGC procedure presented
here can be assigned to data dissemination focusing on reliable communication and not
to distributed storage approaches. For this reason, only a brief introduction of network
coding based distributed storage follows, which concludes with a differentiation between
BCGC and distributed storage.

4.4.1 Distributed Storage Based on Network Coding

Here, the term distributed storage refers to distributed storage based on network coding.
Distributed storage approaches that use the idea of network coding can be, for example,
random linear coding based as in [Ace+05; DPR05; DPR06], or LT based such as in
[LLL07; AKS08a; AKS08b]. In addition, there are also repair strategies for distributed
storage, such as those presented in [Dim+10a; Dim+11], to further improve data
persistence in the case of node failures.

With distributed storage, not all original data has to be stored in all storage nodes.
Instead, all original data has to be kept reliably in the system so that it is possible
to retrieve all data when it is requested, even in case of node failures. A distributed
storage approach is, thus, about distributing data among the nodes in such a way
that all original data can be reconstructed with high probability at the time when it
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is demanded. Therefore, depending on the approach, a fixed number of nodes or as
few nodes as possible have to be queried to gather and finally reconstruct all original
data. This also means that a system is considered without a present sink in the true
sense. In the following, only distributed storage methods are considered which are
based on a coding scheme comparable to network coding. Storage nodes encode
received data if it is specified, using the encoding method provided by the distributed
storage approach, and then store and/or forward the resulting codeword. Unlike BCGC,
storage nodes keep received or generated codewords permanently in their storage and
do not decode. Thus, storage nodes store codewords, not original data. In order to
be able to gather and recover all original data when querying a certain number of
nodes at any later point in time, redundancy of data across nodes is necessary. The
redundancy management strategies, which in the cases considered here additionally
include encoding, and distribution mechanisms used for this purpose are given by the
respective distributed storage approach. These strategies can vary greatly from one
approach to another. For example, which and how many packets/symbols are used to
generate a codeword can be determined differently. Moreover, the operation which is
used for encoding as well as the maximum number of stored codewords per storage
node can be different depending on the approach. Often, only exactly one codeword is
stored per storage node. Concerning distribution mechanisms, data can move randomly
through the network, e.g. by random walk via always a random neighbor, or be routed
directly to a storage node, and push or pull methods can be applied to distribute data,
for example.

Overall, distributed storage approaches differ from BCGC primarily in that each node
permanently stores a codeword or a certain small number of codewords and not original
data as with BCGC. Often, codewords are generated by a node from received packets
and stored codewords for its own storage, instead of being used only for forwarding
to neighboring nodes. The goal of distributed storage is to generate and distribute
codewords to the different storage nodes in such a way that, later on, a certain number
of arbitrary storage nodes can be queried to reliably gather all original data. In the
case of distributed storage, storage nodes do not decode. Only after completion of the
distribution process, storage for an arbitrary period of time, and a later query of several
arbitrary nodes, the gathered codewords are decoded. Especially with erasure code
based approaches and one stored codeword per node, as in [DPR06; LLL07; AKS08a],
about as many nodes have to be queried as there are original symbols in order to retrieve
all data. With BCGC, on the other hand, all desired original data should be able to be
reconstructed after a fast distribution process and few packet transmissions in any node
at the end, or at an earlier point in time in a few nodes. Usually, significantly fewer
nodes are required to be queried here than with distributed storage approaches. Thus,
a BCGC sink should be able to decode as many codewords as possible from a given
number of received packets/codewords and reconstruct as many symbols as possible in
order to store them subsequently. This means that with BCGC, or also e.g. with RLNC,
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what happens in one node is what happens in distributed storage approaches across all
nodes, which is a crucial difference between distributed storage approaches and BCGC.
With BCGC, the focus is on reliable communication and not on permanent distributed
storage of data.

4.4.2 Data Dissemination Focusing on Communication

After related work concerning distributed storage has been briefly introduced, network
coding based data dissemination with focus on the distribution process itself, i.e. on
communication, will be presented next. Again, only distributed approaches for data
dissemination without central control are regarded.

Some research on data dissemination that focuses on communication considers a
one-to-all communication scenario. This means, it is assumed that there is only one
source node which generates sensor data and all nodes of the network aim to receive,
reconstruct, and store all generated data. Well-known research addressing this type of
scenario can be found, for example, in [CWJ03; GR05], which are based on RLNC. In
[CWJ03], an early practical implementation and simulation of RLNC in real packet based
networks is presented by Chou et al. In [GR05], Gkantsidis and Rodriguez use RLNC
in the general context of content distribution. In contrast to the conditions assumed
here in Section 3.1 for BCGC, Gkantsidis and Rodriguez additionally use bidirectional
communication in order to decide whether the created packet of a certain node should
be requested. A major difference to BCGC is that in [CWJ03] and [GR05], symbols
for a codeword are chosen randomly, which is typical for RLNC based approaches.
Furthermore, as already mentioned, a one-to-all communication scenario is considered
in [CWJ03; GR05]. Further approaches which also address a one-to-all communication
scenario but are more similar to BCGC as they combine codewords specifically are
presented by Keller et al. and Sadeghi et al. in [KDF08; STK09], for example. There,
the choice of symbols for a codeword is, however, based on perfect feedback from
neighboring nodes. Nodes use their perfect knowledge of which symbols their neighbors
are missing for the composition of a next codeword. Such reliable knowledge is rarely
available in real scenarios and is not compliant with the system setup in Section 3.1.
Furthermore, in [KDF08; STK09], a star topology is assumed, which implies that only the
source node performs network coding and sends its own symbols in suitable combinations
directly to all nodes. Nodes do not receive packets from neighboring nodes except from
the source node. This corresponds to the definition of channel coding rather than
network coding. All mentioned approaches in this paragraph, which are presented
in [CWJ03; GR05; KDF08; STK09], have in common that they consider a one-to-all
communication scenario.

Research that addresses many-to-many communication will be presented in the re-
mainder of this section since scenarios as similar as possible to those assumed for BCGC
in Section 3.1 should be discussed here. A many-to-many communication scenario
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represents a multi-source multi-sink problem, as introduced in Section 2.1. This kind of
scenario does not specify the type of physical layer transmissions, so unicast, multicast,
or broadcast transmissions are possible and can be chosen separately. All-to-all com-
munication, which is addressed here in Section 3.1, is a special case of many-to-many
communication and will, thus, be focused in this section.

Overall, only procedures and analyses are presented here that assume a similar system
setup as described in Section 3.1.

Also, this section does not discuss routing schemes as they are presented separately
and distinguished from network coding in Section 2.4. Related work, which deals with
the concrete path that packets take through the network, is, thus, not considered here.
Instead, only related work in relation to the distribution of data via network coding is
presented. This means, procedures are regarded that specify which data is contained
in the individual packets, i.e. which data is combined for a respective codeword, not
procedures that focus on the path of the packets. Furthermore, procedures which send
only one symbol per packet, i.e. which correspond to a form of NoCoding, are not
considered here. Instead, only network coding procedures, which combine several
previously received symbols in one packet, are presented.

In short, only related work on data dissemination which addresses a many-to-many
communication scenario, i.e. a multi-source multi-sink problem, and which uses a
network coding based approach will be considered here. The related work presented
in the following is divided into 1) research on network coding which analyzes the
performance of existing network coding schemes and 2) concrete, developed network
coding approaches.

4.4.2.1 Analyses on Network Coding for Data Dissemination

The widely used method of RLNC was first introduced by Ho et al. in [Ho+03a]. To
generate a codeword for transmission, a linear combination of all symbols available
in the considered node is calculated in the case of RLNC. The coefficients of the linear
combination are chosen uniformly at random from the given Galois field. Thus, the
number and the concrete choice of symbols used for a codeword is random, in contrast
to the specific composition of codewords in the case of BCGC. This deterministic and
purposeful composition adapted to the current situation is an essential aspect of BCGC.
In [Ho+03a], the authors provide a lower bound on the probability of success for RLNC
in a multicast network. Additionally, they show that their given upper bound on error
probability decreases exponentially with increasing basis of the Galois field. Overall,
Ho et al. show benefits of RLNC in comparison to routing without network coding. In
[Ho+06], a more detailed follow-up research paper by the authors of [Ho+03a], it is
additionally shown that RLNC asymptotically achieves the max-flow bound in a multi-
source multicast network, i.e. a many-to-many communication scenario is considered.
More information on RLNC can be found separately in Section 4.2 since RLNC is a
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fundamental, frequently used network coding scheme. Even though a network coding
procedure in the true sense is presented in [Ho+03a], this research paper is mentioned
in this first paragraph since all subsequently listed research containing analyses is based
on RLNC.

In the area of random linear network coding based approaches which address a many-
to-many communication scenario for data dissemination, [DMC04] and its follow-up
[DMC05; DMC06] of Deb et al. are among the most well-known research articles. There,
the special case of a many-to-all communication scenario is assumed. However, the all-
to-all communication scenario, as assumed for BCGC, is also considered as a worst-case
scenario. In [DMC04; DMC05; DMC06], Deb et al. examine uncoordinated informa-
tion dissemination based on RLNC, which is in contrast to the specific composition of
codewords in BCGC. Unlike for BCGC in Section 3.1, in [DMC04; DMC05; DMC06], a
complete graph is assumed and, additionally, each node sends a generated packet to
only one random neighbor per round. This means, there is no broadcast transmission
to all neighboring nodes. In [DMC04; DMC05; DMC06], this transmission model is
called random phone call model and corresponds to gossiping introduced in Section 2.4.
Also, unlike in Section 3.1, a static network is assumed for the presented analysis. As
a consequence, the system setup differs in significant aspects from the assumptions
made in Section 3.1. Thus, the values presented in [DMC04; DMC05; DMC06] cannot
be directly compared with our results. However, the considered figure of merit is the
time it takes for all nodes to have all distinct original symbols, which is also one of the
performance metrics for BCGC, the system latency. In [DMC04; DMC05; DMC06], the
overall usefulness of RLNC for gossiping is analyzed theoretically and by simulation.

Mosk-Aoyama et al. and Borokhovich et al. address in [MS06; BAL10; BAL14] an all-
to-all communication scenario and theoretically analyze how long it takes in this context
until all nodes have everything when RLNC is used. Thus, the same general scenario is
considered as for BCGC in Section 3.1, but with RLNC instead of a specific composition
of codewords. The following assumptions also differ from those in Section 3.1, so the
presented results of Mosk-Aoyama et al. and Borokhovich et al. cannot be directly applied
to BCGC. In [MS06; BAL10; BAL14], a general static network is assumed, which can be
an arbitrary connected network and does not have to be complete. Furthermore, unicast
transmissions are considered which are additionally assumed to be lossless. In general,
Mosk-Aoyama et al. analyze in [MS06] how the topology affects the performance of
RLNC in the addressed scenario. Borokhovich et al. provide in [BAL10; BAL14] new
tight bounds on latency and required number of transmissions.

In [Hae11; Hae16], Haeupler addresses an all-to-all communication scenario for
data dissemination, as assumed in Section 3.1 for BCGC. Overall, the research articles
[Hae11; Hae16] are similar to the already mentioned research of Mosk-Aoyama et al.
and Borokhovich et al. concerning assumptions, used network coding scheme, and
considered performance metrics. However, in addition to the tight bounds for an
all-to-all communication scenario, bounds for the more general case of many-to-all
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communication are also provided in [Hae11; Hae16]. Moreover, in [Hae11; Hae16], not
only static but also arbitrary mobile networks are considered. Furthermore, there are
analyses for unicast transmissions but also for broadcast transmissions with asynchronous
communication, exactly as assumed for BCGC in Section 3.1. However, Haeupler
provides in [Hae11; Hae16] only a theoretical analysis of data dissemination where
RLNC is assumed to be used as network coding scheme.

After related work which primarily contains analyses on all-to-all data dissemination
via RLNC has been presented, research focusing on specific, developed network coding
approaches now follows. Since BCGC represent a concrete network coding procedure, a
comparison with related work from this category is particularly relevant.

4.4.2.2 Network Coding Procedures for Data Dissemination

Information dissemination in a static network as well as in an always connected mobile
network is addressed by Haeupler and Karger in [HK11]. There, k symbols, which were
generated in a distributed manner in the network, are to be sent to each of the n nodes of
the network. For k = n and the assumption that each node can only generate one symbol
at most, this would correspond to an all-to-all communication scenario. The authors,
therefore, consider a more general case, which they call k-token dissemination. Overall,
the goal in [HK11] is to distribute all k distinct symbols to all nodes in as few rounds as
possible, i.e. as fast as possible. Keeping system latency as low as possible is also one
of the goals of BCGC. For the dissemination process, a network coding method shall
be employed in [HK11]. In contrast to the deterministic BCGC network coding scheme
with specific composition of codewords, RLNC is chosen as network coding procedure
in [HK11]. Unlike for BCGC, it is also assumed that the k symbols do not have an ID in
advance. For this reason, the authors in [HK11] start the dissemination algorithm with
indexing. Here, each symbol is assigned a distinct ID between 1 and k, which is referred
to as k-indexing in [HK11]. In the case of BCGC, by contrast, it is assumed that each
node generates exactly one symbol and that nodes have a distinct ID which they then
transfer to their generated symbol. Thus, there is no indexing in BCGC. The k-indexing
is an essential part of the approach from [HK11] and orthogonal to the processes in
BCGC. After k-indexing, the distribution of all k symbols to all nodes follows. For this,
there is a theoretical analysis of how long the dissemination takes with and without
RLNC in the case of lossless transmissions when each node sends a packet to all of its
neighbors every round. Both the lossless transmissions and the round-based approach
are contrary to the assumptions for BCGC. All in all, Haeupler and Karger present in
[HK11] their own algorithms based on RLNC for k-token dissemination and provide
approximations for the system latency. As already mentioned, a separate discussion of
RLNC can be found in Section 4.2.

Fragouli et al. and Widmer et al. consider in [FWL05; WL05; FWL06; FWL08] all-to-all
data dissemination like BCGC but use standard RLNC with GF(28) for this purpose.
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Thus, there is no specific selection of symbols for the generation of a codeword. In
[FWL05; WL05; FWL06; FWL08], Fragouli et al. and Widmer et al. present a general
theoretical analysis of how the use of RLNC in the all-to-all communication scenario
improves energy efficiency as measured by the number of transmissions. In addition,
the authors investigate the performance difference between probabilistic routing with
and without RLNC under more realistic conditions via simulation. Without network
coding, an innovative received packet/symbol is subsequently forwarded with a certain
probability or a certain number of times when using the presented form of probabilistic
routing. With network coding, a corresponding number of new packets/codewords
is generated for transmission. Performance criteria are packet delivery ratio, i.e. the
proportion of packets which can be decoded at a sink, system latency, and required
number of transmissions. The difference in performance due to a particular choice
of the so-called forwarding factor, which influences the probability and frequency of
transmissions via broadcast for probabilistic routing with and without network coding,
is examined in particular. In [FWL05; WL05; FWL06; FWL08], the focus is not primarily
on the development/study of a network coding scheme itself but rather on how often
a new codeword should be generated and sent after an innovative symbol has been
received, which is determined by the used forwarding factor. The authors of [FWL05;
WL05; FWL08] additionally also consider multiple generations of data, i.e. each source
node produces multiple data sets instead of only one as assumed for BCGC in Section 3.1.
These two aspects generally represent an orthogonal approach to our considerations. For
example, the form of flooding assumed in Sections 2.4 and 3.1 could be replaced by the
forwarding algorithm presented in [FWL05; WL05; FWL06; FWL08], with appropriate
analyses for a suitable forwarding factor and certain modifications.

Another research paper with the goal of all-to-all data dissemination but which is
also mainly focused on the transmission process rather than on the network coding
scheme itself is [MHZ17] by Mager et al. There, RLNC with GF(2) is used as network
coding procedure, but with two minor modifications: First, as soon as an innovative
symbol arrives, it is always added to the next codeword for transmission, and second,
also a node’s own symbol is always added to the codeword until this symbol has been
received three times. However, a reason or an analysis why the value three was chosen
here cannot be found in [MHZ17]. The further composition of codewords corresponds
to standard RLNC. Main contribution of [MHZ17] is the realization of synchronous
transmissions while using RLNC and having the goal to receive as many packets as
possible per time unit. For this purpose, the so-called capture effect is made use of.
However, the procedure presented in [MHZ17] is still a digital network coding approach.
It is not assigned to analog network coding, since encoding is performed during the
creation of packets and, thus, before transmission, and since codewords are not created
by mixing signals. The adaptive transmission policy with synchronous transmissions
presented by Mager et al. in [MHZ17] is orthogonal to the BCGC approach and could
also be added to it. For this purpose, RLNC in [MHZ17] would have to be replaced by
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BCGC.
Further research which addresses an all-to-all communication scenario for data dis-

semination is introduced in [BDF19] by Bromberg et al. There, a variant of RLNC is
used as network coding procedure, instead of specifically composing codewords as in
BCGC. Furthermore, contrary to the assumptions in Section 3.1 for BCGC, nodes are
assumed to communicate via physical layer unicast transmissions in [BDF19]. The
focus in [BDF19] is on handling multiple generations, which exceeds the abstracted
assumptions from Section 3.1 and will, thus, be considered only in future work.

After related work based on RLNC has been presented, approaches which can be
assigned to deterministic linear network coding and are more similar to BCGC with
respect to the composition of codewords follow.

One of the most well-known approaches from the field of data dissemination which is
more similar to BCGC, is introduced in [Kat+06; Kat+08] by Katti et al. Like BCGC, the
presented procedure is a form of deterministic linear network coding and an adaptive
network coding scheme. Furthermore, as in the case of BCGC, XOR operations are used
for encoding and codewords are specifically composed. Also, the mentioned goal in
[Kat+06; Kat+08] is to maximize the throughput by combining as many different sym-
bols as possible in one codeword, i.e. in one packet. For the composition of codewords,
state information of the neighboring nodes is used, similar to BCGC. This state infor-
mation is achieved in [Kat+06; Kat+08], among other things, by complete reception
reports, which are appended to each packet or are additionally sent as separate packets.
Each node has to inform its neighbors regularly which exact symbols it has already
reconstructed. Thus, in [Kat+06; Kat+08], a node has to know all of its neighbors,
store the received exact information to each of its neighbors in respective tables and
maintain the corresponding information. Additionally, nodes use knowledge or compute
guesses from the sender/receiver information of received packets in combination with
link quality information, which they obtain from the routing protocol and store for each
link. Then, for each reconstructed received symbol, they determine and store with which
probability which of the neighbors has already reconstructed the considered symbol. In
the case of BCGC, this extensive, exact knowledge about the state of each neighbor or
link quality information is not necessary and, in particular, a node does not even have to
know all of its neighbors. In [Kat+06; Kat+08], only so many symbols are combined for
each packet that all neighbors can decode the contained codeword immediately with
certainty or with high probability. Unlike BCGC, the ability to decode immediately is
the most important criterion, and a received packet whose contained codeword cannot
be decoded immediately is discarded. The approach of Katti et al. can be assigned to
inter-session network coding, like BCGC and all related work presented in this section
before. However, it does not consider an all-to-all communication scenario but multiple
independent unicast sessions. Overall, the approach of Katti et al. is designed specifically
for unicast sessions. Due to the similarity in terms of specific codeword composition,
use of XOR, and prominence of this research paper in the field of data dissemination, it
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is still included here. In [Kat+06; Kat+08], packets to be sent and tables to be stored
can quickly become very large and the communication required to maintain these can
be costly, especially if there are many different original symbols or nodes in the network.
Due to the fact that a node always has to know all of its neighbors, has to determine
and store which symbol has already been reconstructed with which probability by
which neighbor, and has to know the link qualities, the approach presented in [Kat+06;
Kat+08] is not suitable for large-scale, mobile networks. This, however, is one of the
main assumptions in Section 3.1.

Further research on data dissemination based on deterministic linear network coding
which addresses an all-to-all communication scenario, can be found in [Li+07]. There,
the goal of the authors Li et al. is to minimize the number of transmissions for data dis-
semination. The presented approach belongs like BCGC to adaptive network coding and
uses information about the state of the neighborhood to create codewords. Codewords
are specifically composed using XOR so that all neighbors can immediately decode a
received codeword. Unlike with BCGC, it is checked for each symbol if all neighbors can
still immediately decode the codeword with the considered symbol before the symbol
is added to this codeword. For this purpose, a node stores for each node from its
2-hop-neighborhood which symbols the respective node has already reconstructed. This
information is not necessary for BCGC. Especially for large-scale networks with many
different original symbols, these tables can quickly become very large, the associated
information has to be exchanged, which can also become costly, and the maintenance
of the tables can become complex. Furthermore, the approach presented in [Li+07]
requires that the underlying routing procedure is deterministic, i.e. it is not possible to
use any simple routing procedure as in BCGC. Deterministic routing, however, poses a
challenge especially in large-scale, mobile networks as assumed for BCGC.

Another research paper on data dissemination in an all-to-all communication scenario
is [Cos+08] by Costa et al. The presented procedure can be assigned to deterministic
linear network coding and codewords are specifically composed by XOR combinations of
symbols, as in BCGC. This composition, also like in BCGC, depends on the current state
of the neighboring nodes, i.e. adaptive network coding is applied. However, the goal of
the approach is not to maximize throughput by composing a codeword specifically to
contain new symbols for as many nodes as possible as for BCGC. Instead, codewords are
generated in a way that they can be decoded immediately by as many nodes as possible.
This may lead to a reduction in throughput. Unlike BCGC, the approach of Costa et al.
assumes perfect information about all neighboring nodes, i.e. neighboring nodes reliably
inform the node under consideration which symbols they have already reconstructed.
The node stores this information for each of its neighbors. The approach in [Cos+08]
requires knowledge of all neighboring nodes and maintains a table for each neighbor
with the symbols the respective neighbor has already reconstructed. Unlike with BCGC,
it is checked for each symbol whether this symbol reduces the number of nodes at which
the new codeword with the considered symbol is immediately decodable before adding
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it to the previously assembled codeword. A considered symbol is added if and only if
this is not the case. With each additional symbol, a codeword has to be immediately
decodable for the same number of neighbors as before or for more neighbors than
before. For the approach in [Cos+08], perfect knowledge about the neighborhood and
its state is assumed. However, collecting, storing, and maintaining this knowledge is
problematic in large-scale, mobile networks with many original symbols. It is, thus,
not suitable for the assumed system setup in Section 3.1. Moreover, the primary goal
addressed in [Cos+08] is different from the goals of BCGC, and the fact that throughput
may be reduced is inconsistent with the goals formulated for BCGC in Section 3.1.

Two last research articles on all-to-all data dissemination presented here are [Mun+07;
Mun+08]. The approaches by Munaretto et al. can be assigned to adaptive, linear
network coding, as BCGC. Also, as in BCGC, the XOR operation is used for encoding.
The aim in [Mun+07] is to have to send as few packets/codewords as possible until
all nodes have reconstructed all original symbols. In [Mun+08], the mentioned goal
is to reconstruct as many original symbols as possible with each number of received
codewords. In contrast to the previously listed related work, but as with BCGC, the
authors of [Mun+07; Mun+08] choose the degree of a codeword specifically and
adapted to the state of the system. When a node generates a codeword according
to the specifications in [Mun+07; Mun+08], it chooses the degree depending on the
number r of symbols already reconstructed in the node itself. For BCGC, by contrast, the
number of reconstructed symbols in the neighboring nodes is considered, since these
nodes should be able to decode the generated codeword after reception. Furthermore,
in [Mun+07] a heuristic in the form of degree d = r/13 and r/5 is used without
further analysis, justification, or indication of how the degree should be determined
for a number of nodes other than N = 100. Therefore, the approach presented in
[Mun+07] is difficult to apply to the scenarios considered here in Section 3.1 without
further knowledge. In [Mun+08], there is a more detailed analysis of the degree than
in [Mun+07]. However, in [Mun+08], idealized model conditions are used and, for
each possible degree, a simulation is performed in which only codewords of this degree
are generated. After these preliminary simulations, the simulation/degree that was best
at a considered number of reconstructed symbols is chosen during the actual algorithm
when the respective number of symbols has been reconstructed. The degree is, thus,
determined offline under abstracted conditions and only partially adapted to the actual
situation during the algorithm. In addition, this approach ignores the influence of the
previous course of the respective simulation when choosing a degree, which is why the
real course can differ from the optimal course obtained in the previous simulations. If
the scenario is fundamentally changed, e.g. a different number of nodes is used, new
preliminary simulations are necessary. In [Mun+07; Mun+08], it is assumed that all
linearly independent received codewords are stored in the considered node and can be
used for later encoding. In contrast to BCGC and the previously presented approaches
from the field of deterministic network coding, in [Mun+07; Mun+08], symbols are not
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specifically selected for a codeword once the degree is determined. Instead, random
codewords from the node’s storage are combined via XOR until the predetermined degree
is fulfilled. Thus, the approaches presented in [Mun+07; Mun+08] do not belong to
pure deterministic linear network coding since symbols are chosen at random. However,
there is a specification of the number of symbols to be used, which is why the procedures
are no pure random linear network coding method but rather a hybrid of both. The
approaches of [Mun+07; Mun+08] are closer to RLNC and will, therefore, be regarded
as RLNC-based approaches here. For decoding, the authors of [Mun+07; Mun+08]
propose Gaussian elimination, which may not be suitable under the assumptions made
in Section 3.1. Moreover, preliminary simulations are problematic if, as assumed in
Section 3.1, the algorithm should be able to start without time-consuming initialization
phase and if, in particular, the network and the constraints are unknown in advance or
may change during the course of the algorithm. For this reason, the approach presented
in [Mun+08] is not suitable for the chosen conditions and possible application scenarios
introduced in Section 3.1 for BCGC. In addition to the presented procedures in [Mun+07;
Mun+08], the authors also discuss a buffer management system for continuous data
gathering, i.e. they consider multiple generations. This aspect is orthogonal to BCGC
and is left for future work.

Concluding this section, a tabular overview of the presented related work compared
to BCGC follows in Table 4.1.
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In this chapter, Broadcast Growth Codes (BCGC) are introduced in detail. First, the
fundamental procedure of BCGC is presented in Section 5.1. Then, the two essential
BCGC process parameters, the degree of codewords and the composition of codewords,
are comprehensively described in Sections 5.2 and 5.3, respectively. Subsequently, the
structure of a BCGC data packet is specified in Section 5.4. To highlight the advances of
BCGC, the differences of BCGC to the network coding procedures Growth Codes and
random linear network coding are discussed at the end of this chapter in Sections 5.5
and 5.6, respectively.
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5.1 Fundamental Procedure of BCGC

The BCGC procedure presented here uses the assumptions made in Section 3.1 and is
based on our following publications: [RK18; RK17; GK17; GHK16; GHK15]. Among
others, it is assumed that each node generates a so-called symbol and aims to gather
all distinct original symbols which were generated by the other nodes of the network.
A multi-source multi-sink problem is, thus, regarded here. Each node is able to create
codewords, decode received packets/codewords and stores the reconstructed original
symbols. Therefore, it possesses a storage for reconstructed symbols and a so-called
waiting list for received codewords which have not been completely decoded, yet.
Furthermore, nodes are assumed to transmit packets via physical layer broadcast trans-
missions to all direct neighbors, as stated in Section 3.1. The time of sending and
receiving of a packet is then realized according to the chosen MAC protocol. At ini-
tialization each node has only reconstructed its own symbol and, therefore, only this
symbol is stored in the node’s storage for reconstructed symbols. The BCGC scheme
developed in this thesis is a network coding procedure for data dissemination based on
Growth Codes, see Section 4.3. It combines, i.e. encodes, own and previously received
data and then forwards a combination of these in the form of a codeword. For BCGC,
as for GC, a codeword of degree d consists of an XOR combination of d distinct symbols
and is sent as the payload in a BCGC packet. In the following, as in Section 4.3 on GC,
the phrases ‘transmitting/receiving a packet which contains a certain codeword’ and
‘transmitting/receiving a codeword’ are used interchangeably since each packet contains
exactly one codeword. The information necessary for encoding and decoding in BCGC is
included in the packet header. A detailed description of the structure of a BCGC packet
can be found in Section 5.4. Encoding and decoding by a node is done for BCGC, as for
GC, using XOR only. This means that for decoding, in particular, no computationally
expensive Gaussian elimination is performed to comply with the constraints from Sec-
tion 3.1. In order to decode a codeword of degree d immediately after reception and to
reconstruct a new symbol, exactly d − 1 of the d symbols contained in the codeword
have to be already known, i.e. reconstructed, by the receiving node. This means that a
received codeword can be decoded immediately if it is a distance-1-codeword, see Sec-
tion 2.1, for the considered node. If the received codeword is a distance->1-codeword
for the node, the reduced codeword remaining after the decoding attempt is stored
in the node’s waiting list for possible later decoding. Unlike GC, however, BCGC do
not consider only one sink, but each node is a sink, decodes received codewords, and
should eventually reconstruct and store all distinct original symbols, see Section 3.1.
Algorithm 5 presents an overview of decoding at BCGC. Since decoding in a node at
BCGC is analogous to decoding in the sink at GC, see Section 4.3.5 for more details on
decoding.

The goal addressed by BCGC is to ensure resilient communication and reliable data
dissemination. Especially in a lossy, unreliable, large-scale WSN, where packets can
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Algorithm 5 Reception and decoding of a packet/codeword (CW) in a node

1: procedure RECEIVEANDDECODE(packet)
2: /*relevant for determining the degree of next CW to be sent, see Section 5.2*/
3: if ddesiredMin > packet.getDesiredDegree() then
4: ddesiredMin← packet.getDesiredDegree() // min. of neighbors’ desired degree

5: end if
6: /*relevant for symbol selection for next CW to be sent, see Section 5.3.2*/
7: if packet.getDesiredID() != −1 then
8: requestedSymbolList.add(packet.getDesiredID()) // ID of requested desired symbol

9: end if
10: cw← packet.getCw() // extract contained CW

11: listIDs← packet.getContainedSymbols() // extract IDs

12: for all ID ∈ listIDs do
13: if storageR.contains(ID) then // if symbol already reconstructed

14: cw← (cw ⊕ storageR.getSymbol(ID)) // remove symbol from CW

15: storageR.increaseNumReceived(ID) // relevant for symbol selection, see Section 5.3.1

16: packet.setCw(cw) // update CW in packet

17: packet.updateHeader() // update IDs of contained symbols

18: else // if symbol not yet reconstructed

19: numInnovativeSymbols++
20: innovSymbolID← ID
21: end if
22: end for
23: if numInnovativeSymbols> 1 then // not possible to decode CW yet

24: waitingList.add(packet) // store updated CW in waiting list

25: end if
26: if numInnovativeSymbols= 1 then // CW decoded

27: storageR.add(cw) // contained symbol reconstructed

28: storageR.increaseNumReceived(innovSymbolID) // relevant for symbol selection, see

Section 5.3.1

29: checkWaitingList(innovSymbolID) // remove reconstructed symbol from CWs in waiting list

30: end if
31: if allSymbolsReconstructed then
32: setNodeFinished()
33: end if
34: end procedure
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collide and nodes can fail, it can be challenging to enable robust communication and
retrieve data dependably. Each sink should eventually have all relevant data without
any of the n distinct originally generated symbols being lost. Therefore, the data
dissemination/collection process should be performed as bandwidth efficient as possible
to enhance reliability. Each sink node should, thus, gather and reconstruct any number of
distinct original symbols as quickly as possible. For this purpose, unnecessary redundant
packets/codewords should be avoided. This also increases throughput and reduces
energy consumption. Furthermore, it should not be a problem if single or many packets
do not arrive. More details about the desired goals of BCGC can be found in Section 3.1.2.

To achieve these mentioned goals, BCGC have two essential parameters: First, the
degree of a codeword to be created for transmission, i.e. how many symbols should
be combined in a codeword via XOR. Second, the concrete symbol selection for this
codeword, i.e. which specific symbols should be combined. The degree and the com-
position of codewords for transmission are discussed in more detail in Section 5.2 and
Section 5.3, respectively. In both aspects, BCGC differ in significant ways from GC.
These differences will be mentioned where relevant in the following and summarized
separately in Section 5.5.

Codeword Degree In the case of BCGC, when a node creates a new packet for
transmission, it determines its current desired degree for a packet to be received next and
adds this desired degree to the packet header. The node’s desired degree is determined,
using a predefined so-called degree function, depending on the current state of the node,
i.e. depending on how many symbols it has already reconstructed. Here, the number of
symbols already reconstructed by the node is taken into account since the node can only
use these symbols for decoding a received codeword. The more symbols are already
reconstructed in a node, the higher is the probability that the node can immediately
decode a received codeword of degree d. The degree function should, therefore, enable
a node to desire a degree so that the node is likely to be able to decode a codeword
of this degree immediately upon receipt and reconstruct a further symbol. The node’s
desired degree d should, thus, have such a value that a received degree-d-codeword is
likely to represent a distance-1-codeword for this node. More details about the degree
function follow in Section 5.2. Before creating a new codeword for transmission, a node
considers all desired degrees received since its last packet transmission. For the new
codeword, the node then uses the minimum of the desired degrees sent by its neighbors,
starting at a degree of 1. In this way, no node is left behind. Nodes at the edge of the
considered area are surrounded by a lower node density than nodes on the inner part
of the area and have, thus, less neighbors sending a packet to them within a considered
period of time. Thus, by using the minimum of the desired degrees, especially nodes
at the edge or nodes which join the network later can also be finished since they do
not only receive codewords with a degree which is too high. If it is not the goal that
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all nodes reconstruct each number of symbols as quickly as possible, as assumed here
in Section 3.1, but for example that only one node should have all symbols as fast as
possible, a different strategy may be more appropriate. Then, it could be advantageous
to use, for example, the average or the maximum of the received desired degrees, but
this will not be pursued here since it does not fit the assumptions made in Section 3.1.

Symbol Selection for Codewords In addition to a suitably chosen degree, a node
can also specifically compose the content of a codeword for transmission in the case
of BCGC. This means it can specifically select the symbols that are combined for the
codeword. Like the degree, these symbols should be chosen in such a way that neighbors
receiving the packet are likely to be able to decode the contained codeword immediately
and reconstruct a new symbol. In the case of GC, a node adds only its own symbol to a
codeword randomly chosen from its storage for received codewords before transmission.
In other approaches which, like BCGC, also choose the codeword degree specifically,
such as [Mun+07; Mun+08], only symbols/codewords randomly chosen from the node’s
storage for received codewords are combined. With BCGC, on the other hand, codewords
are specifically composed. Thus, there is also no storage for received codewords. Instead,
a node in BCGC, like the single sink in GC, possesses a storage for reconstructed
symbols. The BCGC node then selects symbols for a new codeword from this storage
of reconstructed symbols, and thus can specifically decide on both degree and symbol
selection. Consequently, a predetermined degree is always fulfilled with BCGC, as
opposed to GC. Furthermore, in contrast to GC, BCGC do not always add a node’s
own symbol in order to avoid that neighboring nodes receive the node’s own symbol
repeatedly with almost every packet.

For an overview of the creation and transmission of a packet/codeword by a node,
see Algorithm 6. After the fundamental procedure of BCGC has been briefly introduced,
essential aspects concerning the degree and symbol selection of a codeword will be
explained in more detail next.
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Algorithm 6 Creation and transmission of a packet/codeword (CW) by a node

1: procedure CREATEANDSEND

2: ddesired← getOwnDesiredDegree() // node’s desired degree, see Section 5.2

3: /*if request for desired symbol is enabled and all but one symbol are reconstructed in the node*/
4: if booleanIdRequest & storageR.size() = (numSymbols− 1) then
5: iddesired← getOwnDesiredSymbol() // node’s desired symbol, see Section 5.3.2

6: else
7: iddesired←−1 // no desired symbol

8: end if
9: d ← getCurrentProposedDegree() // degree of CW to be sent, see Section 5.2

10: /*composition of CW to be sent, according to Section 5.3*/
11: tmpList← chooseSymbols(d,requestedSymbolList)
12: storageR.increaseNumSent(tmpList) // relevant for symbol selection, see Section 5.3.1

13: cw← createCw(tmpList) // via XOR of chosen symbols

14: packet← createPacket(cw,ddesired,iddesired) // according to Section 5.4

15: transmitPacket(packet) // send packet to all neighbors

16: end procedure

5.2 Degree of Codewords for Transmission

The degree of a codeword for transmission can be determined for BCGC by a combination
of two approaches: the degree function and an upper bound for the codeword degree.
These two aspects will be described in detail in the following.

5.2.1 GC Degree Function

To specify the desired degree of a node, a degree function is used which matches the
node’s state. This provides a degree that is suitable for the node depending on the
number of symbols which have already been reconstructed by the node. The degree
is determined so that the considered node is likely to decode a codeword with this
degree immediately upon reception and to reconstruct a further symbol. This means,
the degree should theoretically maximize the probability for a distance-1-codeword.
For the following formulas, it is assumed that all symbols have the same probability to
be included in a codeword. The probability that a degree-d-codeword received by a
considered node is a distance-1-codeword for this node can then be calculated by:

pDist1(r, d) =

�

r
d − 1

��

n− r
1

�

�

n
d

� , (5.1)

where n is the number of distinct symbols existing in the network, and r is the number
of already reconstructed symbols in the considered node. Thus, pDist1(r, d) denotes the
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probability that an incoming codeword of degree d contains exactly one symbol which
has not been reconstructed yet if r symbols have already been reconstructed and all
symbols have the same probability of being included in a codeword. In other words,
pDist1(r, d) is the probability that a received codeword can immediately be decoded if
the assumptions of the formula are fulfilled. Equation (5.1) has already been presented
as Equation (4.14) in Section 4.3.3, where it is used as the basis for determining the
codeword degree in Growth Codes. The stochastic background of Equation (5.1) has
also already been explained in detail in Section 4.3.3. Therefore, only essential aspects
are mentioned here.

BCGC as well as GC aim to need as few received codewords as possible to be able
to reconstruct a certain number of distinct original symbols, i.e. as much as possible
should be decodable immediately after reception. Hence, the degree d which maximizes
pDist1(r, d) in Equation (5.1), with r already reconstructed symbols in the considered
node, is theoretically optimal for a codeword arriving at a sink. As mentioned in
Section 4.3.3 and in more detail in Section 4.3.6.1, the optimal degree is monotonically
increasing with the number r of reconstructed symbols, starting at degree 1. Thus, the
desired degree of a node should also be monotonically increasing for BCGC.

However, for GC, the maximization of the probability pDist1(r, d) from Equation (5.1) is
not directly implemented by the nodes or the single sink. Furthermore, a corresponding
degree depending on the number of reconstructed symbols in the sink is not used.
Instead, an average value Kd is calculated via Equation (4.19) in Section 4.3.6.2, based
on the probabilities pDist1(r, d) and under the assumption that all symbols have the
same probability to be included in a codeword. This value Kd indicates the expected
(maximum) number of degree-≤d-codewords which has to be received by the sink.
The original Growth Codes in [Kam+06b; Kam+06a] assume that each node performs
exactly one bidirectional data exchange with a randomly chosen neighbor per round. The
approximate number of rounds needed to reconstruct a respective number of symbols is,
therefore, estimated by Kd and hard-coded into all nodes in advance as fixed, so-called
degree transition points in [Kam+06b; Kam+06a]. There, degree transition points
represent points in time when the proposed degree for all codewords which will be
transmitted subsequently is incremented by 1. For a respective number of reconstructed
symbols in the sink, the corresponding optimal degree according to Equation (5.1) is,
thus, not certainly used. Instead, at each considered point in time, each node indirectly
estimates via Kd how many symbols are probably already reconstructed in the sink
and choose a degree matching this estimation. In order to meet the assumptions in
Section 3.1, bidirectional data exchange has to be replaced by broadcast transmissions
to all direct neighbors in the case of GC. Then, the sink’s required number of received
packets has to be estimated directly by Kd instead of using the respective number of
rounds. Nevertheless, this is still only a rough estimation of the optimal degree for
the sink since Equation (4.19) is used. In addition, nodes only estimate the number of
received packets at the sink by using their own number of received packets. Then, they
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Fig. 5.1: Probability pDist1(r, d) for degree d

determine via Kd the degree for the codeword they are currently creating. Hence, they
still estimate the number of reconstructed symbols in the sink. For more details on the
exact implementation of the degree transition points approach in GC, which is called
GC degree distribution in [Kam+06b; Kam+06a], see Section 4.3.6.3.

BCGC, on the other hand, use Equation (5.1) directly as the basis for determining
the degree of codewords for transmission, without performing any further estimation.
This is possible for two reasons: First, a node in BCGC knows how many symbols it
has already reconstructed, i.e. is able to compute its own optimal desired degree with
respect to Equation (5.1). Second, the concept of adding a desired degree to each packet
has been implemented at BCGC. The function used to determine the degree which
maximizes Equation (5.1) is referred to as the ‘GC degree function’ in the following.
Here, the maximization of pDist1(r, d) from Equation (5.1) is performed analogous to
the description in Section 4.3.6.1. Thus, until and including

�dn− 1
d + 1

�

=: Rd (5.2)

symbols have been reconstructed by a considered node, its desired degree for a next
received codeword should be ≤ d, for d ∈ [1; n− 1]. As soon as r = Rd + 1, the desired
degree should be increased to at least d+1. Here, the term ‘at least’ is used since degrees
can also be skipped, which is described in detail in Section 4.3.6.1. A degree d + 1 is
omitted if and only if Rd = Rd+1. In summary, Equation (5.2) implies that codewords of
degree ≤ d should be received to reconstruct the first Rd + 1 distinct original symbols,
starting at d = 1. Figure 5.1 shows the described aspects graphically for n= 256 nodes
by plotting the probability pDist1(r, d) according to Equation (5.1) for each degree d
listed in the legend. When maximizing Equation (5.1), the degree d which has the
highest probability pDist1(r, d) for the current number r of reconstructed symbols in
a considered node is used as this node’s desired degree. The GC degree function is,
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thus, an envelope of the plotted pDist1(r, d)-curves. The result of this maximization,
i.e. the GC degree function described here, can additionally be seen for n= 256 nodes
in Figure 5.2. Figure 5.2 shows a node’s desired degree for a packet received next,
which is added to the header of the node’s current packet, depending on the number r
of reconstructed symbols in the node. The respective degree transition points can be
recognized in Figure 5.2 in the form of stair steps.

Using Equation (5.1), the expected (maximum) number of codewords which has to
be received to reconstruct a respective number of symbols can be determined for each
degree. This has already been explained in detail in Section 4.3.6.2. For codewords of
degree d ≥ 2, the term ‘maximum/at most’ had to be added here, as already for GC
in Section 4.3.6.2, since Equation (4.19) does not consider that received distance->1-
codewords are not discarded. Instead, these codewords are stored in partly decoded
form in the node’s waiting list. With each newly reconstructed symbol, a further
attempt is made to decode this codeword. More details about this issue can be found in
Section 4.3.6.2. Furthermore, all mentioned results are only valid under the assumption
that all symbols have the same probability to be included in a codeword. Otherwise,
the probability pDist1(r, d) cannot be calculated via Equation (5.1).

For GC, the expected (maximum) number Kd of codewords of degree ≤ d to be
received is calculated for a certain number r of reconstructed symbols only at the
degree transition points, i.e. at r = Rd + 1, for d ∈ [1; n− 1]. This is due to the
fact that GC estimate and realize the degree transition in this way. There, the degree
transitions r = Rd + 1 are used since until this number of reconstructed symbols, only
a degree ≤ d should be received and a higher degree should be received afterwards,
see Equation (5.2). The calculation of the values Kd is comprehensively described in
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Section 4.3.6.2, including stochastic background information, and is executed via

K1 =
R1
∑

[GC:]r=0
[BCGC:]r=1

n
n− r

(5.3)

and

Kd = Kd−1 +
Rd
∑

r=Rd−1+1

�

n
d

�

�

r
d − 1

��

n− r
1

� , (5.4)

with d ∈ [2; n] and Rd :=
�dn− 1

d + 1

�

of Equation (5.2), see also Equation (4.18) and

Equation (4.19). As already explained in Section 4.3.6.2, a symbolic Rn := n − 1 is
introduced here. In Equation (5.4), the calculation of the expected (maximum) number
Kd of packets/codewords which has to be received by a node for a certain number of
reconstructed symbols is executed only for the degree transition points, as for GC in
Section 4.3.6.2. However, this calculation can also be executed for any other number of
reconstructed symbols, taking into account the used degree in each case. In particular,
the expected (maximum) number Kn of packets/codewords which has to be received in
order to reconstruct all n distinct original symbols can also be calculated. Therefore, the
effects of the use of different degrees for a fixed number of already reconstructed symbols
can be compared with each other for example. This is used particularly in Section 5.2.2.
For BCGC, Equation (5.3) starts at r = 1, instead of r = 0 as for GC, since each node
has already stored its own symbol as reconstructed symbol at initialization. Figure 5.3
shows the expected (maximum) number ∆Kd = Kd − Kd−1 of required codewords of
degree d for n= 256 nodes. For this purpose, only the results for the degree transition
points are calculated and the results for lower degrees are subtracted in each case.

5.2.2 Delayed Increase of Codeword Degree

For the GC degree function, only the required number of received packets/codewords
to reconstruct a certain number of symbols is considered and minimized. The degree is
increased if an increase is advantageous for the required number of packets. However,
according to Section 3.1 the resulting latency has to be considered as well. Latency
is not only influenced by the required number of received packets but also by the
transmission time of a packet. Therefore, stochastic estimations combined with the
packet transmission time for a packet of a given degree are used next. These estimate
whether an indicated degree increase is beneficial also under consideration of the new
package size. This approach is relevant and, thus, applied only in the case of dynamic
packet sizes. Here, the expected maximum number of packets/codewords that would
still have to be received if only the previous degree d was used is calculated. Then, it is
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multiplied by the transmission time of such a degree-d-packet for each degree increase
from d to d + 1 specified by the used degree function. The result is compared with
the corresponding expected maximum number of packets/codewords of degree d + 1
multiplied by the transmission time of a degree-(d+1)-packet. An increase in the degree
which is specified by the degree function should only be executed if a higher degree d+1
provides the better result in this comparison. Otherwise, the degree increase should be
delayed and be checked again at the next number of reconstructed symbols. The degree
function will then again suggest a higher degree than the current degree. In short,
estimations are used which delay the increase of the degree if this is advantageous. The
stochastic approach presented here can be applied to any underlying degree function. It
only requires the current number of reconstructed symbols at which a degree transition
is now to be checked and the currently used degree. In the following, the presented
stochastic approach will be applied to the GC degree function. If the degree of a packet is
increased by 1, a further ID is added to the packet header, i.e. the packet size is increased
by 2 Bytes, see Section 5.4. At a data rate of 250 kbit/s, this increases the transmission
time of a packet by 0.064ms. For the estimation of the required number of received
packets, Equation (5.6), which is described next, is used. The following Equations (5.5)
and (5.6) were derived in the same way as Equations (4.16) and (4.17), but adapted
to the situation considered here. Let X r be a discrete random variable denoting the
number of packets/degree-d-codewords which have to be received by a node until one
further symbol can be reconstructed, i.e. until the next distance-1-codeword has been
received by the considered node. Each of the X r , with r ∈ [0; n− 1], is geometrically
distributed with parameter p = pDist1(r, d). Then, the expected value for X r is

E[X r] =
1

pDist1(r, d)
=

�

n
d

�

�

r
d − 1

��

n− r
1

� , (5.5)
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if all symbols have the same probability to be contained in a packet/codeword. Thus,
here, an expected number of E[X r] packets/codewords has to be received to reconstruct
one further symbol if r symbols have already been reconstructed by the considered
node. To calculate how many packets/codewords E[#packets] have to be received on
average in order to reconstruct all remaining n− r̂ original symbols, the expected value
E[X r] for every possible remaining r̂ has to be summed up, i.e.

E[#packets] =
n−1
∑

r=r̂

E[X r]
eq. (5.5)
=

n−1
∑

r=r̂

�

n
d

�

�

r
d − 1

��

n− r
1

� . (5.6)

For more detailed stochastic background information, see Section 4.3.6.2. In the stochas-
tic approach described here, the value E[#packets] is calculated via Equation (5.6) for
d and for d + 1. The respective value is, then, multiplied by the associated packet
transmission time. Subsequently, the results are compared. Then, it can be decided
whether the desired degree at the point under consideration should be increased from
d to d + 1 or whether a degree increase should be delayed until later. Here, codewords
of distance > 1 are not discarded like codewords of distance 0 but are stored in the
waiting list with the option to be decoded later. Therefore, again, the expected value
calculated via Equation (5.6) represents the expected maximum number of required
packets/codewords to be received.

This stochastic approach results in the degree function which is depicted in Figure 5.4
when applied to the GC degree function with n= 256 nodes/symbols. It can be seen
that the desired degree for a codeword to be received next is increased with a delay
especially when there are already many reconstructed symbols in the considered node,

116



5.2 Degree of Codewords for Transmission

i.e. in the later course of the data dissemination process. Furthermore, it can be seen
that the degree does not increase to the maximum possible degree, which would be 256
in the considered case. Thus, in order to achieve a lower latency, it can be reasonable
not to use the maximum possible degree. This insight is implemented in Section 5.2.4
by limiting the degree and evaluated in Section 7.1.1.2.

5.2.3 Degree Functions with a Greater Slope

If all symbols had the same probability of being included in a codeword, the GC degree
function could be used to determine the optimal degree to be received next depending
on the current number of reconstructed symbols in the considered node. If this optimal
degree was then used for all packets sent to the node, the node could reconstruct as
many symbols as possible immediately after reception as the optimal degree maximizes
pDist1(r, d) in Equation (5.1) per definition. Furthermore, Equation (5.4) could be used
to calculate the expected (maximum) number of packets/codewords which has to be
received. If dynamic packet sizes are used and not only the required number of packets
but also the latency should be considered, the approach from Section 5.2.2 could also
be used to estimate when and finally to which extent the codeword degree should be
increased. In a realistic system, however, the probabilities of the symbols used to create
a codeword are not uniformly distributed. A node can use only those symbols for the
creation of a codeword which it has already reconstructed. Thus, especially in a static
network or in a system with a low degree of nodes’ mobility, symbols from the immediate
surroundings are received very frequently in the beginning. Symbols from distant nodes
are received much later. In the case of a low degree of nodes’ mobility and a not extremely
high node density in the network, only the same symbols are contained in codewords
repeatedly, especially in the beginning. Therefore, many redundant packets/codewords
are received after the first few symbols have been reconstructed. As a consequence, the
probabilities pDist1(r, d) calculated via Equation (5.1) do not necessarily equal the real
probabilities. Let r be a considered small number of reconstructed symbols and d a
degree previously determined by maximizing Equation (5.1), i.e. by using the GC degree
function. Then, the actual probability pDist1(r, d) is lower than the probability calculated
via Equation (5.1). In addition, if a degree d given by the GC degree function is used, the
real probability of receiving a degree-d-codeword as a redundant distance-0-codeword
is higher than the probability pDist0(r, d) computed analogously to Equation (5.1). This
means, if there are only few reconstructed symbols in a considered node and if the
neighboring nodes use the GC degree function to choose their respective desired degrees,
the probability that the node creates a packet that contains a distance-0-codeword for a
considered neighbor is increased compared to an idealized model scenario. For a higher
degree d̂ than the degree d recommended by the GC degree function at a considered
number of reconstructed symbols, the actual probability pDist1(r, d̂) may be larger than
pDist1(r, d) in these cases. The GC degree function, thus, may provide a degree d which
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is too low for the respective number of reconstructed symbols. Increasing the degree
earlier than recommended by the GC degree function may be beneficial. In order to
decrease the probability of receiving a distance-0-codeword and increase the probability
of receiving a distance-1-codeword instead, the node can increase its desired degree
compared to the degree specified by the GC degree function. This means, the node
can use a degree function with a greater slope than the GC degree function. If the
degree is chosen according to the GC degree function or, as for GC, according to the
expected maximum number of received codewords via Equation (5.4), more redundant,
unnecessary codewords arrive than predicted. Therefore, usually more codewords have
to be received in reality to reconstruct a certain number of symbols than specified by
Equation (5.4). Thus, the estimation for Kd via Equation (5.4) is also not valid, and the
decision whether a degree should be increased with a delay using the approach from
Section 5.2.2 is not reliable. However, the higher the degree of mobility or the higher
the density of the network, the better the mixing of the distinct symbols. Then, the
symbols’ probabilities to be included in a codeword are more uniform, which means
Equations (5.1) and (5.4) and the stochastic estimations from Section 5.2.2 become
closer to reality. In addition, the increasing number of reconstructed symbols in a
node supports this effect since exactly these symbols are available for the creation of a
codeword.

Depending on the dynamics, density, and especially the number of reconstructed
symbols in a considered node, weaker or stronger deviations from the GC degree
function should be made. Thus, the desired degree should be increased earlier than
suggested by the GC degree function. In the case of a deviation from the GC degree
function and an earlier increase of the desired degree to reduce the probability of
receiving a distance-0-packet, the degree should not be increased too early. Otherwise,
the degree of a received codeword which fulfills the node’s desired degree will be too
high for the respective number of reconstructed symbols. Thus, the received codeword
will be a distance->1-codeword for the considered receiving node. Received codewords
with a distance > 1 cannot be decoded immediately, and it is, hence, not possible to
reconstruct a new symbol directly after the reception of the respective codeword. This
contradicts the goal of reconstructing a given number of symbols by a node with as
few transmissions/received codewords as possible. In the worst case, only codewords
with a certain distance > 1 were and are received by a considered node due to their too
high degrees. Then, decoding via XOR is not possible and decoding in the considered
node comes to a complete standstill. Assume a node is missing exactly 2 of 256 existing
symbols, for example. If the node then requests a desired degree of 256 and receives
corresponding codewords from its neighbors, these codewords will always have a
distance of 2 for the considered node. As a consequence, the node will never be able to
decode these codewords, no matter which symbols are included. Thus, deviating from
the GC degree function can reduce the probability of receiving a distance-0-packet, but
increasing the degree too early reduces the decodability at the receiver.
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In the later course of a data dissemination process, when many symbols have already
been reconstructed in a considered node, all symbols have approximately the same
probability of being included in a codeword by the node. Equations (5.1) and (5.4),
therefore, reflect reality again more and more accurately. The degree function should,
thus, transition back to the the GC degree function, which then maximizes the probability
of receiving distance-1-codewords and minimizes the required number of received
packets to reconstruct a certain number of symbols. However, based on the insights
from Section 5.2.2 and the fact that latency should also be taken into account here, it is
to be expected that not using the maximum possible degree can provide better results
than a pure transition to the GC degree function. This aspect will be addressed in more
detail in the following separate Section 5.2.4 and will be evaluated in Section 7.1.1.2.

Finding a common solution for all nodes is a challenge and does not necessarily have to
be possible. Due to the dynamic dependencies within the system, a solution can be good
for one node and due to existing interdependencies, however, worsen the state of another
node. Additionally, for any chosen scenario, especially for any degree of nodes’ mobility
or node density in the network, and any considered performance metric, a different
optimum degree function is possible. For this reason, the evaluations in Section 7.1.1.1
analyze the impact of different slopes of the degree function using the default simulation
settings specified in Section 6.2.2. Among these, the degree function which performs
best under the considered conditions is then used for subsequent evaluations.

Overall, the degree function used here for BCGC is adapted to the current state
of the network by each node requesting a desired degree for a next codeword to be
received based on the symbols it has already reconstructed. The associated neighbors
then send codewords of the most suitable degree to the requests they have received.
However, the symbols reconstructed in a node are strongly influenced by the observed
density and dynamics in the node’s surroundings, as described earlier. In contrast to
the GC approach in [Kam+06b; Kam+06a], the degree of codewords for transmission
is dynamically adapted to the situation and not set in advance using fixed transition
points only depending on the number of elapsed rounds.

5.2.4 Upper Bound for Codeword Degree

Here, the IEEE Std 802.15.4 [IEE06], which is described in detail in Section 3.2, is
chosen for the specification of the communication on physical and MAC layer. In order to
meet the specifications of IEEE Std 802.15.4 concerning packet sizes, see Section 3.2.2,
the BCGC frame must not exceed 116 Bytes. For details on the BCGC frame structure,
see Section 5.4. If the GC degree function or a degree function with a greater slope
which at some point transitions back to the GC degree function is used, the desired
degree is between 1 and n in the case of n nodes/symbols. However, with for example
n = 256 nodes/symbols, a packet which contains a codeword of degree n and necessary
information for decoding would exceed the IEEE Std 802.15.4 packet size specifications.
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For this reason, it is necessary to limit the maximum possible degree depending on
the used payload size by a suitably chosen upper bound maxDeg. This not only avoids
large packets with codewords of very high degree but also reduces the size of packets
with codewords of lower degree as certain fields in the packet header become shorter.
With a payload size of, for example, 20 Bytes and n = 256 nodes/symbols, a maximum
codeword degree of 46 can be used to comply with the packet size restrictions of IEEE
Std 802.15.4, see Section 5.4.

Generally, it is possible to use static or dynamic packet sizes. Some applications
require static packet sizes, for others applications, dynamic packet sizes can be used.
When using static packet sizes, a codeword packet is filled with zeros to meet a specified
fixed size. In contrast, only relevant information is included in a packet in the case of
dynamic packet sizes, which may result in smaller packets. Here, the size of a created
BCGC packet depends on the degree of the contained codeword. In general, if the packet
size is smaller, the transmission time will be shorter. Thus, smaller packets have a lower
probability of collision, and enable more successful transmissions per considered time
interval. Therefore, an algorithm may terminate earlier, and better results concerning
further performance metrics may be achieved. If a smaller upper bound maxDeg is
chosen, packets become shorter. Especially with static packet sizes, this can have a big
impact since in this case, packets have the same fixed size from the very beginning.
For dynamic packet sizes, the difference is also noticeable, but only once the bound
maxDeg would be exceeded in an approach without the presence of an upper bound.
For the evaluations in Sections 7.1 and 7.2, the focus is on dynamic packet sizes and
static packet sizes are only used if necessary.

From the moment the degree would exceed maxDeg without the bound, fewer distance-
1-codewords and more redundant distance-0-codewords will be received by limiting
the degree by maxDeg than without a deviation from the ‘optimal’ degree function.
Therefore, more packets are needed to reconstruct the remaining respective numbers
of symbols if an upper bound maxDeg is used. An estimation of the required number
of packets can be calculated using Equation (5.6) from Section 5.2.2, assuming that
all symbols have the same probability of being included in a codeword. Without a
bounded degree and after having reconstructed n− 1 symbols, the considered node’s
desired degree is n, see Equation (5.2). If this is fulfilled by the neighboring nodes, i.e.
a codeword of degree n is sent, only exactly this one more codeword has to be received
to be able to reconstruct the last symbol. By contrast, in the case of for example n = 256
and maxDeg= 46, an expected maximum number of about 6 packets/codewords still
has to be received for the last symbol, according to Equation (5.6).

Especially towards the end of the data dissemination process, all symbols have an
approximately equal probability to be contained in a codeword. Thus, Equations (5.1)
and (5.4) and the stochastic estimation from Section 5.2.2 reflect reality more and more
accurately. When almost all symbols have been reconstructed by each node, the GC
degree function returns a degree which theoretically minimizes the required number
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of packets/codewords to be received. If the codeword degree is limited by maxDeg,
more packets may be needed, but packets become shorter. This aspect has already
been considered in Section 5.2.2. There, an approach is presented which suggests to
increase the degree only if the estimated required number of packets of the new degree
multiplied by the new packet transmission time yields a better result than without
the degree increase. It can, thus, be advantageous to limit the degree not only in
order to comply with the packet size specifications but also with regard to latency. In
Section 5.2.2, an example of 256 nodes/symbols and a payload size of 20 Bytes is
considered. There, a correspondingly calculated estimate suggests that only a maximum
degree of 35 should be used if the lowest possible system/node latency is to be achieved,
see Figure 5.4.

In general, the given payload determines the range within which maxDeg can be
chosen. To sum up, the smaller maxDeg is chosen, the smaller the packet sizes become
but the more packets have to be received to reconstruct a certain number of symbols.
An optimal upper bound maxDeg with respect to latency will, thus, be somewhere
in between for a considered scenario. In addition, especially in the case of collision-
prone transmissions, the use of maxDeg< n can improve not only the latency but also
reduce the number of sent packets. Depending on the addressed performance metric,
a different maxDeg may be found to be optimal. Overall, results will differ depending
on the payload and given conditions, such as the degree of nodes’ mobility due to the
different speed of spreading the symbols across the network. For this reason, the general
effects of different bounds maxDeg will be evaluated in Section 7.1.1.2 under the default
settings described in Section 6.2.2.

5.3 Composition of Codewords for Transmission

Especially in the case of a low degree of nodes’ mobility or a low node density, the n
existing distinct symbols do not have the same probability to be included in a codeword
in the beginning of a data dissemination process. Therefore, more distance-0-codewords
and fewer distance-1-codewords are received than theoretically expected, for example,
when using the GC degree function. In addition, in the case of a limitation of the degree
by maxDeg < n, which is suggested in Sections 5.2.2 and 5.2.4, the ‘optimal’ degree
given by the respective degree function will not be fulfilled towards the end of the
data dissemination process. Even though this can reduce latency, more codewords may
have to be received since more distance-0-codewords and less distance-1-codewords
are received than if the degree was fulfilled. In order to be able to reconstruct the last
symbol, in particular, more packets/codewords have to be received than without the use
of an upper bound for the codeword degree. For these reasons, it may be reasonable
not to compose codewords randomly but to select symbols specifically. In this way, rare
symbols are spread more quickly through the network and fewer packets/codewords
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are required to reconstruct a given number of symbols. Regarding the symbol selection,
there are two approaches in BCGC, which are described in the following.

5.3.1 Specific Symbol Selection

In the case of GC, a node adds only its own symbol to a codeword randomly chosen from
its storage before transmission. As a consequence, however, the proposed codeword
degree for transmission cannot always be fulfilled with GC, since only the node’s own
symbol is added at most. For other approaches such as [Mun+07; Mun+08], sym-
bols/codewords randomly chosen from the node’s storage for received codewords are
combined for a codeword to be transmitted. In the case of BCGC, on the other hand, a
node can specifically compose a codeword for transmission in addition to an appropri-
ately chosen degree. This means, the symbols that are combined for the codeword are
specifically chosen. In this way, a degree determined for a codeword to be created next
is always met with BCGC. The intention of this approach is to preferentially forward rare
symbols so that they propagate through the network more quickly. Like the degree, the
symbols should be chosen in such a way that neighboring nodes receiving the packet are
likely to decode the contained codeword immediately after reception and to reconstruct
a further new symbol from this codeword. Codewords should, therefore, be composed
in such a way that they represent a distance-1-codeword for the neighbors with high
probability. In general, for BCGC, it is not reasonable to use d for a neighbor probably
profitable symbols in a packet/codeword for d ≥ 2. The neighbor will, then, most
likely not be able to decode this codeword immediately since it probably represents a
distance->1-codeword for the node. This can also be seen in Section 7.1.2.1.

In the case of BCGC, a node can reconstruct at most 1 symbol by receiving a packet
and decoding the contained codeword. For this reason, exactly one symbol is selected
specifically here and all other symbols are chosen randomly when creating a codeword.
Furthermore, the degree given by the suggested degree function is taken into account.
Among all reconstructed symbols available for the creation of a new codeword, the
symbol with the highest probability of being profitable for the neighbors is determined
as the specifically selected symbol. Here, a symbol being profitable for a node means
it has not been reconstructed by the considered node yet. For this purpose, each node
collects information about how often it has already forwarded or received a considered
reconstructed symbol. If a node re-transmitted a symbol before, it assumes that its
neighbors are more likely to have already reconstructed this symbol than a symbol it
has not re-transmitted yet. If the symbol was not generated by the node itself, the node
originally received the symbol from at least one of its neighbors in the case of a static
network or a low degree of nodes’ mobility. Thus, at least one of the neighbors will
probably know this symbol nevertheless. However, the expected number of neighbors
who already know this symbol will be less than if the node already transmitted the
symbol via broadcast. For this reason, the node chooses a symbol which it has never
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sent or a symbol which it has sent least often. If this applies to more than one symbol,
the node chooses the symbol it has received least often.

By specifically adding one symbol as described before, rare symbols are more likely to
be integrated into a codeword than symbols which are already frequently present in the
vicinity of the considered node. Especially when only few symbols have already been
reconstructed in the nodes and, thus, only few symbols are available for the creation
of a new codeword, it is profitable to specifically select a rare symbol. In this case, the
individual symbols have an unequal probability to be included in a codeword. Thus, the
probability to send a redundant distance-0-codeword to the neighbors in the case of
random symbol selection and a not highly dynamic system is increased compared to
idealized model conditions. If codewords are specifically composed, fewer redundant
packets/codewords are sent and rare symbols propagate through the network more
quickly. However, since not all neighbors will still need the one specifically selected
symbol, it is beneficial to choose the codeword degree appropriately.

With the chosen degree function as described in Section 5.2, there is no deterministic
adaptation to the current degree of the nodes’ mobility or the node density in the network.
These two properties of the network influence strongly how evenly the probability of
the symbols to be contained in a codeword is distributed, especially if nodes have
reconstructed only few symbols each. Thus, they decide to what extent a degree given
by a degree function which only takes into account the number of already reconstructed
symbols in a node is suitable. In order to mitigate a possibly uneven distribution of
the probabilities of the symbols, codewords are specifically composed by preferentially
selecting one rare symbol at a time in the approach presented here. Thus, this approach
is introduced to compensate for a low degree of nodes’ mobility or low node density.
In the case of a static network or a low degree of nodes’ mobility, a node can gather
information about the neighborhood and then create specific packets for the neighboring
nodes. In the case of a highly dynamic system, information about the neighborhood does
not provide any benefit since the neighborhood may already be completely different
by the time the next packet is created. If symbols are specifically chosen in order to be
suitable for the neighbors and the neighborhood changes, there is no relation between
the collected information and the neighboring nodes. Consequently, the specifically
selected symbols are as profitable as randomly chosen symbols and, therefore, do not
cause any damage. In the case of a dynamic system, however, the probability of the
symbols to be included in a codeword is more evenly distributed already early in the
dissemination process. As a consequence, the given degree function alone, which is
designed for random symbol selection with approximately equally probable symbols,
ensures that the probability of distance-1-codewords arriving at a node is maximized. In
the case of a static network or a low degree of nodes’ mobility or a not highly dynamic
network with a low node density, however, specifically selected symbols are profitable.
Particularly in this situation, the probabilities of the symbols are not evenly distributed
so that especially rare symbols take a long time to traverse the network. This aspect is
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now compensated by the specific composition of codewords for transmission.
In addition, especially in the case of a limitation of the degree by a chosen upper

bound maxDeg< n, it is also beneficial to integrate a specific symbol into the codeword
instead of using only random symbols. This bound is only reached in the later course of
the dissemination process, so that all symbols then already have a similar probability of
being included in a codeword. However, due to the limit of the degree, a lower degree
is used than recommended for an ‘optimal’ required number of received packets. For
this reason, in the case of random symbol selection, more distance-0-codewords would
be received than without the reduction of the degree, see also Section 5.2.4. This can
also be improved by a specific symbol selection as described here.

Due to the dynamic interdependence of degree function, symbol selection, and en-
vironmental conditions, these are difficult to separate analytically and are, therefore,
studied via evaluations in Sections 7.1 and 7.2. An evaluation of the impact of a random
symbol selection, a specific selection of exactly one symbol as described here, and a spe-
cific selection of all used symbols is presented in Section 7.1.2.1. In principle, it would
be possible to try to compensate for the uneven symbol selection and the resulting high
percentage of received distance-0-codewords by simply adjusting the degree function
and selecting symbols randomly. However, this degree function can have to be quite
different depending on conditions such as the degree of nodes’ mobility or the node
density and, thus, can even have to vary for nodes within a network. Therefore, an
optimum may only be found for a specific considered situation. This optimum is, then,
not necessarily optimal for other conditions. For this reason, a second complementary
approach was chosen here to compensate for the non-uniform symbol selection, the spe-
cific codeword composition. Using this approach, rare symbols are used preferentially,
thus, aiming for a more uniform symbol selection. However, only estimates can be made
here which symbols might be profitable for the neighbors. For a low degree of nodes’
mobility, this estimation will be profitable but is, however, still only an estimation and
will not apply for each neighbor. Thus, it is reasonable to have chosen a suitable degree
function as a basis. The higher the degree of nodes’ mobility, the more the estimations
can deviate from reality and, thus, be equally well or poorly suited as randomly chosen
symbols. In this case, the chosen degree function is crucial.

5.3.2 Requested Desired Symbol

Besides the proactive approach described in Section 5.3.1 to specifically compose a
codeword, BCGC also provides the possibility to use a reactive approach concerning
the symbol selection. Instead of estimating which symbols are likely to be beneficial
to the neighbors, this second approach involves responding to a request for a desired
symbol from the neighbors. If a node is missing only one symbol and a limitation of
the degree by maxDeg < n is used, with BCGC, a node can request the last symbol it
has not yet reconstructed. For this purpose, the node adds the ID of the missing symbol
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to its packet header. However, this increases the packet size by 2 Bytes and, thus, the
packet transmission time by 0.064 ms. A neighbor sends the most frequently requested
symbol since its last packet transmission which it has already reconstructed as one of
the d symbols in its next codeword/packet. As soon as the node’s request is fulfilled by a
neighbor, the node only needs exactly this packet/codeword to be able to reconstruct its
last missing symbol, just as if it had received a degree n codeword. Often, nodes within a
node’s vicinity are missing the same symbols as the considered node. Thus, if a neighbor
combines all received requested symbols in one packet, this may be worse for nodes
which are still missing more than one symbol as the codeword then probably represents
a distance->1-codeword for them. If only one of the desired symbols is used for the
codeword, the probability that those nodes can decode the codeword and reconstruct
the other node’s desired symbol as well is higher. If the goal was that only one node or
few nodes should be completed as fast as possible, combining all desired symbols could
be beneficial. However, since all nodes should be able to decode a received packet with
high probability immediately after reception here, the previously described approach
was focused.

For this described approach of requesting a desired symbol, larger packets are needed
to request a symbol. On the other hand, the approach can reduce a node’s required
number of received packets/codewords to reconstruct all original symbols. The original
goal of this approach was to accelerate the reconstruction of the last missing symbol of
a node, if a degree restriction by maxDeg is used, in order to improve the system latency.
However, even without using a desired symbol, with for example maxDeg = 46 and
256 symbols, only an expected maximum number of about 6 packets/codewords has to
be received to reconstruct the last symbol, see Section 5.2.4. Saving those 5 packets
corresponds to only about 2 percent of the absolute minimum required number of
received packets. Therefore, in this case, there is only a small potential for improvement
by using a desired symbol. More details are shown in the evaluation in Section 7.1.2.2.
The properties of the network itself have a much greater impact on system latency than
the last symbol to be reconstructed, see Section 7.1.1.

5.4 Data Packets in BCGC

As payload, a BCGC packet contains the created codeword, which is an XOR combination
of the symbols selected for the current packet. Here, a representation in Bytes is used. If
the size of an original symbol is b bits, the payload of a BCGC packet, i.e. the codeword,
has ⌈b/8⌉ Bytes since XOR retains the size. In order to be able to identify which symbols
have been combined in the codeword, i.e. to be able to decode the codeword, the IDs
of the symbols combined via XOR have to be specified in the packet header. Here, IDs
are assumed to be 16-bit short addresses as explained in Section 3.2.2. In the case
of BCGC, the degree of a codeword is limited by maxDeg, so a maximum number of
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maxDeg different symbols can be included in a codeword. Depending on the number of
used symbols, the listing of the IDs, therefore, requires up to maxDeg · 2 Bytes. In the
case of dynamic packet sizes, the packet header must contain the codeword degree in
order to be able to determine the size of the ID field. This requires ⌈log2 maxDeg⌉ bits,
with maxDeg≥ 2. Furthermore, the node which generates the packet adds its current
desired codeword degree to the packet header. Due to the degree limitation by maxDeg,
⌈log2 maxDeg⌉ bits are necessary for this purpose as maxDeg≥ 2. In addition, the ID of
the node’s requested symbol is added to the packet header when the node is missing
only one symbol and if the approach of a requested desired symbol is used. In this case,
additional 2 Bytes have to be included in the header later on in the simulation. The
bit/Byte values given here refer to the usage of dynamic packet sizes. In the case of
static packet sizes, the packet degree can be omitted in the packet header. However,
the specification of the contained symbols always needs exactly maxDeg · 2 Bytes when
using static packet sizes. In addition, it is necessary to take into account the required
space of 2 Bytes in the header for the ID of the node’s requested symbol from the very
beginning if the approach of a requested desired symbol is used. Assuming a 16-bit
short address, a BCGC frame, thus, contains:

• the used codeword degree if dynamic packet sizes are assumed (⌈log2 maxDeg⌉ or
0 bits),

• the IDs of the symbols which have been combined in the codeword (≤maxDeg · 2
Bytes),

• the desired codeword degree of the node (⌈log2 maxDeg⌉ bits),

• the ID of the node’s requested symbol if the approach of a requested desired
symbol is used, which is only sent when the node still has to reconstruct one
symbol or in the case of a static packet size (2 or 0 Bytes), and

• one codeword (payload) (⌈b/8⌉ Bytes).

The total packet size has to be rounded up to the next Byte since the PHY payload can
only be specified in Bytes according to IEEE Std 802.15.4 [IEE16b], as already explained
in Section 3.2.2. In the case of dynamic packet sizes, the total BCGC frame overhead
is between 2+ ⌈2 · ⌈log2 maxDeg⌉/8⌉ Bytes and maxDeg · 2+ ⌈2 · ⌈log2 maxDeg⌉/8⌉+ 2
Bytes, depending on the degree d ∈ [1; maxDeg] of the contained codeword and if the
approach of a requested desired symbol is used. Assuming the smallest reasonable
maximum degree of maxDeg= 2 and a codeword degree of 1, which causes the lowest
possible overhead, the total BCGC frame overhead is 1 · 2+ ⌈2 · ⌈log2 2⌉/8⌉= 3 Bytes.
Therefore, the minimum total BCGC frame overhead is 3 Bytes, regardless of the
number of nodes/symbols in the system. The relative overhead is between (1 · 2 +
⌈2 · ⌈log2 maxDeg⌉/8⌉)/⌈b/8⌉ and (maxDeg · 2 + ⌈2 · ⌈log2 maxDeg⌉/8⌉ + 2)/⌈b/8⌉. In

126



5.4 Data Packets in BCGC

log2maxDeg or 0 bits 𝑑 ⋅ 2 Bytes (≤ maxDeg ⋅ 2 Bytes) log2maxDeg bits 2 or 0 Bytes Τ𝑏 8 Bytes

≤ 𝑑 ⋅ 2 +
2 ⋅ log2maxDeg

8
+ 2 Bytes Τ𝑏 8 Bytes

BCGC Header BCGC Payload

Degree of CW IDs Desired Degree
ID of Requested 

Symbol
Codeword

Fig. 5.5: BCGC frame format

the case of maxDeg= 46, at the beginning of the BCGC process, i.e. with a codeword
degree of 1, there are 4 Bytes of total BCGC frame overhead. For maxDeg = 46 and
a codeword degree of 6, which is used until about 1/3 of 256 existing symbols have
been reconstructed, the overhead is 14 Bytes. If less than 3% of the 256 symbols are
missing and maxDeg = 46, the maximum degree is used as codeword degree. Then,
the total BCGC frame overhead is 94 Bytes, and 96 Bytes if only one symbol has to be
reconstructed and the approach of a requested desired symbol is used. However, such
a high degree is used only for a few packets. Crucial about BCGC packets is that the
overhead does not increase linearly with the number of nodes/symbols n as it does for
RLNC. Instead, the overhead is limited via the maximum degree maxDeg, which can be
chosen arbitrarily between 2 and n. For this reason, given packet size constraints can
easily be met with BCGC. If a lower maximum degree is chosen, packets are significantly
smaller, but more packets have to be received to reconstruct all n symbols.

The structure of a BCGC frame, which contains a degree-d-codeword and represents
the MAC Data Payload of Figure 3.2, is depicted in Figure 5.5. Please note that the
proportions in the figure do not reflect the actual size ratios here.

Considering physical and MAC layer, an IEEE Std 802.15.4 data packet has an overhead
of 17 Bytes, see Section 3.2.2. A BCGC packet consists of the physical and MAC layer
overhead and the BCGC frame. Thus, a packet’s total overhead is between 17 + 1 ·
2+ ⌈2 · ⌈log2 maxDeg⌉/8⌉ Bytes and 17+maxDeg · 2+ ⌈2 · ⌈log2 maxDeg⌉/8⌉+ 2 Bytes
in the case of dynamic packet sizes if the approach of a requested desired symbol
is used. Since the minimum BCGC frame overhead is 3 Bytes, a packet’s minimum
total overhead is 20 Bytes if physical and MAC layer overhead and the BCGC frame
are considered. This means, IEEE Std 802.15.4 BCGC packets are at least 20 Bytes
in size. With a data rate of 250 kbit/s, the transmission time of a 20-Byte-packet is

20 Bytes
250 kbit/s = 0.64ms. An IEEE Std 802.15.4 PHY Packet is restricted to a maximum of
133 Bytes, see Section 3.2.2. When considering a data rate of 250 kbit/s, the maximum
transmission time of an IEEE Std 802.15.4 data packet, i.e. the transmission time of a
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133-Byte-packet, is 133 Bytes
250 kbit/s = 4.256 ms.

Due to the 17 Bytes of overhead considering physical and MAC layer, 116 Bytes
are available for the BCGC frame to stay within the specifications of the standard.
Of these 116 Bytes between 1 · 2+ ⌈2 · ⌈log2 maxDeg⌉/8⌉ Bytes and maxDeg · 2+ ⌈2 ·
⌈log2 maxDeg⌉/8⌉+ 2 Bytes are needed for the BCGC header in the case of dynamic
packet sizes if the approach of a requested desired symbol is used. The remaining Bytes
can be used for payload or be omitted.

Discussion of Usefulness For BCGC, a maximum degree maxDeg = 1 will not be
considered. In this case, symbols would only be sent in a non-encoded form as with
NoCoding but would have the BCGC overhead instead of the shorter NoC overhead. If
only degree-1-codewords are to be sent throughout a simulation run, NoC should, thus,
be preferred. A maxDeg of at least 2 is, therefore, considered in the case of BCGC. This
means, codewords consist of one symbol for a short time at the very beginning and of at
least two symbols during the remaining course of a simulation run. In principle, it would
be possible to send d NoC packets one after the other instead of one degree-d BCGC
packet. Sending only a degree-d BCGC packet instead of d NoC packets may save Bytes
on the IEEE Std 802.15.4 packet header but mainly saves on the payload/codeword.
In the case of d NoC packets, d times a payload (a symbol) is sent. By contrast, the
payload is sent only once and still includes all d symbols in the case of a degree-d BCGC
packet. The size of the BCGC payload is the same as the size of one NoC payload since
the result of an XOR combination of symbols has the same size as a single symbol. The
gain of coding therefore refers to the payload/codeword. However, with the BCGC
packet, some additional header information is needed as described in Section 5.4. Here,
the specification of the included IDs is the same for d NoC packets as for one degree-d
BCGC packet. As a consequence, no Bytes are saved with respect to the IDs in the header.
In the following, it shall be determined until which payload size it only makes sense
to use concatenated NoC packets. This is the case if d NoC packets have together a
smaller size than one corresponding BCGC packet. These d NoC packets also provide in
principle up to d different symbols, instead of only 1 symbol, and no additional encoding
and decoding effort is required. Beyond this value, BCGC could be beneficial. When
considering d IEEE Std 802.15.4 NoC packets and a degree-d IEEE Std 802.15.4 BCGC
packet, it can be derived from Section 4.1.3 and Section 5.4 that

1 BCGC packet
!
< d NoC packets (5.7)

⇔⌈2 · ⌈log2 maxDeg⌉/8⌉ Bytes
!
< (d − 1) · (17+ ⌈b/8⌉) Bytes, (5.8)

with 17 Bytes of IEEE Std 802.15.4 packet overhead considering physical and MAC layer
and a payload size of ⌈b/8⌉ Bytes. With a theoretical payload of 0 Bytes, the maximum
possible degree that still fits into an IEEE Std 802.15.4 packet is 56. Considering a
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larger maxDeg than 56 is, therefore, not necessary here. A lower maxDeg results in a
lower BCGC overhead. In this case, d NoC packets already become larger than the
corresponding degree-d BCGC packet, which means BCGC can possibly be beneficial, at
a lower payload. Thus, using maxDeg= 56, Equation (5.7) can be transformed to

2 Bytes
!
< (d − 1) · (17+ ⌈b/8⌉) Bytes. (5.9)

This equation is always fulfilled, which means that a concatenation of d whole NoC pack-
ets does not have to be preferred to a degree-d BCGC packet. Alternatively, it would also
be possible to place several NoC frames one after the other within one IEEE Std 802.15.4
packet so that the IEEE overhead does not affect the comparison. For a fair comparison,
the ‘packet degree’ then also has to be specified for the concatenated NoC frames, which
requires additional ⌈⌈log2 maxDeg⌉/8⌉ Bytes in the header. Equations (5.7) and (5.9)
then transform into

⌈2 · ⌈log2 maxDeg⌉/8⌉ Bytes
︸ ︷︷ ︸

≤2 Bytes

!
< (d − 1) · ⌈b/8⌉+ ⌈⌈log2 maxDeg⌉/8⌉ Bytes. (5.10)

The degree of generated codewords grows to maxDeg during a simulation run and
maxDeg≥ 2, so the average degree sent does not remain at 1. Therefore, only degree
d ≥ 2 codewords are discussed here. It can easily be seen from Equation (5.10) that
the higher the degree d of a BCGC codeword is, the smaller is the payload above
which d concatenated NoC frames are no longer smaller than a corresponding degree-
d BCGC frame i.e. above which BCGC can possibly be advantageous. The overhead
of d concatenated NoC frames is d · 2 + ⌈⌈log2 maxDeg⌉/8⌉ Bytes. For maxDeg = 56
and only degree-2 BCGC frames, the overhead of two concatenated NoC frames is 5
Bytes and the BCGC frame overhead is 6 Bytes. Already from a payload size of 1 Byte,
two concatenated NoC frames reach or exceed the size of one degree-2 BCGC frame.
Moreover, the degree of codewords continues to grow if maxDeg = 56 is used. For higher
degrees, the payload size from which d concatenated NoC frames reach or exceed the
size of one degree-d BCGC frame is less than 1 Byte. These results can also be seen
from Equation (5.10). Only in the case of maxDeg= 2, codewords do not grow beyond
a degree of 2. As mentioned before, for a lower maxDeg, the payload size is smaller up
to which d concatenated NoC frames are shorter or equal in length to a degree-d BCGC
frame. For maxDeg= 2 and degree-2-packets, however, two concatenated NoC frames
are already always bigger than one degree-d BCGC frame, regardless of the payload
size. Due to the payload and the constraints on packet size, typically a lower maxDeg
than 56 and usually also higher codeword degrees than degree 2 are used for BCGC.
Consequently, the size of a corresponding number of d concatenated NoC frames easily
exceeds the size of one degree-d BCGC frame. Mostly, there is no payload for which this
is not the case, so BCGC can in principle always be useful. Furthermore, in scenarios
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as addressed in Section 3.1, usually no payload sizes smaller than 1 Byte are used so
Equation (5.10) is mostly satisfied. Thus, BCGC can, in principle, be useful without any
drastic restriction. For a very small payload and restricted conditions, it will be better to
put d NoC frames one after the other instead of using a degree-d BCGC frame. However,
once the payload is realistically sized, d or more NoC frames usually do not fit in the
place of a BCGC frame in a packet due to the size. The degree d of a BCGC packet is
chosen to maximize the probability that a packet/codeword is a distance-1-packet for
the neighbors receiving it. If less than d symbols are used, i.e. less than d NoC frames
are concatenated, the probability that a receiver does not yet know exactly one of the
contained symbols is lower than for the corresponding degree-d BCGC packet. At the
same time, the probability that a neighbor receiving the packet already knows all of the
included symbols so that the packet is an unnecessary, redundant distance-0-packet is
higher than for the corresponding degree-d BCGC packet. Overall, it might be beneficial
to send k ≤ d concatenated NoC frames that just fit in the BCGC packet than k individual
NoC packets each with its IEEE Std 802.15.4 header. However, this would be a variant
of NoC. In addition, more packets of the size of a BCGC packet would be required since
the specified degree d usually cannot be fulfilled. The performance of BCGC compared
to NoC, especially regarding the required number of received packets to reconstruct a
certain number of symbols, is evaluated in more detail in Section 7.2.

5.5 Differences between BCGC and Growth Codes

In the following, differences between BCGC and GC are briefly summarized. Concerning
packet size, BCGC and GC differ only in the header size. In contrast to BCGC, GC no
longer list the individual IDs of the symbols contained in the respective codeword in the
header once a certain codeword degree has been reached. Instead, each of the n distinct
original symbols is assigned a bit in the header in advance which then indicates whether
the associated symbol is contained in the codeword. Since GC, unlike BCGC, do not
limit the degree, this listing requires exactly n bits for n nodes/distinct symbols in the
system. As a consequence, GC packet sizes do not scale well with increasing number of
nodes and GC packets can become very large. BCGC packet headers, on the other hand,
are independent of the number of nodes due to the limitation of the degree by maxDeg
and, thus, scale very well. As mentioned above, for GC, nodes use certain bits in the
header to indicate which symbol is included in the respective codeword and which is
not. With such an indication, a new node and, thus, a new symbol cannot be added to
the network without additional effort. With BCGC, however, it is no problem if a new
node is added later in the data dissemination process, assuming that the ID of the new
symbol is unique.

Unlike BCGC, GC only consider exactly one sink, which should eventually reconstruct
and store all distinct original symbols. Furthermore, GC are originally based on rounds,
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and it is assumed that each node transmits/receives exactly one packet/codeword
per round. For data exchange, the original GC only use unicast transmissions and
assume bidirectional data exchange. By contrast, BCGC perform physical layer broadcast
transmissions to all direct neighbors and bidirectional data exchange is not required.
Concerning the used MAC protocol, BCGC is not restricted to round based approaches
and multiple nodes can transmit at the same time.

In the case of GC, the sink has not yet reconstructed any symbol at the beginning. At
initialization, each node stores its own symbol in each storage space of its storage which
is used for data exchange. For the scenario considered here, the authors of GC suggest
to use ten storage spaces in each node, i.e. the own symbol of a node is stored ten times
per node. At initialization in the case of BCGC, each node has reconstructed its own
symbol and, therefore, only this symbol is stored in the node’s storage for reconstructed
symbols once.

For GC, the proposed degree for a codeword to be sent next starts at 1 and is always
increased by 1 after Kd rounds for d = 1, ..., n− 1. These degree transition points are
hard-coded into all nodes in advance, were set under idealized assumptions, and, in
particular, are not adapted to the used network or the state of the sink. In the case of
a low degree of nodes’ mobility and a not extremely high node density, only the same
symbols are contained in received codewords repeatedly in the beginning of a data
dissemination process. Therefore, many redundant packets/codewords are received
especially in the beginning. It is, thus, not possible to estimate before the start of
the dissemination process after how many rounds which number of symbols will be
reconstructed by the sink in order to choose a respective optimal codeword degree for
the sink. The number of elapsed rounds is, therefore, only a rough estimate of the
number of reconstructed symbols and can deviate greatly from the actual value. The
optimal degree to be received next at the respective point in time can, thus, also be
a completely different one. By contrast, in the case of BCGC, the desired degree of a
node, and hence the degree sent by a neighbor, is determined depending on the current
situation, i.e. on the current actual number of symbols reconstructed in the considered
node.

Furthermore, in the case of GC, the GC degree function is used as a basis for the
proposed degree using the mentioned estimation. By contrast, for BCGC, a degree
function with a greater initial slope than the GC degree function is used. This degree
function is applied to compensate for the uneven distribution of the probabilities of the
symbols to be included in a codeword in reality.

In the case of GC, the proposed degree starts at 1 and increases to the maximum
possible degree n if there are n nodes/distinct original symbols in the system. With
BCGC, on the other hand, the degree can be limited by a suitably chosen upper bound in
order to take into account not only the required number of received packets/codewords
but also the transmission time of the respective packets. Therefore, for BCGC, system
latency is considered when choosing the most suitable degree, but is not taken into
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account when determining the degree in the case of GC. Moreover, a GC packet header
has to indicate for each symbol whether it is included in the associated codeword or not
included. As a consequence, GC packets, in contrast to BCGC packets, become larger
and larger with increasing number of nodes/symbols n, since GC do not provide for
limiting the codeword degree.

In addition, in the case of GC, a node adds only its own symbol to a codeword randomly
chosen from its storage for received codewords for data exchange. A proposed degree
is, thus, not always fulfilled. Furthermore, neighboring nodes receive the node’s own
symbol with almost every packet in the case of a not highly dynamic system. Whereas
with BCGC, one symbol is selected specifically and all others are selected randomly
from the node’s storage of reconstructed symbols for the creation of a new codeword for
transmission. This means, a codeword is specifically composed and the predetermined
degree is always fulfilled with BCGC. Thus, BCGC can specifically decide on both degree
and symbol selection and takes into account the current state of the sink(s).

Due to the differences mentioned here, significantly more distance-0-codewords and
fewer distance-1-codewords are received with GC than with BCGC. As a consequence,
significantly more packets/codewords are required when using GC. Especially in static
networks or in the case of a low degree of nodes’ mobility and a not extremely high
node density, this can be observed. GC were specifically designed for highly dynamic
systems, which is a requirement for good performance of the GC algorithm. By contrast,
BCGC are well suited to static and dynamic systems due to their design.

After the differences between BCGC and GC have been listed, the differences between
BCGC and RLNC will be considered next.

5.6 Differences between BCGC and RLNC

In the following, differences between the procedure and features of BCGC and RLNC
will be briefly presented. The payload size is identical for RLNC and BCGC as, in both
cases, a codeword is as large as one original symbol. However, the size of the header is
different. If there are n distinct original symbols, n coefficients have to be included in a
packet header for RLNC, which require a total of n · log2 q bits in the case of GF(q). This
means, the RLNC packet size depends on the chosen Galois field GF(q) and the number
of nodes/distinct original symbols. The bigger the Galois field is or, especially, the more
nodes exist in the network, the larger an RLNC packet header becomes. RLNC packets
have the same size throughout the entire data dissemination process. By contrast, in the
case of BCGC, only the IDs of actually used symbols have to be included in the packet
header. This number of IDs, the codeword degree, can additionally be limited by an
upper bound. In this case, BCGC packets start with a codeword of degree 1, i.e. are
very small, and then grow with regard to the codeword degree only up to the chosen
upper bound. The size of the BCGC header then depends on this chosen upper bound
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and not on the absolute number of nodes. Thus, the BCGC header scales much better
than the RLNC header as the number of nodes in the network increases. In general, a
larger packet size implies a longer transmission time. Thus, it takes longer to transmit a
certain number of packets one after the other, and there may be a delay compared to
a procedure with shorter packet sizes. Furthermore, a longer transmission time also
implies a higher probability of collisions. Especially if there are many participants in the
system who want to transmit packets, it is advantageous if packets are shorter so that
the probability of collisions is lower.

For RLNC, a coefficient belonging to a respective original symbol has a predetermined
position in the packet header. As a consequence, a new node/symbol can only be added
to the network with additional effort in the case of RLNC. For BCGC, on the other
hand, the IDs of the used symbols are listed in the header, so that it is easy to add new
nodes/symbols to the system.

In the case of RLNC, original symbols and codewords can be used for encoding. Thus,
recoding is performed in intermediate nodes. In contrast, BCGC first decode and then
completely reassemble codewords in intermediate nodes. However, in the considered
system setup in Section 3.1, it is assumed that each node aims to gather all distinct
original symbols. Therefore, decoding in intermediate nodes is not unnecessary but
required.

Decoding in BCGC starts when a first packet/codeword is received. It is not necessary
to wait for linearly independent packets. By contrast, in RLNC, decoding is started
only when n linearly independent packets have been received. Then, all n original
symbols are reconstructed at once, unlike for BCGC which reconstructs symbols from
the beginning. Until n linearly independent packets are received, no symbol can be
reconstructed in the case of RLNC.

For BCGC, encoding and decoding is generally less complex than for RLNC as only
XOR operations are used instead of modulo calculation with an irreducible polyno-
mial and Gaussian elimination. In general, the XOR operation in BCGC seems to be
identical to linear network coding with the Galois field GF(2). However, BCGC does
not choose coefficients randomly like RLNC, but specifically. This would correspond
to intentionally setting the coefficients to 1 or 0 so that certain symbols are included
or omitted, respectively. Furthermore, in the case of BCGC, a certain degree is used,
i.e. only a certain number of symbols are combined with each other. A degree of 1 is
used at the beginning and then the degree increases in the course of the data dissem-
ination process for BCGC. The low degrees are necessary for the decodability in the
case of BCGC because, unlike RLNC, no Gaussian elimination is performed but only
decoding via XOR. The speed at which the degree is increased depends on the used
degree function and the state of the network. By contrast, for RLNC, the ‘degree’ can
be maximal, i.e. all symbols which were received in codewords before can be used for
each following linear combination. But coefficients can also be 0 by chance depending
on the chosen Galois field. The number of actually combined symbols corresponds to
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the number of coefficients which are not equal to 0. However, the larger the Galois
field, the lower the probability that a coefficient will have a value of 0. In general, all
previously received symbols and codewords of the node are used to create a new RLNC
codeword, i.e. symbols are not specifically selected. The Galois field, then, decides on
the coefficients and, thus, on the probability of redundancy. When using a larger Galois
field, fewer packets are sent/received that are linearly dependent from the previously
received packets, which corresponds to receiving less redundancy. Since initially only
a few symbols are known by an intermediate node, the ‘degree’ is small at first and
then becomes larger as the number of received RLNC packets increases. However, the
number of original symbols which can be combined and, thus, are combined grows fast,
especially in the case of a mobile network where often new symbols are contained in
the received packets/codewords. An RLNC packet, or more precisely the corresponding
linear combination, therefore quickly contains significantly more symbols than would
be the case with BCGC. An RLNC packet, therefore, has a lower probability of being a
redundant distance-0-packet for a receiver than a BCGC packet if the contained BCGC
codeword was composed only of random symbols. However, in order to compensate
for the increased redundancy due to the lower codeword degree in the case of BCGC,
redundancy is actively avoided by specifically selecting symbols in BCGC. To conclude,
depending on the chosen Galois field and the number of nodes/distinct original symbols,
RLNC may create larger packets than BCGC. However, fewer RLNC-packets may be
required to reconstruct all original symbols in a considered sink. In addition, the larger
the Galois field is, the less linearly dependent packets, i.e. unnecessary packets, are
received. Thus, even fewer packets have to be received to reconstruct all n original
symbols. However, at least n packets are always required for RLNC. Which of the two
procedures, BCGC or RLNC, is eventually better for which performance metric and, in
particular, under which settings is investigated by evaluations in Section 7.2.
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In this chapter, the simulation environment and the used default configuration for
subsequent evaluations is described comprehensively. The description of the simulation
environment in Section 6.1 includes implemented radio transmission schemes, MAC
protocols, initial topology, mobility models, patterns for node failures, and used energy
consumption model in Sections 6.1.2 to 6.1.7. Here, the concept is applied that all but
one parameter is chosen according to a given default configuration and the parameter
which is evaluated is variable. For this purpose, the default configuration of BCGC
process parameters and of relevant parameters relating to simulation settings are listed
and explained in Sections 6.1.8, 6.2.1, and 6.2.2.
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6.1 Description of Simulation Environment

The implemented network simulator models the behavior of n homogeneous nodes
that generate sensor data, create codewords and packets, transmit and receive packets,
process the data from received packets and decode contained codewords, and store
received data. For this purpose, wireless communication between direct neighbors is
simulated, including different radio transmission schemes and protocols which control
the nodes’ access to the shared medium. Starting from an initially set topology, movement
of the nodes is also implemented and can be enabled. How these individual aspects are
realized exactly and which options are available in each case is described here. Thus,
in this section, relevant details of the implemented network simulator are presented.
However, existing network simulators are listed first, including reasons for using an
in-house implemented network simulator.

6.1.1 Benefits of Own Network Simulator

For the evaluation of BCGC a network simulator was used. However, BCGC were also
run on a testbed, which is described in more detail in Chapter 8. A simulator is generally
useful before and in addition to an implementation on real nodes/a testbed for the
following reasons: First, to our knowledge, there are no testbeds with several hundred
or thousand homogeneous nodes communicating with each other which, in particular,
are also mobile and can adopt different degrees of mobility and movement patterns.
Thus, very large-scale networks of this kind can hardly be studied in a testbed so far.
Second, the position of nodes in a testbed is predetermined to a certain extent, so that
the density and topology cannot be changed arbitrarily and, in particular, nodes cannot
be placed randomly. If a certain large number of nodes is to be used, nodes in the
testbed are often very close to each other. Thus, even with the minimum adjustable
transmit power, only a densely occupied network can be considered. Furthermore, if
only some nodes within a certain area are selected for the own experiment in order to
reduce the node density, other experiments may be performed in parallel on the nodes
located between the used nodes. In this case, many unexpected and hard to predict
signal collisions can occur. Third, the availability of nodes in a testbed is limited in
time and a timely availability of nodes is not guaranteed. Reasons for this can be, for
example, extensive updates or maintenance work by the operator or experiments by
other users taking a long time. Planning and reservation are necessary and nodes are
not always available in the desired number or physical arrangement, especially not
repeatedly in direct succession. Fourth, as in any real-world system, environmental
influences can occur which affect the results and their comparability.

To conclude, the use of a network simulator is beneficial in order to analyze a con-
sidered procedure extensively in isolation and to compare its performance with other
procedures without environmental/hardware influences and under all possible desired
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conditions.
In general, there are multiple widely-used existing network simulators, such as ns-

3 [Hen+08; Pro21], MiXiM (OMNeT++) [Köp+08; Vik21], COOJA [Öst+07], Glo-
MoSim/QualNet [ZBG98; SCA21], or NetSim [TET21].

Most existing network simulators are very complex and contain significantly more
features than needed here. Furthermore, if at all possible, some modules would have
to be modified or newly implemented to simulate exactly the conditions described in
Section 3.1 or assumed for the network coding procedures used here. In addition, when
using an existing network simulator, specific network coding procedures, such as Growth
Codes, would still have to be implemented. Therefore, for the following evaluations, our
in-house developed network simulator is used. It considers all requirements addressed
in Section 3.1 and is specifically designed for the use of network coding procedures.
Thus, an additional network coding procedure, such as BCGC, can be implemented and
evaluated easily.

6.1.2 Implemented Radio Transmission Schemes

In our in-house developed simulator described here, two different options for a radio
transmission scheme are implemented. These model signal propagation from a trans-
mitter to each possible receiver through the wireless medium. The first scheme is simple
and very abstract, but not realistic. The second scheme models a more realistic radio
propagation which is, however, more complex and parameter values have to be set
appropriately to the addressed environment.

One parameter value which has to be selected in advance for both radio transmission
models is the transmit power. Concerning the transmit power, it is to be noted that a
higher transmit power can increase the transmission range. However, it also increases
the energy consumption of each transmission and can lead to more collisions, especially
in a network with many participants as assumed in Section 3.1. Generally, it is possible
to choose a fixed transmit power or to adjust it dynamically. There are many different
approaches to adapt the transmit power dynamically depending on the considered
application and requirements, see for example [Lin+16; Nar+02; Kub+03]. This topic
is an extensive research area which is, however, outside the scope of this thesis.

6.1.2.1 Circular Transmission Area

The first implemented radio transmission scheme has a circular transmission area. There,
each node has the same fixed transmission range and it is assumed that every node
within the transmission range of another node can receive this node’s transmissions.
Furthermore, it is assumed that the received transmit power is constant within the entire
circular area, no matter where the considered receiver is located. Thus, there is no
signal attenuation and the transmission area is circular. However, in order to receive
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a packet successfully, the considered receiver has to be within the transmission range
of the transmitting node for the entire duration of this packet transmission. Thus, the
receiving node must not move out of or into this area after the start and before the end
of the transmission. In addition, the receiver has to be active and must never be in sleep
mode during the entire transmission. Otherwise, it will not receive the considered packet
successfully. Depending on the chosen MAC protocol, nodes can transmit simultaneously.
Therefore, the considered receiving node must also not receive any other transmission
from another node or transmit a packet itself during the duration of the considered
packet transmission. Otherwise, the packets will collide and the considered node will
not receive any of the packets successfully.

6.1.2.2 Irregular Transmission Area Using Log-Normal Shadowing Path Loss
Model

The second implemented radio transmission scheme is based on the so-called log-
normal shadowing radio propagation model and causes an irregular transmission area.
Furthermore, interference by other simultaneous transmissions is also taken into account.
In contrast to the transmission scheme with circular transmission area, it is not the case
that the full transmitted power is received at every position within a given circular area
around the transmitter and nothing is received outside this circular area. Instead, in the
second model presented here, the strength of the radio signal decreases with distance
from the transmitter. The so-called path loss then denotes the reduction in signal strength
along the path from the transmitter to the receiver and is dependent on the distance
d. It is specified as the ratio of the transmitted power Pt to the received power Pr(d),
or in decibel representation as the difference between Pt [dBm] and Pr(d) [dBm]. The
decrease in the power of a signal is generally referred to as signal attenuation.

The received signal strength of a transmitted signal can be influenced by various
factors. The first factor considered here in more detail is the free space path loss, which
even occurs in vacuum without any obstacles, i.e. with direct line-of-sight, and increases
with distance. Considering only free space path loss, one possible option to model radio
propagation is via the so-called Friis free space equation:

Pr(d) [mW ] =
Pt Gt Grλ

2

(4πd)2 L
, (6.1)

which originates from [Fri46]. This equation in the form used here can be found in
[Rap96]. The Friis free space equation gives the received power Pr(d) in milliwatts
at a distance d in meters from the transmitter in free space with unobstructed path
between transmitter and receiver. Furthermore, only a single direct line of sight path
is considered for Equation (6.1). Here, Pt denotes the transmit power in milliwatts,
Gt the transmitter antenna gain, Gr the receiver antenna gain, λ the wavelength in
meters, and L the system loss factor which is not related to propagation. According to
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Equation (6.1), the received signal strength decreases quadratically with distance. With
Gt = Gr = L = 1, the often used simplified Friis free space equation results:

Pr(d) [mW ] = Pt ·
�

λ

4πd

�2

. (6.2)

The free space path loss can then be expressed in logarithmic representation in decibels
as:

P LFS(d) [dB] = 10 · log10

�

Pt

Pr(d)

�

eq. (6.2)
=

= 10 · log10

�

�

4πd
λ

�2
�

=

= 10 · 2 · log10

�

4πd
λ

�

,

(6.3)

which can also be found in [Rap96]. Here, the value 2 corresponds to the so-called
path loss exponent n. In decibel representation, the free space path loss is the difference
between the transmitted power and the received power, i.e.

P LFS(d) [dB] = Pt [dBm]− Pr(d) [dBm] . (6.4)

Equation (6.4) can be derived from P LFS(d) [dB] = 10 · log10

�

Pt [mW ]
Pr (d)[mW ]

�

. Since the
value Pr(d) cannot be calculated with Equation (6.2) for distance d = 0, path loss
models often use a reference distance d0 [Rap96]. The reference distance d0 should be
chosen accordingly so that all possible positions of receivers are usually further away
from the transmitter. For indoor scenarios, typically, d0 = 1 m is chosen, see for example
[Rap96; Gar10]. At d = d0, it is easily possible to calculate the value Pr(d0) or to use
an empirically measured and determined value for Pr(d0). Substituting d = d0 ·

d
d0

into

Equation (6.2) yields Pr(d) = Pr(d0) ·
�

d0
d

�2
for the received power in free space for

d ≥ d0, see also [Rap96]. More generally, Pr(d) = Pr(d0) ·
�

d0
d

�n
for d ≥ d0 with path

loss exponent n, see [Gar10].
The free space path loss model is simple and requires only little computational effort.

In reality, however, the path loss of a radio transmission is generally more complex since
the abstracted model conditions usually do not apply. Often, there are obstacles on the
direct path between transmitter and receiver as well as in the surrounding area. These
can cause, for example, shadowing, reflection, refraction, scattering, or diffraction of
the radio signal, which affect the received signal strength and the path(s) of the radio
waves.

In the following, in addition to the free space path loss, which has already been
discussed, shadowing will be considered in more detail as a second factor affecting the
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received power of a transmitted signal. Shadowing of a transmitted radio signal is
caused by obstacles on the path between transmitter and receiver. In this case, radio
waves cannot reach the receiver on a direct path, i.e. via line-of-sight, but only on an
indirect path. The effect of shadowing is difficult to describe analytically. Therefore,
empirical models which use a combination of analytical calculations and empirical
techniques were developed for path loss estimation when shadowing is considered. The
second radio propagation model which is implemented in the simulator and introduced
here is an example of a path loss model which takes shadowing into account. It is called
the log-normal shadowing model and is described in the following. The average path
loss over all possible path loss values at a considered distance d with d ≥ d0 including
shadowing effects is given by:

P L(d) [dB] = P LFS(d0) + 10 · n · log10

�

d
d0

�

, (6.5)

see [Rap96]. Equation (6.5) uses the free space path loss P LFS(d0) determined via
Equation (6.3) at the reference distance d0 and the path loss exponent n. Instead of
using Equation (6.3), P LFS(d0) can also be determined by empirical measurements. The
radio propagation model which only considers the average path loss from Equation (6.5)
is called the log-distance path loss model, see for example [Rap96].

In empirical studies, for example by the authors of [CMN84; Ber87], it was observed
that the actual path loss P Lshadow(d) at a distance d including shadowing effects can be
considered as a random variable, where the logarithmic representation of this random
variable is normally distributed about the mean value P L(d) from Equation (6.5).
The corresponding distribution is, therefore, called log-normal distribution and the
corresponding radio propagation model is called the log-normal shadowing model. The
difference between the actual path loss P Lshadow(d) and the average path loss P L(d) at
a distance d is a zero-mean log-normally distributed random variable χσ. It is due to
random shadow effects caused by obstacles on the direct path between transmitter and
receiver. The actual path loss P Lshadow(d) in decibel representation can, therefore, be
determined for d ≥ d0 via the following formula for the log-normal shadowing model:

P Lshadow(d) [dB] = P L(d) +χσ = P LFS(d0) + 10 · n · log10

�

d
d0

�

+χσ, (6.6)

see [Rap96]. Equation (6.6) uses a zero-mean log-normally distributed random variable
χσ which has a standard deviation of σ. Depending on the specific scenario, n and σ
have to be chosen appropriately. The more suitable n andσ are chosen for the considered
scenario, the more accurate the model is. Empirical studies have been carried out for
this purpose and corresponding suggestions for values of n and σ can be found, for
example, in [Rap96]. In Equation (6.6), the reference path loss P LFS(d0) is the free
space path loss calculated via Equation (6.3) at the reference distance d0, but can also be
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determined by empirical measurements at distance d0. Equation (6.6) takes shadowing
into account, which generally occurs in reality. Therefore, using Equation (6.6), the
received signal strength at a considered location can be estimated more accurately than
with Equation (6.5). The estimated received power for the log-normal shadowing model
can then be determined via:

Pr(d) [dBm] = Pt [dBm]− P Lshadow(d) [dB] . (6.7)

It can be derived that the received signal strength (in mW representation) decreases
with a power of n with distance. Furthermore, it can be seen that two nodes at the same
distance d from a considered transmitter do not generally receive the transmitted signal
with equal signal strength in this radio propagation model due to the random variable
χσ in Equation (6.6). Hence, the transmission area in the log-normal shadowing model
is irregular instead of circular as in the free space path loss model. This corresponds to a
more realistic radio propagation since, without the assumption of a free space scenario,
there are usually obstacles on the direct path which can influence signal propagation.
In general, the log-normal shadowing model is a widely used radio propagation model,
as also mentioned in, for example, [Rap96; Sar+03; CT11; Dez+15]. As stated in
[Rap96], in indoor scenarios, path loss follows the log-normal shadowing path loss
model described in Equation (6.6). According to [Rap96; ZK07], the model can be
applied for indoor and outdoor scenarios.

However, there are many other radio propagation models which estimate the path loss
that occurs and the received signal strength at a considered location besides the ones
mentioned here. Depending on the specific environment and conditions, very different
radio propagation models have been developed. Some models are designed specifically
for a particular scenario. A survey of further radio propagation models can be found,
for example, in [Rap02; Sar+03; WMB07; Gar10].

In the second transmission scheme implemented in the simulator, the log-normal
shadowing model is used to estimate the path loss and, thus, the received signal strength
at a given distance. Since it is possible in the simulator to choose a MAC protocol
where nodes can transmit simultaneously, a node may receive several transmissions
at the same time, each with a possibly different signal strength. For this reason, at
a given time, not only the received signal strength of one transmitted signal is taken
into account, but the received signal strength of each transmitted signal that reaches a
certain minimum threshold PinterferenceMin of signal strength. From this information, the
signal with the strongest signal strength Pr can be determined. The other remaining
signals are considered as interference with signal strength Pinterference. The ratio between
the strength Pr of the strongest signal and the interference Pinterference is called the signal-

to-interference ratio (SIR), i.e. SIR= Pr
Pinterference

. Then, the strongest signal is received if
and only if 1) it is at least as strong as the threshold for successful reception, the receiver
sensitivity PreceiveMin, for the entire transmission time and 2) the SIR is at least as large
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as a certain predetermined threshold SIRmin. In decibel representation, the strongest
signal has to be stronger than the strength of all other detected signals by at least SIRmin
since SIR [dB] = Pr [dBm]− Pinterference [dBm]. It should be noted that signals which
would not be successfully received as a separate signal by the considered receiver as
they do not reach the threshold PreceiveMin can still be considered as interference if they
are at least as strong as PinterferenceMin.

In the simulator, only signals sent by nodes of the considered network are modeled.
In reality, however, and thus also in the testbed from Chapter 8, also signals originating
from other devices/networks that transmit on the same frequency can be received. These
are then treated as interference as well. Furthermore, in the simulator, only the signal
strength of the second strongest signal is used for Pinterference for reasons of abstraction.
In summary, a packet transmitted via a signal with signal strength Pr is successfully
received if and only if Pr ≥ PreceiveMin and SIR ≥ SIRmin hold for the entire duration
of the transmission. The fact that received signal strengths can change over time, in
particular also during an ongoing transmission, the fact that new signals can arrive, or
that ongoing signal receptions may no longer be perceived is taken into account in the
approach presented here. In general, SIR should not be confused with the so-called
signal-to-noise ratio (SNR). SNR exclusively considers noise, such as thermal noise,
which is permanently present even without any transmissions instead of considering
interference by other signals. It is determined via SNR = Pr

Pnoise
, where Pr is the strongest

received signal. Often, the signal-to-interference-and-noise ratio (SINR) is also used,
which takes into account both interference and noise and, thus, gives the ratio of the
strongest received signal Pr to Pnoise + Pinterference, i.e. SINR = Pr

Pnoise+Pinterference
, see for

example [WMB07]. Since the focus here should be on possible collisions with other
existing transmissions, a SIR threshold based signal reception model is considered.

A packet transmission is counted as a collision at a considered receiver if the received
signal is strong enough at some point during the transmission to be successfully received,
i.e. the received signal strength is above the receiver sensitivity PreceiveMin, and if one
of the following two aspects is true. First, the signal arrives at the receiver as the
strongest signal but the corresponding SIR is below SIRmin at some point during the
transmission time. Second, the signal is not the strongest signal arriving at the receiver.
If a transmission is counted as a collision, the considered receiver does not receive the
respective packet successfully.

To sum up, the second radio transmission model implemented in the simulator includes
log-normal shadowing path loss from Equation (6.6). This means, it uses the log-normal
shadowing radio propagation model in order to estimate the received signal strength at
a considered location via Equation (6.7). The received signal strength decreases with
the distance to the transmitter and an irregular transmission area is caused as random
shadowing is considered in addition to the general path loss. Furthermore, interference
from other simultaneously transmitted signals is taken into account here by considering
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the signal-to-interference ratio. The scheme described here provides a more realistic
radio propagation than the scheme with circular transmission area described first, but
is more complex. Furthermore, certain parameters have to be set appropriately to the
concrete addressed environment and scenario. For the choice of the parameter values,
it is necessary to specify a concrete scenario. Then, the obtained simulation result only
apply to the addressed circumstances. Since the simplified Friis free space equation
from Equation (6.2) is used as a basis here, transmitter antenna gain Gt , receiver
antenna gain Gr , and system loss factor L are chosen by default as Gt = Gr = L = 1.
Other parameters, such as transmit power Pt , receiver sensitivity PreceiveMin, minimum
receivable noise/interference power PinterferenceMin, and minimum signal-to-interference
ratio SIRmin, have to be chosen according to the specific conditions.

6.1.3 Implemented MAC Protocols

In the simulator, various options of Medium Access Control (MAC) protocols are im-
plemented. A MAC protocol generally controls access to the communication medium.
Depending on the number of participants, this is necessary since unregulated access
can lead to many collisions and, thus, makes communication more difficult and wastes
energy. In general, MAC protocols can be classified as contention based protocols,
where collisions can occur and are handled in a predefined way, or schedule based
protocols, which are usually collision-free, see for example [KW07; Ana+09; YB09]. In
pure contention based MAC protocols, nodes are not synchronized and not scheduled,
but usually access the medium randomly. Typical examples of contention based MAC
protocols are ALOHA [Abr70] and Carrier Sense Multiple Access (CSMA) [KT75]. In
pure ALOHA, a node transmits a generated packet immediately and, then, waits for
an acknowledgment of successful reception. If no acknowledgment arrives within a
given period of time, the node assumes a collision and chooses a new random point
in time to retransmit the packet. In CSMA, a node checks the medium for ongoing
transmissions, i.e. it performs carrier sense, before sending a packet. It then defers
its packet transmission if the channel is busy, or transmits its packet if the channel is
available. Variants of both of these contention based MAC protocols are implemented in
the simulator and are, thus, described here. A well-known schedule based MAC protocol,
which is the basis for another MAC protocol implemented in the simulator, is Time
Division Multiple Access (TDMA). For TDMA, time is divided into slots of equal length
and each node is assigned a time slot in which it can transmit its packet without causing
a collision. As described in Section 3.3.6, energy efficiency is relevant in large-scale
WSNs or IoT settings. A widely used approach to save energy is to employ duty cycling,
for example in the used MAC protocol. This means, the radio module is switched on and
off alternately in order to reduce idle listening and, thus, save energy. However, due to
the assumptions and goals in Section 3.1, duty cycling is not integrated in the default
settings of the implemented MAC protocols, as also reasoned in Section 6.1.7. Examples
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of energy efficient MAC protocols which use duty cycling are TRAMA [ROG03], T-MAC
[VL03], X-MAC [Bue+06], or GoMacH [ZS17]. Of these mentioned MAC protocols,
TRAMA is schedule based, all others are contention based.

In the following, the contention based MAC protocols implemented in the simulator,
in which nodes access the medium randomly and collisions can be caused, are presented
first. Then, the implemented schedule based MAC protocol is presented, in which nodes
are synchronized and no signal collisions caused by simultaneous transmissions occur.

6.1.3.1 CSMA/CA Based MAC Protocol According to IEEE Std 802.15.4

A first implemented contention based MAC protocol where collisions can occur is based
on the principle of Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA)
as presented in the IEEE Std 802.15.4. Here, the unslotted variant of the CSMA/CA
algorithm included in the standard is used instead of the slotted option in order to avoid
the central control required for synchronization and to avoid an additional overhead of
further coordination, such as using beacons.

The unslotted CSMA/CA algorithm from IEEE Std 802.15.4 [IEE16b] is executed by
each node individually as follows. Initially, a delay (backoff) with a randomly chosen
length from the interval

�

0; 2BE − 1
�

BP is executed for desynchronization of the nodes.
Therefore, systematic collisions are avoided. Here, BE is the so-called backoff exponent
and affects the maximum possible length of a current backoff. It is initialized with the
default value macMinBE. Furthermore, BP denotes the length of a so-called backoff
period. A backoff period corresponds to the time needed to transmit 20 symbols, where
one symbol consists of 4 bits. At a data rate of 250 kbit/s, the transmission of one symbol
takes 16µs. Thus, a backoff period BP takes 20 · 16= 320µs. After the initial backoff
for desynchronization, a so-called Clear Channel Assessment (CCA) is performed, which
checks the shared transmission medium for ongoing transmissions. Accordingly, the
result is that the channel is perceived as available, i.e. idle, or busy. If the medium is
identified as available, the considered node changes to transmit mode and, then, starts
transmitting its current packet. If the medium is found to be busy, the so-called number of
backoffs NB is increased by 1. The number of backoffs NB indicates how many backoffs
have already been performed for the current packet to be sent. It is initiated with 0
and must not exceed a given maximum value macMaxCSMAbackoffs. If the maximum
value macMaxCSMAbackoffs would be exceeded, the current packet is discarded, i.e. the
attempt to transmit is canceled and the transmission process is skipped. If the channel
is identified as busy and NB ≤macMaxCSMAbackoffs, the backoff exponent BE is also
increased by 1. Here, BE is upper bounded by the default value macMaxBE, which
means that BE is not increased anymore if the value macMaxBE is reached. Subsequently,
a random backoff from the interval

�

0;2BE − 1
�

BP is waited again. This is followed
by another CCA, etc. The procedure described here for choosing the backoff length
is also called binary exponential backoff (BEB) scheme. By increasing BE, the interval
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Fig. 6.1: State diagram of implemented CSMA/CA based MAC protocol in default setting

from which the delay length is randomly chosen increases. In this way, it is tried to
avoid finding the channel busy again during CCA. Hereby, the access to the medium/the
transmission behavior is adapted to the network load without having to use a central
control. By performing CCA and using backoffs if necessary, the strategy of collision
avoidance is pursued. Energy is saved by avoiding collisions and, thus, unnecessary
transmissions. More details about the implemented CSMA/CA algorithm can be found
in IEEE Std 802.15.4 [IEE16b].

In the simulator, the CSMA/CA based MAC protocol is implemented as a final state
machine with the states BEB, CCA, RX -to-T X , T X , T X -to-RX , and RX . An optional
SLEEP state can also be enabled here. The MAC protocol is realized for each node
independently from the other nodes as depicted in Figure 6.1. In BEB state, a binary
exponential backoff is performed according to IEEE Std 802.15.4, as described earlier.
In the next state, CCA, the medium is checked for ongoing transmissions. In case the
channel is detected as busy, the node switches again to BEB state if the maximum number
macMaxCSMAbackoffs of backoffs has not been exceeded yet. If macMaxCSMAbackoffs
has been exceeded, the node skips sending and switches directly to receive mode or to
sleep mode if the optional SLEEP state is included. In case the medium is identified
as available during CCA, the node switches to RX -to-T X state. The state RX -to-T X
corresponds to the transceiver’s turnaround from receive to transmit. In this state, a
node also creates the next packet to be sent because, in this way, the most current
information can be used. Afterwards, the node is in the transmit mode, i.e. in the
state T X . In this state, the node sends its packet via a single broadcast to all of its
neighbors without waiting for an acknowledgment since no bidirectional communication
is assumed in Section 3.1. The duration tT X of the state T X corresponds to the duration
of the transmission of the respective packet. This is followed by an optional SLEEP state,
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in which the transceiver is switched off for a specified time tSLEEP . In the subsequent
T X -to-RX state, the node switches from transmitting to receiving. Then, in RX state,
the considered node is in receive mode, i.e. it listens to the medium for incoming packets
and receives arriving packets. The node stays in RX state for a given time tRX . If there
is an ongoing collision-free transmission to the node when tRX ends, the state is only
left as soon as this transmission is finished.

As already mentioned at the beginning of Section 6.1.3, there is no duty cycling in the
default setting of the described unslotted CSMA/CA based MAC protocol. This means,
the energy-saving SLEEP state is not used here, which is reasoned in more detail in
Section 6.1.7.

The default values for macMinBE, macMaxBE, and macMaxCSMAbackoffs in IEEE Std
802.15.4 [IEE16b] are 3, 5, and 4, respectively. Thus, in the case of the default value
BE = macMinBE = 3, the interval

�

0;2BE − 1
�

BP starts at a length of 7 · 20 · 16µs =
2240µs. With BE =macMaxBE= 5, the interval is 31 · 20 · 16µs= 9920µs. According
to IEEE Std 802.15.4 [IEE16b], the time required to perform CCA detection is 8 symbol
periods, which means 8 ·16µs = 128µs. Furthermore, RX-to-TX or TX-to-RX turnaround
time is up to 12 symbol periods in IEEE Std 802.15.4 [IEE16b], i.e. 12·16µs = 192µs. In
addition, the default value of tRX is assumed to be 20 ms here. In our evaluations of the
time in which a node is in RX state, this value provided the best results in simulations
of BCGC, as shown in the thesis [Wis18] for payloads relevant for us. This thesis was
conducted as part of this work.

There are several research papers which analyze the influence of the parameters
macMinBE, macMaxBE, and macMaxCSMAbackoffs [RG09] or adapt macMinBE to the
state of the network [KCK06]. Others optimize the presented backoff strategy in general,
which includes that they increase/reduce BE differently than suggested in IEEE Std
802.15.4 [Ha+07] or choose a different backoff interval [Ha+07; Lee+14; KGM11]. In
[Wis18], the BCGC algorithm is executed using the CSMA/CA based MAC protocol as
presented here. There, the default values of IEEE Std 802.15.4 are used for macMinBE,
macMaxBE, and macMaxCSMAbackoffs and the results are compared with the results
obtained with modified values of these parameters. Moreover, CSMA/CA based MAC
protocols with optimized backoff strategy similar to those presented in [Ha+07] and
in [Lee+14] are also used for comparison in [Wis18]. Since all results do not differ
significantly from those obtained with the default values, the default values from the
IEEE Std 802.15.4 are used for macMinBE, macMaxBE, and macMaxCSMAbackoffs here,
as suggested in [Wis18].

Despite performing CCA, however, packet collisions are possible with CSMA/CA.
Reasons for this can be that, first, one node is performing CCA while another node is
also in CCA state or performing a turnaround but has not yet started transmission. Thus,
both nodes have observed a clear channel and their transmission process eventually
overlaps which causes packet collisions. Secondly, the so-called hidden-node problem
can occur. There, the channel for one node appears to be available but a neighboring
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node is receiving a packet from another node that is out of range of the first node. If the
first node then starts its transmission, the two packets will collide at the neighboring
node. Thirdly, it is possible that nodes move away during a transmission so that the
received signal becomes too weak and the packet cannot be received completely. It is
also possible that other receiving/transmitting nodes occur or move into an ongoing
transmission so that they cannot receive the complete packet.

6.1.3.2 ALOHA Based MAC Protocol with Random Transmission and no
Carrier Sense

Besides contention based MAC protocols which check the medium for ongoing transmis-
sions, there is also the option of not using carrier sense with contention based protocols.
In the next implemented variant of a contention based MAC protocol, each node chooses
a random start time for its next transmission and starts transmitting when the respective
point in time is reached regardless of the state of the medium. As a consequence, there
are significantly more collisions than in comparable approaches with carrier sense. This
described MAC protocol is similar to the pure ALOHA protocol and is, therefore, referred
to as ALOHA based here.

6.1.3.3 TDMA Based MAC Protocol

Another implemented MAC protocol is Time Division Multiple Access (TDMA) based. In
contrast to the two implemented MAC protocols described above, it is not contention
based but schedule based. Here, time is divided into slots of equal length. Each node is
assigned a time slot in which it can transmit without causing collisions. In the simulator,
time is divided into rounds where a round is defined as the time needed for all nodes to
transmit one after the other. Each node then is assigned a fixed transmission slot within
each round. Nodes are synchronized and, therefore, no signal collisions occur. Thus, the
MAC protocol described here is also referred to as a round based/slotted, collision-free
MAC protocol when contrasted with the other implemented random access, collision-
based MAC protocols. The property of the TDMA based protocol to be collision-free
refers only to signal collisions. Collisions caused by the fact that a node is not within
the transmission range during the whole transmission or by the fact that a node is not
in receive mode can still occur.

6.1.4 Implemented Options for the Initial Topology

Before starting a simulation run, an initial position on the simulation area has to be
chosen for each node one after the other. It is assumed that no two nodes can choose
the same position. In the case of a static network, each node remains at the chosen
initial position during the entire simulation run. In a mobile network, depending on the
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selected mobility model and speed, nodes can quickly move far away from the chosen
starting position so that the initial topology has only little influence on the results. Here,
the term ‘topology’ refers to the physical arrangement of the nodes on the simulation
area and does not specify which nodes can actually communicate with each other. The
communication topology has already been set in Section 3.1 as a mesh topology, which
means that each node can transmit data to all nodes within its transmission range, and
is not discussed in this section. Generally, there are numerous options for the initial
topology concerning physical arrangement. There can be spatial constraints or no spatial
constraints except for the fact that nodes have to be placed on the simulation area.

6.1.4.1 Topology with Spatial Constraints

A first possible topology with spatial constraints is the so-called grid topology. There,
nodes are arranged in a regular grid. During the development of BCGC, a grid topology
was initially chosen for static scenarios due to its regular structure where each node
which is not in the boundary region has the same number of neighbors. In the simulator,
it is still possible to use a grid topology, however, for the evaluations in Sections 7.1
and 7.2, a different default initial topology is chosen for static networks.

Another deterministic topology with spatial constraints is the line topology. In a line
topology, nodes are arranged along a line, for example at a given equidistant distance.
An extension of this topology is the arrangement of nodes along certain given paths,
such as the border of a rectangle. This type of topology is suitable, for example, to model
corridors and rooms of a hospital, which is one of the possible application scenarios of
BCGC described in Section 3.1.3. In the simulator, it is used as initial topology for the
Pathway mobility model.

Besides deterministic options, a random-based topology with spatial constraints can
also be chosen as initial topology. For example, nodes could be randomly placed on
the simulation area using certain weights based on geographic constraints. There,
predefined locations and their surroundings could be chosen as initial position by a
node with a certain given probability each and, thus, with higher probability than other
locations. These so-called points of interest or cluster center could represent e.g. special
buildings, sights/attractions, or rooms in a scenario with people. This type of topology is
similar to human behavior and is used as initial topology, for example, in the SMOOTH
mobility model, which is introduced later and also implemented in the simulator.

All these variants for the initial topology can be close to reality depending on the
scenario, but can also be very application specific so that results of the respective
simulations might only be valid for the chosen concrete scenario.
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6.1.4.2 Random Topology with no Spatial Constraints

Another random-based topology, however, without spatial constraints, is the so-called
random topology. There, nodes are randomly placed on the simulation area. It is the
simplest random-based topology with no constraints and is, thus, chosen as initial
topology for the evaluations in Sections 7.1 and 7.2 for both static and mobile scenarios.

6.1.5 Implemented Mobility Models

According to Section 3.1, it is assumed that nodes are mobile, which means nodes can
change their position on the simulation area and the topology changes. However, for
neighboring nodes, there is no difference if nodes move away, if nodes switch off, or if all
packets collide and do not arrive, for example. Consequently, the mobility model is not
the only factor that determines whether packets are received or not. However, in the case
of a mobile scenario, the chosen mobility model affects packet reception and the path of
the packets through the network in general. Depending on the respective mobility model,
the speed of the nodes can also be selected in addition to the motion pattern. Speed is
usually chosen uniformly at random from a given interval by each node individually.
Therefore, heterogeneous modeling of velocities is possible. In the following, mobility
models which are implemented in the simulator are briefly described. A more detailed
overview of these and other mobility models can be found, for example, in [CBD02;
BH04; AGM08; RS11]. Except for the time-based Random Walk model, the introduced
mobility models were mainly implemented in the simulator as part of a master thesis,
see [Stö17]. Further implementation details can, therefore, be found in [Stö17]. In
general, there are synthetic mobility models and there are trace-driven models, which
are based on real-world traces. Among the synthetic models, according to [BH04], there
are random based mobility models, models with temporal dependency, models with
spatial dependency, and models with geographic restriction. Using the classification
from [BH04], random based models do not have temporal or spatial dependencies and
no constraints in general. For models with temporal dependency, the past motion of a
node has influence on its current and future motion. Spatial dependency means that
the movement of a node depends on its surroundings, i.e. on the movement of other
nodes. If the mobility model contains a geographic restriction, nodes are only allowed
to move on certain parts of the simulation area. In the simulator, a mobility model is
implemented from each of these listed classes. The implemented models are briefly
introduced below.

6.1.5.1 Random Waypoint Model

A first mobility model which is implemented in the simulator is the so-called Random
Waypoint mobility model. This model is commonly used by related work due to its
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simplicity. According to [BH04], it can be assigned to random based mobility models.
The original model is from the authors of [JM96]. In the Random Waypoint model,
each node first waits a random period of time. Then it chooses a random destination
position on the simulation area and a random speed from a given interval and moves
at that speed from its current position to its chosen destination. After that, the node
waits again for a random period of time, chooses a new random destination and speed,
and so on. Due to its design, in the course of a simulation run, an accumulation of
nodes emerges in the middle part of the simulation area and only few nodes are in
the boundary area, see [BRS03; BRS04]. This changed density in certain areas was
observed in executed simulations and influenced the system latency negatively due to the
single poorly connected nodes in the boundary area. In addition, the Random Waypoint
mobility model suffers from the so-called speed decay problem. This problem of the
Random Waypoint model is described and analyzed in detail, for example, in [YLN03].
Nodes with distant destinations and slow speeds become more frequent over time. As a
consequence, the average speed of the nodes decreases as the simulation run progresses,
which is denoted as speed decay problem. Therefore, the Random Waypoint mobility
model would further worsen the results of simulations with settings/procedures that
cause a higher system latency and would distort the overall comparison of individual
settings/procedures. It is, thus, not suitable for the evaluations here in Sections 7.1
and 7.2.

6.1.5.2 Time-Based Random Walk Model

Another frequently used mobility model is the so-called time-based Random Walk model.
The time-based Random Walk model is a random based mobility model according to
[BH04]. Each node chooses a random direction and a random speed from a given
interval and maintains both for a predetermined period of time. Then, the node again
chooses a random direction and a random speed, etc. The lower the maximum speed,
i.e. the upper interval limit for the speed, or the shorter the predetermined period
of time is set, the more the nodes move only locally. Depending on the application
scenario, however, this can be close to reality if nodes move less frequently across the
entire simulation area than they stay in a locally limited space. Furthermore, if a node
reaches the boundary, a so-called bouncing rule is applied. This rule can specify, for
example, that a node is reflected at the boundary or that a node disappears at the
boundary and reappears in the middle or on the other side of the simulation area. To
avoid strong accumulations in the center of the simulation area and to model a realistic
behavior, it is assumed that nodes are reflected at the boundary here. Over time, this
can lead to accumulations at the boundary, which, however, were not observed in the
executed simulations in Sections 7.1 and 7.2. A single simulation run was always
completed before accumulations became apparent. A disadvantage of the time-based
Random Walk mobility model is that this model is memoryless so that movements are
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executed independently from the previous movements. As a consequence, a strong
change of direction or speed can occur repeatedly. Regarding human motion, this type
of movement may seem unnatural, but for machines, for example, this mobility pattern
may not be untypical. Advantages of the Random Walk model are that it is simple to
implement and that no complex calculations have to be performed. Furthermore, no
information about previous movements has to be stored to determine a next movement
and there are no further constraints. Moreover, by using the Random Walk mobility
model, nodes are distributed uniformly at random across the simulation area at any
later point in time within a simulation run, see [BRS04]. Thus, the mobility model is
comparatively easy to analyze. These listed benefits also apply to the Random Waypoint
model. Due to their simplicity, the Random Walk and the Random Waypoint mobility
model are often used by related work to model motion in a simplified way, see [BH04].
However, an important advantage of the Random Walk model and the reason why it is
preferred to the Random Waypoint model here is that there is no speed decay problem
with Random Walk. Instead, the average speed of the nodes remains at a constant level
throughout a simulation run. In general, there is a tradeoff between realistic mobility
pattern and simplicity. As a compromise between these two opposing properties and
due to the other characteristics mentioned here, the time-based Random Walk mobility
model is used for the evaluations in Sections 7.1 and 7.2.

6.1.5.3 Gauss-Markov Mobility Model

Unlike the two mobility models described before, the so-called Gauss-Markov mobility
model presented next does not have abrupt changes in direction or speed, but produces
smoother movement pattern. This is realized by the previous motion having an influence
on the future motion. The Gauss-Markov mobility model can, therefore, be assigned
to the class of models with temporal dependency. It was developed in [LH99; Tol99;
LH03]. In the Gauss-Markov mobility model, a node chooses a direction and a speed
and maintains them for a given period of time. It then computes a new direction and
a new speed using the previous direction/speed, a constant desired average value for
direction/speed, and a random variable from a Gaussian distribution. Furthermore,
these three values from the calculation of the next direction/speed are each weighted
with a factor, which has to be chosen depending on the application scenario. This factor
allows to obtain motion patterns ranging from a totally random motion to always the
exact same motion as before and, thus, a linear motion over the simulation surface.
The factor determines how strongly the next motion depends on the previous one and
reflects the degree of randomness in the movement. With the Gauss-Markov model,
a more natural human motion is modeled than with the Random Walk or Random
Waypoint mobility model. However, more complex calculations are necessary and the
desired average values and the factor have to be chosen appropriately. This would
require further analysis to obtain a motion pattern that fits the application scenario
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quite well. In simulations performed with the Gauss-Markov mobility model in [Stö17],
even with an intermediate degree of dependence on the previous motion, similar results
were obtained for BCGC as with the Random Walk model when using the same speed
and node density in both models. Therefore, the simpler Random Walk mobility model,
which contains fewer parameters, is used for the evaluation in Sections 7.1 and 7.2.

6.1.5.4 Pathway Mobility Model

Another implemented mobility model is the so-called Pathway mobility model, which
originates in [Tia+02]. It belongs to the class of models with geographic restriction, see
[BH04], as nodes are only allowed to move on previously defined paths. This mobility
model was implemented for the simulator as it particularly fits the application scenario
of a hospital with its predefined corridors and rooms, which is described in Section 3.1.
In the Pathway mobility model, a graph with vertices and edges is given according to
the addressed application scenario. At initialization, each node chooses a random vertex
of the graph as its starting position. Then, each node chooses another random vertex as
its destination vertex and a random speed from a given interval. Subsequently, each
node moves from its current position at its chosen speed over a sequence of edges of
the graph to its destination vertex. This sequence of edges should represent the shortest
path between the current position and the destination and is, therefore, calculated
using Dijkstra’s algorithm [Dij59]. Nodes move only on edges of the graph. When the
destination is reached, the considered node pauses for a random period of time and
then chooses a new random destination vertex and a new random speed, etc. In the
implementation, it was ensured that the node density in the Pathway mobility model
does not deviate significantly from the node density observed in the other implemented
mobility models in order to enable a fair comparison with the Random Walk mobility
model. To model the application scenario of a hospital, a cyclic graph in the form of a
rectangle was chosen. From this rectangle, at given vertices, edges go perpendicularly
inwards and outwards with vertices at their ends representing the rooms. Edges should
correspond to corridors and entrances to the rooms. In executed simulations in [Stö17],
similar results for BCGC were obtained with this graph using the Pathway mobility
model as with Random Walk. For this comparison, the same speed and node density
were used in both models. For the Pathway mobility model, the underlying graph has to
be designed according to the considered scenario and, thus, causes a realistic movement
pattern for this specific scenario. However, the results of the simulation may only be
valid for the specific chosen graph. For this reason and in order to avoid having to
specify a concrete graph, the Random Walk model is preferred to the Pathway mobility
model for the evaluations in Sections 7.1 and 7.2.
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6.1.5.5 SMOOTH Mobility Model

The also implemented SMOOTH mobility model has been developed by the authors of
[MCN11] and is a variant of the SLAW mobility model of [Lee+09]. It can be assigned
to the class of models with temporal dependency, models with spatial dependency,
or trace driven models. Nodes visit places they have visited before more often than
places they have never been to (model with temporal dependency). Places which are
visited by many other nodes are preferred by a node (model with spatial dependency).
Furthermore, the SMOOTH mobility model was developed on the basis of findings from
real-world traces (trace driven model). According to [Lee+09], the characteristics of
human movement derived from traces include the properties that more short than long
distances are covered, breaks are rather short than long, and contact times between
people are also rather short. Moreover, in [Lee+09], it is deduced that the length of these
distances/times follows a truncated power law distribution. In addition, people tend to
move within an individually limited area and move more often to locations favored by
many others. At initialization, a given number of cluster centers are randomly placed
on the simulation area. Afterwards, each cluster center is assigned a certain weight,
which influences the number of nodes that will later choose their starting position in
this cluster. The probability distribution of the weights should be a truncated power
law distribution so that there are few large and many small clusters. Then, the nodes
randomly choose a cluster center, considering the individual cluster weights, and are
placed at a random location in the surroundings of their chosen cluster center. After
initialization, each node has to choose a random destination point on the simulation
area. For this purpose, a node decides whether to choose a place it has already visited
or a new place. However, the probability to choose a new place is the lower the more
places the node has already visited before. If the node decides to visit a new place,
it is more likely that it chooses a nearby place than a more distant one. Again, the
probability distribution follows a truncated power law. If the node decides to visit a
place it has already visited, it chooses among all of these places a certain place with
a probability proportional to the number of times it has visited this place. The speed
with which the node then moves to the chosen destination is constant. It is determined
based on a truncated power law distribution, depending on the distance of the chosen
destination from the starting position of this movement. To a more distant destination,
a higher speed is chosen than to a closer destination. If a destination is reached, the
node waits for a random period of time, whereby again, following a truncated power
law distribution, it is more likely to wait for a short period of time. Afterwards, the node
chooses a new destination again, etc. In this way, many short and few long movements
result. In order to obtain similar results for BCGC in the SMOOTH mobility model as
in the Random Walk model, the average number of neighboring nodes in all parts of
the simulation area was generated as equally as possible in comparative simulations
in [Stö17]. For this purpose, a particularly large number of clusters of the same size
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were generated. Nevertheless, the node density did not become as uniform as with
the Random Walk mobility model, which resulted in a slightly higher latency for BCGC
with SMOOTH. However, this artificial generation of a uniform node density does not
correspond to the core idea of the SMOOTH mobility model. For this reason, simulations
with fewer cluster centers and individual larger clusters were also executed in [Stö17].
There, a significantly higher system latency was observed. The SMOOTH mobility model
represents real human movements and uses only characteristics from real-world traces
instead of the traces themselves. If traces were to be used directly, they would have to
come from the same or a similar scenario that is to be simulated. This would require a
sufficiently large amount of data, and simulation parameters could hardly be varied. The
SMOOTH mobility model offers much more flexibility and any number of simulations
can be run. However, it is very complex to generate a suitable model, i.e. to define
cluster centers appropriately, to determine weights adequately, to specify the truncated
power law distributions suitably, and to set the many parameters. In addition, the
SMOOTH mobility model is very scenario specific as soon as cluster centers etc. are set.
The results are then only valid for the addressed scenario since the node density in the
individual parts of the simulation area is strongly tailored to the scenario. For these
reasons, the SMOOTH mobility model is not used for the evaluations in Sections 7.1
and 7.2.

6.1.6 Implemented Patterns for Node Failures

Nodes in a sensor network or in an IoT environment can fail. The goal for any considered
procedure, such as BCGC or RLNC, is to collect all original data despite the assumed
form of node failures. In case of node failures, all data should be reconstructed and
stored in all still active nodes. Even the symbols generated by the nodes that are no
longer operating should not be lost. This means, all symbols generated in the network
should be collected by each node which is still operating. However, if the node failure
occurs very early in the dissemination process, some symbols may no longer be present
in the network. In this case, those symbols that still exist in the system should be
reconstructed in all remaining nodes. In general, node failure can be temporary or
permanent. Temporary node failures and link failures caused by e.g. packet collisions or
nodes running out of the transmission range of another node during a transmission hardly
differ. Since link failures are already taken into account in the simulator, temporary
node failures are, thus, neglected and only permanent node failures are additionally
considered here. In the simulator, it is possible to run simulations without node failures
or to choose between different types of permanent node failures. Depending on the
concrete application scenario, different patterns of node failures are realistic. For the
evaluations here, it is not crucial to have as realistic node failures as possible. Instead,
rather drastic node failures should be simulated in order to observe to what extent a
considered procedure can cope with these.
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6.1.6.1 Random Node Failures

The simplest form of node failures which is implemented in the simulator are the so-
called random node failures. There, half of the nodes fail randomly at a given point in
time. The proportion of nodes that fail could also be varied. However, a node failure of
50% is already a quite extreme scenario. Furthermore, nodes fail independently of their
position on the simulation area and independently of the behavior of other nodes. This
type of node failures reduces the node density on the entire simulation area and each
node has fewer neighboring nodes on average than before.

6.1.6.2 Exponentially Distributed Node Failures

Another implemented form of node failures are exponentially distributed node failures.
In this variant, nodes within a circular region around the center of the simulation area
fail at a given point in time. The radius of this circular area can be varied so that a
correspondingly modified number of node failures is caused. However, in the model
with exponentially distributed node failures, it is not the case that 100% of the nodes
within a circular area around the center fail and no node fails outside this area. Instead,
a so-called critical distance to the center of failure can be chosen up to which all nodes
should fail. Beyond this range, the probability that a considered node fails decreases
exponentially with increasing distance from the center. In addition, there is a tuning
parameter with which node failure can be extended to a certain area or even to the
boundary of the simulation area, still with fewer and fewer nodes failing as the distance
from the center increases. To conclude, node failure can affect an arbitrarily large
area previously chosen without causing all nodes to fail in that area. Especially in a
static scenario, many nodes in a substantial part of the simulation area fail and are not
replaced. Thus, for the remainder of the respective simulation run, there are fewer
possible paths between nodes located on different sides of the failure region than before
nodes failed. The number of remaining paths depends on the length of the radius of the
circular area and on the critical distance. In a dynamic scenario, over time, the failure
region is reoccupied by nodes that are still active. Thus, at some point in time, nodes are
again located on the entire simulation area, but the network then has reduced density.

6.1.6.3 Sequential Node Failure

In the previously considered patterns of node failures, failures only occur at a single
fixed point in time during a simulation run. In the case of so-called sequential node
failure, which is also implemented in the simulator, one node after the other fails. Nodes
fail in regular time intervals until the simulation run is finished or until there are no
active nodes left. This means, there are gradually fewer and fewer active nodes and
the node density on the simulation area decreases continuously. However, during the
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State Supply current Power consumption

T X (at Pt = 0 dBm) 11.6mA 11.6 mA · 3.0 V = 34.8 mW
RX , CCA 12.3mA 12.3 mA · 3.0 V = 36.9 mW
BEB 0.4 mA 0.4mA · 3.0 V = 1.2 mW
T X -to-RX , RX -to-T X 0.4 mA 0.4mA · 3.0 V = 1.2 mW
SLEEP 0.02µA 0.02µA · 3.0 V = 0.000 06mW

Table 6.1: Current consumption/power consumption specifications in respective state

execution of procedures with higher latency, more node failures will eventually occur
than when using procedures with lower latency.

6.1.7 Energy Consumption Modeling

Energy is consumed in sensing, in communication, and also in data processing, for
example, see [Gar10]. As already explained in detail in Section 3.3.6, the focus here
shall, however, be on communication. The specified energy consumption, therefore,
refers to the communication energy consumption of the nodes’ radio transceivers. For
this purpose, the different states of a transceiver are considered. A description of the used
states and transitions can be found in Section 6.1.3. To derive the energy consumption
in a considered simulation run, the total time spent in each state is first multiplied by the
power consumption in the respective state. Then, the resulting energy consumption in
the single states is summed up for the total energy consumption. The used approximated
values for supply current/power consumption in transmit state T X , receive state RX ,
backoff state BEB, CCA state, turnaround state T X -to-RX or RX -to-T X , and SLEEP
state can be found in Table 6.1. Here, a supply voltage of VDD = 3.0V is assumed.
The values for supply current and supply voltage are taken from the data sheet of the
AT86RF231 transceiver, see [Atm09], which is also used in the testbed in Chapter 8.
They can, however, be easily replaced by the values of a different transceiver. It should
be noted that the energy consumption in transmit state T X depends on the used transmit
power Pt . According to Section 6.2, Pt is set to 0 dBm by default here.

A commonly used approach to save energy is to employ duty cycling, which is also
included as an option in IEEE Std 802.15.4. There, nodes are repeatedly set to an
energy-saving SLEEP state. The so-called duty cycle is the active part of a node, which
should be kept as short as possible to save energy. At the same time, however, latency
should not increase unreasonably. Duty cycling can be beneficial if there are long periods
without transmissions so that nodes would perform idle listening for a long time, which
consumes a similar amount of energy as if they were actually receiving data. However,
if there are a lot of transmissions at any time and each sink should quickly receive all
desired data, as is the case here due to the assumptions and goals in Section 3.1, nodes
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should not enter a SLEEP state. Otherwise, they would miss many useful transmissions
so that only the latency would increase and, thus, hardly any energy could be saved. If
multiple generations are considered and a node knows that it and its neighbors have
already received all desired data of the current generation, the node could enter a
SLEEP state until the next generation, etc. However, considering multiple generations
is beyond the scope and will be left for future work. Therefore, a SLEEP state is not
used in the default setting here, and there is no duty cycling. More details on duty
cycling in WSNs are omitted here but can be found, for example, in [Ana+09; Car+13;
Wan+17].

6.1.8 Parameters Relating to Simulation Settings

This section lists parameters which are relevant for the execution of the simulation and
also summarizes the previous subsections. The first parameter relating to simulation
settings is the number of nodes which make up the network. Another essential simulation
setting is the size of the payload which has to be transmitted in a data packet. Here, only
the specifications of IEEE Std 802.15.4 concerning packet sizes, see Section 3.2.2, have
to be met. Furthermore, the radio transmission scheme has to be chosen. It specifies
the general shape of the transmission area, determines the received signal strength at a
considered location, and decides whether a packet will be received successfully in case
of interference due to other simultaneously arriving signals. The transmission range
of a node is not specified directly but results indirectly from the transmission scheme,
the values set there, and the surroundings of the considered node. For more details on
implemented radio transmission schemes, see Section 6.1.2. On top of that, a suitable
MAC protocol has to be selected for wireless data communication in the simulation.
There are schedule based MAC protocols, which are usually collision-free, and contention
based MAC protocols, where collisions can occur. In the case of a contention based
MAC protocol, it is possible to use carrier sense and check the medium for ongoing
transmissions before transmitting a packet, or to omit carrier sense. All these options
are implemented in the simulator and are described in more detail in Section 6.1.3.
Another parameter relating to simulation settings is the size of the simulation area.
Together with the number of nodes and the transmission range of a node, it determines
the general node density in the network. Since the transmission range results from
given circumstances and conditions, the size of the simulation area or the number
of nodes should be varied in order to change the node density. Moreover, the initial
topology of the network, i.e. the initial position of the nodes on the simulation area,
must be decided on. The term initial topology should, however, not be confused with
the communication topology, which is specified here as mesh topology according to the
system setup in Section 5.6. A description of the implemented options for the initial
topology of the network can be found in Section 6.1.4. In the case of a mobile network,
different mobility models are possible. These models decide on the movement pattern
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of the individual nodes. Some of the mobility models already specify an initial topology.
More details on the implemented mobility models can be found in Section 6.1.5. In
addition to the mobility model, a range for the possible speed of the individual nodes
has to be chosen if the considered network is assumed to be mobile. Another parameter
concerning simulation settings is the decision if node failures are considered separately
or as an inherent part of topology changes/packet collisions. In general, node failures
can be transient or permanent. They can occur at some time or regularly, and at random
places or in contiguous areas, for example. For details on implemented pattern for node
failures, see Section 6.1.6.

6.2 Default Configuration of Parameters

In this section, the default configuration of BCGC process parameters and of parameters
relating to simulation settings will be listed and explained. Concerning subsequent sim-
ulations, we have set the guidelines that all but one parameter will be chosen according
to the default configuration. The parameter which is evaluated in the respective section
will be variable. In this way, the impact of the variable parameter can be investigated.
However, the process parameters in particular influence each other. Therefore, it is
possible that a different combination of process parameter values provides better results
in a considered simulation setting than the optimal values determined individually.
Furthermore, the individual parameters relating to simulation settings may have a
differently strong influence on the performance of a considered procedure and can also
have opposing effects. Thus, no general statement can be made from the individual
results for every possible combination of parameter values which relate to simulation
settings. Evaluating each reasonable combination of values of BCGC process parameters
and values of parameters relating to simulation settings can be considered as a mul-
tidimensional optimization problem with constraints. Finding those minima/maxima
for a considered performance metric would also be viable but represents a different
approach.

6.2.1 Default Configuration of BCGC Process Parameters

For the evaluation of BCGC process parameters in Section 7.1, the default simulation
settings as described in Section 6.2.2 are used. Depending on the chosen settings
of the simulation, different values may be suitable as default values for the process
parameters and also different values of the process parameters may provide the best
results concerning performance metrics. The default configuration of relevant BCGC
parameters which will be used for subsequent evaluations, is listed in the following.
More details on the parameters themselves can be found in Sections 5.2 and 5.3.

One of the two main categories of BCGC process parameters is the degree of a
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codeword for transmission, which is determined using a degree function. For the
evaluation of the degree function in Section 7.1.1, the Growth Codes degree function
is used as a basis. Then, the best performing considered degree function is used for
the remaining evaluations. For the evaluation of the degree function in Section 7.1.1,
no limitation of the degree is used as a basis to be able to see the entire effects of
a respective degree function without cutting it off early and possibly distorting the
results. However, for further evaluations, the maximum admissible upper bound for the
codeword degree, maxDeg= 46, is used with which the packet size restrictions by IEEE
Std 802.15.4 can still be met with the selected default payload size, see Section 6.2.2, if
not stated otherwise.

In general, packet sizes can be static or be dynamic, which means they can change
in the course of a simulation run. Here, dynamic packet sizes are chosen as default
configuration as a contention based MAC protocol without the need of synchronization
is used as default MAC protocol. If synchronization does not have to be ensured and
static packet sizes are not required due to a certain application, dynamic packet sizes
should be preferred. They produce smaller packets, which means shorter transmission
times and, thus, better results concerning performance.

Besides the degree of a codeword, the other major BCGC parameter is the selection of
the symbols which will be included in a next codeword for transmission. An unfavorable
specific symbol selection may distort the evaluations. Furthermore, the stated formulas
in Section 5.2 are only valid if symbols are chosen randomly. Hence, for the previously
mentioned evaluations, the default setting is to choose symbols randomly from the
symbols already reconstructed in the considered node. For the remaining evaluations
in Section 7.2, however, the specific symbol composition of codewords is used, which
is found to be the best performing variant in Section 7.1.2. There, the first symbol is
specifically selected based on certain counters in order to be as suitable as possible for
the neighboring nodes, and only the other symbols are chosen randomly. The use of a
desired symbol is investigated in Section 7.1.2.2 but not applied in further evaluations
due to the not noticeable improvement by this approach.

6.2.2 Default Simulation Settings

In the following, the default configuration of parameters relating to simulation settings
is described. Concerning the number of nodes n, the default value is set to n = 256
since a large-scale, however realistic, network should be modeled here. On top of that,
it is assumed that all of the nodes are sinks as default configuration, so there are 256
sinks, which aim to gather all original symbols eventually. Therefore, the choice of
the position of a sink does not influence the results. Furthermore, a single point of
failure is avoided as there is not only one sink in the system. With regard to payload
size, 20 Bytes of payload is assumed as default value here. This also corresponds to
the reference payload size used for calculations in IEEE Std 802.15.4, see [IEE06], and
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is within the typical payload range for IEEE Std 802.15.4 applications. Concerning
the radio transmission scheme, the more realistic radio propagation model based on
log-normal shadowing path loss with consideration of the signal-to-interference ratio
is used as default setting. It causes an irregular transmission area. More details on
this used radio transmission scheme can be found in Section 6.1.2.2. The parameters
transmit power Pt , receiver sensitivity PreceiveMin, minimum receivable noise/interference
power PinterferenceMin, minimum signal-to-interference ratio SIRmin, path loss exponent
n, and standard deviation σ, which have to be specified for this model, are chosen as
follows: In the simulator, a default transmit power of Pt = 0 dBm = 1 mW is used for the
evaluations in Sections 7.1 and 7.2, which is within the typical range for the transmit
power of IEEE Std 802.15.4 devices, see [IEE16b]. Concerning receiver sensitivity,
PreceiveMin = −85dBm is chosen as default value here. According to IEEE Std 802.15.4
in [IEE16b], a device which is compliant with the standard has to have a sensitivity
of −85dBm or better. Furthermore, a default value of PinterferenceMin = −90dBm is
assumed for the threshold PinterferenceMin for the evaluations in Sections 7.1 and 7.2. For
the minimum signal-to-interference ratio SIRmin, the value SIRmin = 5dB is used as
default value here. According to [Pet+06], IEEE Std 802.15.4 compliant devices using
the 2.4GHz PHY with O-QPSK have a bit error rate of less than 10−8 in the case of
SIR = 5dB. The path loss exponent n = 4.5 is chosen as default value here, which is
within the range specified in [Rap96] for the case ‘obstructed in building’ and provides
an average maximum transmission range of about 10m. A different choice of n may
result in a significantly different transmission range, so n should always be chosen
appropriately for the considered scenario. The maximum transmission range can be
calculated from Pr(d)− PreceiveMin = 0 with Equation (6.7) by solving the equation for
d. With the default standard deviation σ = 1, a maximum transmission range of about
10.5m is considered and will be used as default maximum transmission range in the
following. The simulator originally considered units of length instead of meters and a
maximum transmission range of 6.83 units of length, which now corresponds to about
10.5 m here. Concerning the MAC protocol of the default configuration, the often used
CSMA/CA MAC protocol from IEEE Std 802.15.4 is assumed. It is a contention based
MAC protocol which performs carrier sense. However, collisions can still occur, for
example, due to the hidden node problem. More details on this protocol can be found in
Section 6.1.3.1. Here, the time tRX in which a node is in receive mode, is assumed to be
20 ms by default, which is also reasoned in Section 6.1.3.1. Another parameter relating
to simulation settings is the size of the simulation area. Here, a square simulation area
with a side length of 64 units of length is chosen as default size. This corresponds to a
side length of about 100 meters. The chosen default configuration of the initial topology
is the random topology, which is described in detail in Section 6.1.4.2. However, the
initial network has to be connected in order to achieve the goal of having all data in
all nodes at the end in the case of a static network. For this reason, the network may
be rebuilt several times at the beginning of a simulation run until a connected initial
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network has been created.
Under the default settings described here, an average of about 8 neighbors per node

can be observed. Thus, neither a very dense nor a very sparse network is assumed.
On top of that, a mobile network which uses the time-based Random Walk mobility

model is considered. This mobility model is also frequently used by related work. For
details and more precise reasons for this choice and against the choice of a different
implemented mobility model as default model, see Section 6.1.5. Here, the range for
the possible speed of the individual nodes is chosen as (0.75;1.5]m/s, which represents
the speed of a human who walks at slow to medium pace.

For the default configuration, a scenario without separate node failures is assumed
for the evaluations in Sections 7.1 and 7.2. However, link failures caused by packet
collisions, or by nodes moving out of the transmission range of another node during
a transmission, etc. are inherently included due to the chosen default transmission
scheme, MAC protocol, and mobility model, for example.
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In this chapter, a comprehensive simulation based evaluation of BCGC is presented.
This evaluation consists of an extensive evaluation of BCGC process parameters, such
as the degree of codewords for transmission and the composition of codewords in
Section 7.1. Concerning the degree of codewords, the use of different degree functions
and different upper bounds for the codeword degree are evaluated in Section 7.1.1.
With regard to the composition of codewords, specific symbol selection and request-
ing/sending a desired symbol are evaluated in Section 7.1.2. After the evaluation of
BCGC process parameters, an evaluation of BCGC using different simulation settings can
be found in the final section of this chapter in Section 7.2. This includes a comparison
with related work, such as NoCoding/Forwarding, random linear network coding, and
Growth Codes.
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7.1 Evaluation of BCGC Process Parameters

For the evaluation of BCGC process parameters, the default simulation settings presented
in Section 6.2.2 are used. Depending on the chosen settings of the simulation, different
configurations of the process parameters may provide the best results in terms of a
considered performance metric. Here, only one BCGC process parameter is varied at
a time for the evaluation while all others are fixed and use their respective default
configuration from Section 6.2.1. As there is a mutual influence between the BCGC
process parameters, a different combination of parameter configurations may provide
better results in a considered simulation setting than the optimal values determined
individually. Nevertheless, not every possible combination of parameters is evaluated
here to find optima in the considered specific default simulation setting as already ex-
plained in Section 6.2. Instead, the impact of each varied parameter shall be investigated
individually.

In the following, parameters related to the degree of a codeword generated via BCGC,
i.e. how many symbols are combined in a packet/codeword, are studied first. In this
context, options for the used degree function and different additional upper bounds for
the degree are considered. Subsequently, parameters are analyzed which refer to the
specific selection of symbols, i.e. which exact symbols are used for a codeword. Here,
the overall symbol selection is considered but also the use of a desired symbol. The goal
of the following evaluations is to analyze the individual parameters of BCGC and their
impact on the most important performance metrics presented in Section 3.3.

All plotted values here are average values of multiple seed-based simulation runs. For
each seed, the average of the sinks’ values is calculated if not stated otherwise. Some
figures contain a broken axis. In this case, the two parts of the axis can have different
scaling for clarity. For example, one part of the axis may be zoomed in to show details
and the other part may be zoomed out for a better overview. Important figures which
are shown repeatedly are the plotted values for

• the number of completed nodes,

• the number of sent/received packets,

• the RNP,

• the percentage of received distance-0-codewords,

• the percentage of received distance-1-codewords, and

• the percentage of received distance->1-codewords.

Concerning figures containing the number of completed nodes, the average time at
which a respective number of nodes is completed, i.e. has reconstructed all distinct
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original symbols, is plotted. The figures with graphs for sent/received packets show
the average number of performed broadcast transmissions to all direct neighbors, i.e.
the number of packets sent by a node via broadcast transmission, until a respective
point in time as sent packets. Furthermore, they show the average number of single
packets received by a node until a respective point in time as received packets. For this
purpose, a node counts its number of sent/received packets until the last node of the
network is finished, not only until the node itself is finished. It is important to note
that the ‘sent’-/‘received’-curves include only a few seeds or even only one seed towards
the end. For this reason, these curves do not have a smooth course towards the end
for some figures. In addition, the plotted values on the x-axis of a ‘sent’-/‘received’-
figure, therefore, also differ from the values on the x-axis of a ‘completed’-figure, which
indicates the average time. In order to be able to distinguish the value of the entirety
of the seeds from the value of a few seeds or one seed in a ‘sent’-/‘received’-curve,
the minimum, median, and maximum of the seeds are also marked on the curve. For
this purpose, the minimum/median/maximum time at which a seed was completed,
i.e. the respective last node was finished, is used. Then, the corresponding average
number of finally sent/received packets in the associated seed is marked at this point
in time. The three markers do not have to be on the graph as they refer to only one
seed each and do not represent an average value over all seeds like the graph itself.
Furthermore, the median is marked instead of the average value in order to illustrate
the position of the values of the seeds and to reduce the influence of individual extreme
values. Figures which present the RNP show the average number of packets which
had to be received to be able to reconstruct a respective number of distinct original
symbols. With regard to figures that indicate the percentage of received distance-0-
codewords/distance-1-codewords/distance->1-codewords, the average percentage of
received distance-0-codewords/distance-1-codewords/distance->1-codewords within a
certain predefined period of time before the time at which a respective average number
of distinct original symbols has been reconstructed is plotted. This means that the
time has been normalized for all seeds and all graphs used in the respective figure.
Normalization was necessary because each seed and especially the seeds of different
settings took different amounts of time to finish. The representation with a regular
time-axis would be confusing and the graphs difficult to compare with each other. The
x-axis now shows the time at which a respective average number of symbols has been
reconstructed in a node. As a consequence, however, only in about the first two thirds
of the x-axis all nodes of a network are taken into account for the calculation of the
average percentage of received distance-0-codewords/distance-1-codewords/distance-
>1-codewords. Towards the end, only a few nodes and at the very end even only one
node are considered. For example, an average value of 256 reconstructed symbols can
only be reached if the last node of the considered seed has reconstructed all 256 symbols
in a system with 256 distinct symbols. In addition, this last node is missing only a few
or even only one symbol towards the end so that the graphs fluctuate strongly in the
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end. When looking at this type of figure, the focus should, therefore, be on the first two
thirds of the x-axis, since this area contains information about the entire network and
not only about a few remaining nodes.

In addition to the plotted values, tables show an overview of relevant performance
metrics. Here, ‘RNP100’, ‘Node Latency/System Latency’, ‘PRR’, ‘Throughputeff’, and
‘Energy Consumption’ are used as defined in Sections 3.3.1, 3.3.2, and 3.3.4 to 3.3.6. The
indicated energy consumption refers to the whole network and is calculated according
to Section 6.1.7. Furthermore, ‘Time 95% of Nodes Completed’ indicates the average
time at which 95% of all nodes in the network are finished, i.e. have reconstructed
all distinct original symbols. ‘Sent Packets’ is the average number of packets sent by a
node as broadcast transmission until this node is finished. This value differs from the
plotted graphs for sent packets, which show the number of sent packets until the whole
system is finished. The value given here is, therefore, a supplement to the plotted values
and cannot be read from the corresponding graph. Besides these listed average values,
the standard deviation σ of a respective average value over all seeds and the absolute
minimum/maximum value among all respective values of all seeds is also given for
certain performance metrics.

7.1.1 Evaluation of Degree of Codewords for Transmission

The first BCGC process parameter, which will be evaluated here, is the degree of a
codeword for transmission generated via BCGC. As already mentioned in Section 3.1,
the degree d of a codeword indicates the number of symbols which have been combined
for this codeword. In order to decode a degree-d-codeword and reconstruct exactly one
of the symbols which are included in the codeword, d−1 of the contained symbols have
to be already reconstructed by the considered node. For this reason, an appropriate
degree of incoming codewords is crucial for optimal decoding and, thus, will be evaluated
here. If the degree of incoming codewords is too high in regard to the number of the
node’s reconstructed symbols, many codewords cannot be decoded immediately after
reception. They have to be stored in the node’s waiting list instead and, thus, decoding is
delayed. Therefore, more packets/codewords have to be received to reconstruct a certain
number of symbols. However, if the degree of incoming codewords is too low, many
received packets/codewords will be redundant, which means that all included symbols
have already been reconstructed by the considered receiving node. The reception of
a redundant codeword represents an unnecessary reception and should be avoided
for this reason. It only increases the number of received packets/codewords without
reconstructing a further symbol. A higher codeword degree reduces the probability of
receiving a redundant packet/distance-0-codeword but also reduces the probability of
immediate decodability of the received packet/codeword. Further theoretical details
on the degree of a codeword for transmission in the case of BCGC can be found in
Section 5.2. As described in Section 5.2.1, for BCGC, a degree function is used to
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determine a node’s desired degree for a packet/codeword received next depending on
its current number of reconstructed symbols. When a node creates a packet/codeword,
the codeword degree is specified using the received desired degrees of its neighboring
nodes. However, the quality of the chosen degree correlates strongly with the quality
of the underlying degree function, which will, therefore, be studied in Section 7.1.1.1.
On top of that, the nodes’ desired degree and, thus, the used codeword degree can
be limited in BCGC in order to have shorter packets and comply with the maximum
packet sizes specified by IEEE Std 802.15.4, see Section 3.2.2. This aspect is evaluated
in Section 7.1.1.2.

7.1.1.1 Evaluation of Degree Function

In the following, options for the applied degree function, i.e. a node’s desired degree to
be received next for a respective number of reconstructed symbols, are evaluated.

GC Degree Function vs. Delayed Degree Increase First, the GC degree function,
as described in Section 5.2.1, is used. It maximizes the probability pDist1(r, d) from
Equation (5.1) to receive a packet/codeword which can be decoded immediately after
reception if all symbols have the same probability to be included in a codeword. However,
as described in detail in Sections 5.2.1 and 5.2.2, the GC degree function only considers
the required number of received packets/codewords, but not the size of the respective
packets. For this reason, it is proposed in Section 5.2.2 to use certain stochastic estimates
of the resulting latency and delay the increase of the desired degree if a degree increase
does not improve the estimated latency. The resulting delayed degree function is already
shown in Figure 5.4 in Section 5.2.2 together with the original GC degree function. The
differences to the GC degree function in terms of performance can be seen in Figures 7.1
and 7.2. Since the GC degree function is designed to keep the required number of
received packets (RNP) as low as possible, which minimizes both energy consumption
and latency for packets of given, fixed length, the RNP is compared in Figure 7.2. A
lower RNP also ensures that the overall number of collisions is reduced in the case of
a collision-prone MAC protocol. It shall be shown to what extent the approach with
a delayed degree leads to a worse RNP. Furthermore, it is criticized here that the GC
degree function does not take latency into account in the case of dynamic packet sizes
or static packet sizes and a non-predefined packet length. As this issue is addressed
by the described approach of delayed degree increase using stochastic estimations, the
resulting latency is compared with the latency resulting from the original GC degree
function in Figure 7.1.

In the following, the results are interpreted:
With the original GC degree function, the average degree of a received packet was 5.9. By
contrast, the average degree of a received packet was 3.5 when using a delayed degree
increase. This is due to the fact that with a delayed degree increase, lower degrees are
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used towards the end of the dissemination process than with the original GC degree
function, as shown in Figure 5.4. By using lower degrees towards the end, packets
are shorter from this point on. Consequently, more packets can then be sent/received
within a considered period of time if using the default MAC protocol. As shown in
Figure 7.2, in the considered default scenario, the average number of received packets
needed to reconstruct a respective number of symbols does not differ noticeably in
the two approaches and cannot be distinguished from stochastic fluctuations. These
aspects together lead to the fact that latency is lower with a delayed degree increase
using stochastic estimations compared to using a degree according the original GC
degree function, see Figure 7.1. Thus, not using the maximum possible degree may not
be a significant disadvantage in terms of RNP. It may also result in node and system
latency being lower than with the standard GC degree function. As a result, approaches
that limit the degree should be pursued and are, therefore, analyzed in more detail in
Section 7.1.1.2.

A tabular summary of the RNP100, latency, and further performance metrics for the
GC degree function compared to a delayed degree increase can be found in Table 7.1.

GC Degree Function vs. Degree Functions with a Greater Slope Besides the
fact that the degree function should not increase as high as specified by the GC degree
function towards the end of the dissemination process, another deviation from the
original GC degree function is discussed in Section 5.2. In realistic systems, especially
in the beginning of the data dissemination process, symbols have a strongly different
probability to be included in a codeword. Therefore, if using a degree d given by the
GC degree function, the probability to receive a distance-0-codeword will be increased
and the probability to receive a distance-1-codeword will be decreased compared to an
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Performance metric GC deg.func. GC deg.func. +
delayed deg.inc.

RNP100 ±σ 2948± 154 2952± 161
(min, max) (768, 6323) (659, 5397)
Node latency ±σ [s] 18.7± 1.9 17.0± 1.1
(min) (12.3) (11.3)
System latency ±σ [s] 27.3± 4.2 24.8± 4.9
Time 95% nodes completed [s] 23.3 20.4
PRR 1− 0.318 1− 0.322
Throughputeff [bi t/s] 2205 2413
Sent packets ±σ 674± 40 660± 39
Energy consumption [J] 0.8255 0.7841

Table 7.1: Performance metrics for GC degree function vs. delayed degree increase

idealized scenario with equal probabilities. Therefore, the required number of received
packets/codewords (RNP) is higher than would be expected under idealized conditions.
Increasing the degree earlier than specified by the original GC degree function may
be beneficial concerning the required number of packets in these cases and, thus, also
concerning latency. For this reason, different degree functions are investigated here
with a greater slope in the beginning than the slope of the GC degree function. At a
later stage within the data dissemination process, when many symbols have already
been reconstructed in the nodes, all symbols have approximately the same probability of
being included in a codeword. Therefore, at a later point in time, all considered degree
functions transition back to the GC degree function. In general, the original GC degree
function maximizes the probability pDist1(r, d) for uniformly distributed probabilities
and provides a theoretically optimal degree for immediate decoding/reconstruction, see
Section 5.2.1. The search space to find an optimal degree function is very large and a
resulting optimal solution might then be valid only for the considered scenario. Thus,
the influence of different slopes on the individual performance metrics is studied in the
following instead. For this purpose, the GC degree function, a degree function with a
slightly larger slope (slope incr. low), a degree function with a significantly larger slope
(slope incr. med.), and an aggressive degree function with a very steep slope (slope incr.
high) are used. The respective desired degree for a considered number of reconstructed
symbols can be found in Figure 7.3 for the individual degree functions.

The goal of the GC degree function is to minimize the RNP. However, this is not
fulfilled under the present conditions which deviate from the ideal scenario and should
be improved by a greater slope. Therefore, in Figure 7.5, the RNP resulting from the use
of the GC degree function is compared with the RNP resulting from the other degree
functions with a greater slope. The RNP depends directly on the percentage of received
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Performance metric slope incr. slope incr. slope incr.
low med. high

RNP100 ±σ 2114± 118 1700± 98 2190± 456
(min, max) (558, 5045) (452, 3999) (500, 96652)
Node latency ±σ [s] 13.7± 0.9 12.0± 1.3 16.1± 3.0
(min) (8.3) (6.8) (4.7)
System latency ±σ [s] 23.8± 5.2 21.2± 4.8 289.5± 158.2
Time 95% nodes completed [s] 17.7 16.5 34.4
PRR 1− 0.323 1− 0.329 1− 0.343
Throughputeff [bi t/s] 3009 3432 2634
Sent packets ±σ 493± 28 413± 24 567± 114
Energy consumption [J] 0.7063 0.6226 8.5191

Table 7.2: Performance metrics for degree functions with a greater slope

distance-0-codewords, distance-1-codewords, and distance->1-codewords, so these are
shown in Figures 7.6 to 7.8, respectively. A change in the slope of the degree function
primarily changes the distance with which codewords arrive at the receiver so that in
Figures 7.6 to 7.8 the direct influence of the degree function can be observed. Since
latency is a key performance metric of BCGC, which also determines energy consumption,
the resulting latency for each degree function is shown in Figure 7.4. Latency depends
on the RNP100, but also on the packet size, i.e. how many packets can be sent/received
per considered period of time. For this reason, the temporal development of the number
of sent/received packets is shown in Figure 7.10. The lower the y-value of a curve,
the fewer packets have been sent/received until the respective point in time. For the
used default CSMA/CA MAC protocol, the default simulation setting, and the BCGC
procedure, a decrease in the slope of a ‘sent’ / ‘received’ curve during the dissemination
process means that packets became larger, i.e. that the codeword degree was increased.
Figure 7.9 shows how many packets of which degree have been received with a respective
degree function to separately visualize and emphasize how big the received packets have
been. Please note that the graphs show a peak at degree d = 46 since maxDeg= 46 is
used here as an upper bound for the codeword degree. An overview of these mentioned
values and further important performance metrics of BCGC for the considered degree
functions with a greater slope than the GC degree function can additionally be found in
Table 7.2. For the corresponding values of the GC degree function, see Table 7.1.

In the following, the results are interpreted:
When using the original GC degree function, the average degree of a received codeword
was 5.9. With the degree function with a slightly larger slope (slope incr. low), or
significantly larger slope (slope incr. med.), or very steep slope (slope incr. high), the
resulting average degree was 7.0, 10.3, or 11.6, respectively. The following identified
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correlations apply specifically to a system with a low degree of mobility and a not
extremely high node density, as is the case in the default simulation settings used here,
see Section 6.2.2. The overall very high percentage of received distance-0-codewords
can be explained as follows: First, only symbols which have already been reconstructed
by the node creating the codeword can be used for a codeword and second, symbols
are selected randomly. The lower/higher starting value of the curve which shows the
percentage of distance-0-codewords/distance-1-codewords is due to the fact that a node
initially has reconstructed only its own symbol. Therefore, among the first received
packets/codewords, there are many codewords which are distance-1-codewords for
the node. However, the probability of the symbols to be included in a codeword is
not equally distributed in the beginning. Thus, earlier than expected, for example,
for the Coupon Collector’s problem, more and more redundant codewords and fewer
distance-1-codewords are received, unless the degree is increased appropriately. As
a consequence, the percentage of distance-0-codewords increases strongly and the
percentage of distance-1-codewords decreases accordingly. Symbols have a strongly
unequal probability to be included in a codeword in the beginning of a data dissemination
process. Therefore, the formulas on which the GC degree function is based deviate
significantly from reality. Hence, the degree given by the GC degree function does not
certainly maximize the probability that a received packet of this degree is a distance-
1-codeword, but is too low. Codewords can only be composed of the symbols which
have already been reconstructed by the respective node, and all reconstructed symbols
are chosen with equal probability for this purpose. As a consequence, often, one of the
proportionally many reconstructed symbols originating from the vicinity of the node
is chosen. These symbols have already been received/transmitted many times and
have also been reconstructed by all neighbors with high probability. Rarely, one of the
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proportionally few reconstructed symbols is chosen which have just been reconstructed
by the node and, thus, have only rarely/never been re-transmitted. However, especially
these rare symbols are interesting for the neighbors to receive since they are more likely
to have not yet been reconstructed by the neighbors. With a higher codeword degree,
the probability that these rare symbols are also included in a codeword is higher due to
the larger number of symbols which are used in a codeword. Therefore, when using
degree functions with a greater slope, the percentage of received distance-1-codewords
and distance->1-codewords is higher than for the original GC degree function, see
Figures 7.7 and 7.8. In the case of a higher codeword degree, more symbols are chosen
for a codeword and these are chosen randomly here. For this reason, degree functions
with a greater slope than the GC degree function cause a lower percentage of received
redundant distance-0-codewords. This can also be seen in Figure 7.6. With each further
reconstructed symbol the distribution of the probabilities of the symbols to be included in
a codeword becomes more equal. Hence, the formulas on which the GC degree function
is based correspond more and more to reality. This means that the GC degree function
provides a progressively more suitable degree in terms of maximizing the probability
of receiving a distance-1-codeword. As a consequence, the percentage of distance-0-
codewords/distance-1-codewords decreases/increases by itself after a certain number of
reconstructed symbols when using the GC degree function. The other considered degree
functions transition to the GC degree function towards the end of the dissemination
process. Thus, for a given number of reconstructed symbols, they return a similar or the
same degree as the GC degree function. Consequently, they then deviate only slightly
from the GC degree function in terms of the percentage of received distance-0-codewords
and distance-1-codewords, see Figures 7.6 and 7.7.

The lower the density in the network and the lower the degree of nodes’ mobility, the
higher is the probability to receive redundant distance-0-codewords for a considered
number of reconstructed symbols r and a degree d given by the GC degree function.
Thus, the more the degree function should deviate from the GC degree function in
the beginning and the more the degree should be increased. However, in the case of
a very high degree of mobility or density, symbols quickly have a similar probability
of being included in a codeword so that a calculation of the probability pDist1(r, d)
via Equation (5.1) is valid. Then, the probability pDist1(r, d) can be maximized using
Equation (5.1), i.e. the GC degree function can be applied. For more theoretical details
on these relations, see Section 5.2.1. Evaluations for scenarios with different degrees of
mobility can be found separately in Section 7.2.4.

As already mentioned, if using degree functions with a greater slope, the percentage
of received distance-1-codewords is higher than for the original GC degree function, see
Figure 7.7. Furthermore, the percentage of received redundant distance-0-codewords
is lower, see Figure 7.6. However, if the slope is chosen too high, the percentage of
distance-0-codewords decreases but the percentage of distance-1-codewords does not
increase accordingly, as can be seen for the degree function with a very steep slope (slope
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incr. high). This can be explained by the fact that more distance->1-codewords arrive,
see Figure 7.8. However, a higher percentage of incoming distance->1-codewords can
lead to the decoding process being delayed or stalled. This can be seen, for example, in
Figure 7.5 for the very aggressive degree function.

In general, the resulting RNP can be derived from the percentage of received distance-
1-codewords. However, also codewords from the waiting list, i.e. codewords which
previously arrived as distance->1-codewords, can be decoded. Thus, further symbols
are reconstructed without having to receive additional codewords. For this reason, the
RNP value can be lower, i.e. better, although the percentage of received distance-1-
codewords is lower, i.e. worse, than with a different degree function. A flattening of
the RNP curve in the course of the dissemination process can also be explained by the
reconstruction of symbols via the waiting list, which can be clearly seen, for example,
for the very aggressive degree function in Figure 7.5. In Table 7.2, the average value of
the performance metric RNP100 ±σ is indicated with the standard deviation σ of this
average value over all seeds. In the case of the degree function with a slightly larger
slope (slope incr. low), the degree function with a significantly larger slope (slope incr.
med.), and the aggressive degree function with a very steep slope (slope incr. high), the
value for RNP100 ±σ is 2114± 118,1700± 98, or 2190± 456, respectively. However,
if considering the average value of the standard deviations of all seeds σ̂ instead, σ̂ is
460, 397, or even 3719, respectively. This shows that the resulting average value RNP100
does not differ strongly between the individual seeds. By contrast, the value within a
seed, i.e. the value for the individual nodes in a considered network, differs significantly.
In particular, for the aggressive degree function, there is an extreme difference between
the individual nodes. The last nodes had to receive a significantly higher number of
packets to be able to reconstruct all distinct original symbols than the first ones. As
also can be seen in Tables 7.1 and 7.2, the RNP gain of the degree function with a
slightly larger slope (slope incr. low), or a significantly larger slope (slope incr. med.),
or a very steep slope (slope incr. high) compared to the original GC degree function is
2948
2114 ≈ 1.39, 2948

1700 ≈ 1.73, or 2948
2190 ≈ 1.35, respectively. Furthermore, the corresponding

throughput gain is 3009
2205 ≈ 1.36, 3432

2205 ≈ 1.56, or 2634
2205 ≈ 1.19, respectively, see Tables 7.1

and 7.2. For the definitions of the term ‘RNP gain’ and ‘throughput gain’, see Section 3.3.
Concerning energy consumption, by far the most energy was consumed using the degree
function with a very steep slope, which even performed worse than the original GC
degree function, and the least energy using the degree function with a significantly
larger slope, see Tables 7.1 and 7.2.

Regarding latency, it can be seen that, for example, the degree function with a very
steep slope (slope incr. high) performs worst although the RNP100 value is better than
with the GC degree function. Generally, due to a higher desired degree in the case
of the degree function with a very steep slope, larger packets are used. Thus, fewer
packets are sent/received in a considered period of time, as can be seen in Figures 7.9
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and 7.10. How many packets of which degree have to be received, i.e. how big packets
are, influences latency but also energy consumption, see Table 7.2. Simulations show
that if combining these two aspects, latency is finally best for the degree function with a
significantly larger slope (slope incr. med.).

As described in Section 3.1.2, the RNP as well as latency, throughput, and energy
consumption are relevant here. However, the goal here is not to find the global optimum
for the considered example situation, but the basic mechanisms should be studied. For
this reason, the degree function with a significantly larger slope than the original GC
degree function (slope incr. med.) is used as the degree function of BCGC for further
evaluations. This degree function has the biggest RNP gain and throughput gain, the
lowest energy consumption, and performed best in terms of latency compared to the
other presented degree functions, see Tables 7.1 and 7.2. Although this degree function
is not necessarily optimal, it had the best overall performance among the considered
degree functions and will, therefore, be used in the following for BCGC.

Long-Tail Problem The time course of the completed nodes shows that many nodes
are completed quickly and a few take significantly longer, see Figure 7.4. This effect can
also be seen when comparing the values of ‘Time 95% nodes completed’ with ‘System
latency’ in Table 7.2. There are two fundamental reasons for this behavior, which are
explained in the following.

First, at the beginning, each node has reconstructed only its own symbol, i.e. each
symbol exists only exactly once in the network. The so-called long-tail problem arises,
for example, from the fact that nodes at the boundary area have a longer average
distance, counted in hops, and in particular a longer maximum distance to all other
nodes in the network than nodes on the inner part. Thus, in static systems or systems
with a low degree of nodes’ mobility, symbols have to traverse a longer average distance
to reach the nodes at the boundary area. This distance is increased by the current link
error rate, i.e. by occurring collisions, per hop and, thus, the effect is further amplified.
Therefore, it theoretically takes longer for all symbols to arrive at the few nodes at the
boundary area than at the many nodes in the interior due to the distance to be covered.
In addition, only the symbols that have already been received and reconstructed by a
node creating a codeword can be combined in this node’s new codewords. Furthermore,
in the case of BCGC, a node cannot use all symbols it has already reconstructed for one
packet/codeword but only a certain number of symbols since it has to take into account
the desired degrees of its neighbors. Using these degrees to determine the degree of
a codeword for transmission is necessary for the decodability of the packet/codeword
in the neighboring nodes. Without using these degrees given by the neighbors’ degree
function, all reconstructed symbols could be sent to the neighbors much faster. However,
a respective received codeword could probably not be decoded immediately, or even
never be decoded. Thus, the symbols would be present in codewords in the neighbors’
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waiting lists, but not be reconstructed. Such a procedure would, therefore, only be
reasonable if, for example, Gaussian elimination is used for decoding, which cannot
be used here due to the addressed system setup in Section 3.1.1. For more details
on this issue, see Section 5.2. If nodes are located/moving on a plane, as assumed
in Section 3.1, the observed number of nodes in the vicinity of a node as well as the
node density usually differ for each node. At the beginning of a data dissemination
process, there are typically fewer distinct original symbols in the vicinity of a node
located at the boundary area than for a node in the inner part. In addition, in the case
of a static network or a low degree of nodes’ mobility, a node at the edge receives fewer
packets/codewords per period of time as it has fewer direct neighbors which are sending
packets via broadcast transmissions. Thus, it takes more time for a node at the edge to
receive a certain number of packets/codewords and, hence, to be able to reconstruct a
certain number of symbols. Assuming that a node at the edge transmits at the same
time intervals as nodes in the inner part of the area which is occupied by nodes, the
node at the edge will transmit the same symbols more often, given the same number
of reconstructed symbols and an unchanged degree. Nodes in the vicinity of a node
at the edge often already know all of the symbols which have been sent several times
by the considered node. As a consequence, they receive many distance-0-codewords
from this node. This leads to the fact that a node at the boundary area receives more
redundant codewords than a node in the inner part of the area, especially if the node
and its surrounding nodes have reconstructed only a few symbols. For these reasons, in
addition to the higher maximum distance to other nodes in the network, it takes even
longer for nodes at the edge to receive/reconstruct all distinct original symbols than it
does for nodes in the interior. For nodes with a low node density in their surroundings,
the situation is the same as for the nodes at the edge described here.

The extent of the long-tail problem is strongly dependent on the initial positioning of
the nodes, especially in the case of a static network or a low degree of nodes’ mobility
and a not extremely high node density. This topology then determines the node density
in the vicinity of a node and the maximum distance of a node to all other nodes of the
network counted in hops. Single badly connected, distant nodes can strongly influence
the average values such as node latency and, in particular, system latency. For this
reason, a simulative evaluation with multiple seeds is reasonable. However, some nodes
will always be left behind by the others in a random placement of the nodes on a plane
since there will always be nodes located at the edge. If, in the case of a static network,
a grid topology was used instead of a random topology, the long-tail problem would
be less obvious since all nodes, except for the nodes at the boundary region, would
be surrounded by the same node density. Thus, there are no nodes with extremely
many neighbors and, in particular, no very poorly connected nodes. Another factor that
mitigates the long-tail problem is the nodes’ mobility. Mobility of nodes ensures that
symbols are distributed more quickly in the network and that the maximum distance
to be covered by each symbol, measured in hops, becomes smaller. The higher the
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degree of mobility, the faster symbols are spread across the network. The long-tail
problem is most severe in static networks, where poorly connected nodes remain poorly
connected and there is no mobility to support the distribution of symbols. For the
simulation results shown here, a low degree of nodes’ mobility is assumed, as described
in Section 6.2.2. Other degrees of mobility as well as a static network are considered
separately in Section 7.2.4.

Second, another main cause of the long-tail problem is the fact that nodes at the
edge have reconstructed only little while nodes in the neighborhood of these nodes
have already reconstructed everything. If a node has already reconstructed all distinct
original symbols and generates a new codeword, all symbols have the same probability
to be included in this codeword. In this case, it would be optimal for the neighbors
of such a node to use the GC degree function for determining their current desired
degree. Any deviation from the degree given by the GC degree function will result
in a lower probability of receiving an immediately decodable distance-1-codeword.
Furthermore, the formulas from Equations (5.1), (5.5), and (5.6) can be used without
restriction since the assumptions for the formulas are fulfilled. However, since symbols
have a strongly varying probability to be contained in a codeword in the beginning
of a dissemination process, degree functions with a greater slope are evaluated here.
In particular, the aggressive degree function with a very steep slope returns a much
higher degree than the GC degree function. Therefore, the probability of a received
distance-1-codeword is reduced as soon as all symbols have the same probability to be
included. Then, more distance->1-codewords will arrive and more packets/codewords
have to be received to reconstruct a further symbol. In the worst case, the number of
reconstructed symbols in the few remaining nodes remains the same over a long period
of time and only the waiting list in the respective nodes is increased. This implies that
it takes a long time until another node is completed. Especially with the aggressive
degree function, this phenomenon can be observed clearly under the default simulation
settings. For example, if a node has only reconstructed 62 symbols, its desired degree
is 9 with the aggressive degree function with a very steep slope. If the neighbors have
already reconstructed all original symbols, the node should optimally have a desired
degree of 1, as is the case with the GC degree function. At a desired degree of 1, the
node would only have to receive 1.3 packets/codewords in expectation for one more
reconstructed symbol, as can be determined via Equation (5.5). However, if the node
uses a desired degree of 9 instead, it has to receive an expected maximum number of
17209 packets/codewords to be able to reconstruct another symbol. This explains the
shape of the curve for the aggressive degree function in Figure 7.4, i.e. the significant
long-tail problem. This problem described here arises especially if there is a strong
difference between the number of reconstructed symbols in almost all nodes compared
to the number of reconstructed symbols in a few other nodes. This difference in the
number of reconstructed symbols is especially evident in the case of a static network or
a system with a low degree of nodes’ mobility, not extremely high density and random
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Fig. 7.11: Reconstructed symbols in non-completed nodes

placement of the nodes, as already described before. Figure 7.11 shows the average
number of reconstructed symbols in a non-completed node at a considered point in time.
It is important to note that the plotted graph includes only a few seeds or even only one
seed towards the end due to its definition. For this reason, the graph fluctuates towards
the end. In Figure 7.11, the difference in the number of reconstructed symbols can be
clearly seen for the aggressive degree function if considering the number of completed
nodes shown in Figure 7.4. Please note that the degree function with a significantly
larger slope (slope incr. med.), which is used for BCGC, already reduces the long-tail
problem significantly compared to the situation with the aggressive degree function, see
Figure 7.4. In general, the problem is stronger the more the degree function deviates
from the original GC degree function. A significant deviation from the GC degree
function can, therefore, accelerate the time at which most nodes are completed, since
fewer redundant packets/codewords are received. However, the time at which the last
nodes finish may become much worse, so that the average values will also be worse.

When investigating the long-tail problem, it can be seen in Figure 7.11 that nodes
which end up taking significantly longer than the other nodes do not wait for a few last
symbols in the case of the aggressive degree function with a very steep slope (slope
incr. high). Instead, these nodes are still missing a large number of distinct original
symbols. The long-tail problem of the aggressive degree function shown in Figure 7.4 is,
therefore, not due to the challenge of reconstructing the few last symbols or the very
last symbol in each node, especially since there is no limitation of the degree yet. If
n−1 symbols have been reconstructed in a considered node and, thus, a desired degree
of n is used, an expected number of only one more packet/codeword has to be received
to reconstruct the last symbol once the desired degree n is fulfilled.

To mitigate the long-tail problem, the goal should be to distribute all symbols as
quickly as possible throughout the entire network, for example by limiting the degree
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or by preferentially forwarding new symbols in particular. For this reason, different
upper bounds for the codeword degree are evaluated in Section 7.1.1.2. Furthermore,
preferentially forwarding new symbols is addressed here by the presented approach
with specific symbol selection, which is, therefore, evaluated in Section 7.1.2.

In general, the aspects of the long-tail problem which are inherent to the network
topology cannot be completely eliminated. Nodes at the edge will always receive less
packets per considered time interval and symbols will always have to traverse a longer
average distance to reach these nodes in the case of a low degree of nodes’ movement.

In the following, the limitation of the degree, which is explained in Section 5.2.4, is
evaluated next. Limiting the degree also addresses the long-tail problem. It will lead to
avoid choosing a degree which is much too high towards the end of the dissemination
process, uses smaller packet sizes, and aims to distribute all symbols to all nodes quickly.

7.1.1.2 Evaluation of Upper Bound for Codeword Degree

In the following, different upper bounds maxDeg for the codeword degree are evaluated.
Background information and details on the limitation of the degree can be found in
Section 5.2.4. Since the default settings from Section 6.2.1 are considered here, only
evaluations with dynamic packet sizes are executed in the following. The effect of
limiting the degree would be even more significant with static packet sizes than with
dynamic packet sizes. The reason for this is that with static packet sizes and a limitation
of the degree, the packet sizes are smaller from the beginning than without an upper
bound or with a higher upper bound. With dynamic packet sizes, on the other hand, the
packet sizes increase with increasing degree. As a consequence, the limitation of the
degree is noticeable only for the packets that have to be sent/received to reconstruct
the last few symbols. The more the degree is limited, i.e. the lower maxDeg is chosen,
the more packets/codewords have to be received to reconstruct a certain number of
symbols in a node since usually more redundant codewords are received than without
a limitation. At the same time, however, packets and, thus, the transmission time
of packets becomes shorter. Since the reduced transmission time is more noticeable
with static packet sizes than with dynamic packet sizes, even a lower maxDeg would
be optimal in the case of static packet sizes. However, the fundamental impact of a
limitation of the degree is the same for static and dynamic packet sizes. In general,
simulations have to be executed to determine which upper bound maxDeg is optimal in
terms of, for example, latency or energy consumption. Depending on the considered
simulation settings, such as payload size or degree of nodes’ mobility, and focused
performance metric, a different upper bound may be optimal. Therefore, only the
impact of different options for the upper bound maxDeg are investigated here under the
default settings described in Section 6.2.2. It is not a goal to find the optimal upper
bound for the considered default simulation settings. As an upper bound, maxDeg,
the values 2,4,8,16,32,64,128, and 256 are examined in the following for a system
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with n= 256 nodes/distinct original symbols. In the case of a lower upper bound and
dynamic packet sizes, packets are affected by the degree limit much earlier than with a
higher upper bound. Thus, significantly more packets are affected and not only the last
packets to be received. As a consequence, a more significant difference in RNP100 or
latency is to be expected between different lower upper bounds than between different
higher upper bounds. Therefore, more lower than higher upper bounds maxDeg are
considered here. For the default payload size of 20 Bytes, only a maximum degree
of maxDeg= 46 is possible in order not to exceed the maximum packet size specified
by IEEE Std 802.15.4. An upper bound maxDeg = 256 corresponds to not using any
degree restriction. In this case, the used degree function is then exactly the selected
degree function with a significantly larger slope (slope incr. med.) from Section 7.1.1.1.
The resulting degree functions for the maxDeg-values mentioned above are depicted in
Figure 7.12.

Here, the required number of received packets/codewords to reconstruct a certain
number of distinct original symbols, the percentage of received distance-0-codewords,
and the percentage of received distance-1-codewords is show in Figures 7.14 to 7.16
for the different used upper bounds. These values are especially interesting since they
are directly affected by a degree restriction. The more the degree is restricted, the
higher percentage of redundant distance-0-codewords/lower percentage of distance-
1-codewords is expected to be received and, thus, the more packets are expected to
have to be received to reconstruct a respective number of distinct original symbols. The
corresponding required number of received packets/codewords can also be estimated
via Equation (5.6). With a lower upper bound, more packets are expected to be needed,
but the individual packets are shorter. In the case of shorter packets, more packets
can be sent/received per time interval with the default MAC protocol used here, see
Sections 6.1.3.1 and 6.2.2. This can be observed in Figure 7.18 for the used upper bounds
maxDeg = 2,4,8,16,32,64,128,256. The exact distribution of the packet lengths of
the received packets can be derived from Figure 7.17 for each of these upper bounds.
There, it can be seen how many packets of which degree, i.e. which length, had to be
received in the end. A reduction of the latency, which can be achieved due to these
correlations, was one of the main reasons for which the degree should be limited by an
upper bound. Since packets of different lengths are used depending on the chosen upper
bound, latency cannot be derived directly from the RNP100. A shorter packet length
can result in a lower latency even with a higher RNP100. Latency is, therefore, shown
separately in Figure 7.13. An overview of the resulting values of relevant performance
metrics for maxDeg = 2, 4, 8, 16, 32, 64, 128, 256 can additionally be found in Table 7.3.

In the following, the results are interpreted:
By limiting the codeword degree to maxDeg = 2, 4, 8, 16, 32, 64, 128, or 256, the average
degree of a received codeword was 2.0, 3.6, 5.4, 6.4, 7.2, 8.1, 9.1, or 10.3, respectively.
If an upper bound maxDeg is used, a node’s desired degree and, thus, the used codeword
degrees are bounded above by maxDeg. Therefore, less symbols are combined in a
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codeword in the case of a lower maxDeg as soon as a certain number of symbols has been
reconstructed and the respective degree maxDeg would have been exceeded with a higher
maxDeg or with no limitation of the degree. The less symbols are combined in a codeword
the higher is the probability that this codeword represents a distance-0-codeword for a
receiver. Thus, the percentage of received redundant distance-0-codewords is increased
the lower maxDeg is chosen, see Figure 7.15. The percentage of received distance-1-
codewords is decreased accordingly, as shown in Figure 7.16. Starting from the number
of reconstructed symbols above which the percentage of received distance-0-codewords
is increased for a respective used maxDeg, the RNP increases, see Figure 7.14. Overall,
each node has to receive additional packets depending on the chosen upper bound
maxDeg. It can be seen in Figure 7.14 that a strong limitation of the degree, by e.g.
maxDeg = 2 or 4, under the default simulation settings from Section 6.2.2 leads to a
significantly higher RNP than without limiting the degree, i.e. with maxDeg= 256. In
the case of maxDeg = 2 or 4, the RNP differs compared to the use of no limitation of the
degree starting from about half or 2/3 of the number of symbols to be reconstructed,
respectively. With a higher upper bound for the codeword degree, the difference in
RNP is less and less significant. In the case of a higher upper bound than maxDeg= 2
or 4, the difference becomes apparent only at the last symbols to be reconstructed.
Thus, a difference in RNP compared to no limitation of the degree can be seen in
Figure 7.14 only up to maxDeg = 8 or 16. However, even with no limitation of the
degree, i.e. with maxDeg = 256, the slope of the RNP graph increases slightly in the
end. This means, more packets/codewords have to be received to reconstruct the
last few symbols than for the symbols before. This can be recognized more easily in
Figure 7.5 for the degree function with a significantly larger slope than the original
GC degree function (slope incr. med.), which is used here, than in Figure 7.14 due to
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the scaling of the axes. In Figure 7.5, it can also be seen that the increased slope of
the RNP graph in the end does not only occur with the degree function used here but
with all compared degree functions from Section 7.1.1.1. The increase of the slope
of the RNP curve towards the end is, thus, not due to the limitation of the degree
provided that maxDeg is higher than a certain value. In Table 7.3, the difference in
RNP100 can still be recognized up to maxDeg= 16. For a higher upper bound maxDeg,
the difference in RNP100 is so small that it is difficult to distinguish from statistical
fluctuations. One reason for this small difference is that the difference in the required
number of received packets/codewords affects only the very last symbols that have to
be reconstructed. With, for example, a degree limitation by maxDeg = 32, there is a
difference to no limitation of the degree only from about 250 of 256 symbols to be
reconstructed. In addition, with an upper bound of maxDeg= 2, 4, 8, 16, 32, 64, 128, or
256 and n= 256 nodes/distinct original symbols, an expected (maximum) number of
only 128, 46, 32, 16, 8, 4, 2, or 1 packets/codewords has to be received even to reconstruct
the most difficult to reconstruct last symbol, respectively. This can be calculated using
Equation (5.6) from Section 5.2.2, assuming that all symbols have the same probability
of being included in a codeword. It can, thus, be seen that even with a very drastic
restriction of the degree to maxDeg= 2 in comparison to the RNP without a limitation
of the degree, not extremely many additional packets have to be received to reconstruct
the last symbol. In the case of maxDeg= 32, the last symbol only requires an expected
maximum number of 8 received packets/codewords instead of 1 packet/codeword as
with no upper bound for the codeword degree. The second to last symbol and earlier
symbols can each be reconstructed with even fewer additional received packets. Hence,
there is no significant difference regarding RNP to no limitation of the degree in this case.
The results presented here refer to BCGC with the degree function with a significantly
larger slope than the original GC degree function (slope incr. med.). Overall, the RNP
gain of the use of maxDeg= 2, 4, 8, 16, 32, 64, or 128 compared to no limitation of the
degree, i.e. maxDeg = 256, was 1700

5363 ≈ 0.32, 1700
3061 ≈ 0.56, 1700

2119 ≈ 0.80, 1700
1779 ≈ 0.96,

1700
1706 ≈ 1.00, 1700

1684 ≈ 1.01, or 1700
1694 ≈ 1.00, respectively, see Table 7.3. This means the

RNP100 is worse for maxDeg = 2,4, and 8 than for maxDeg = 256 and approximately
identical for maxDeg= 16, 32, 64, and 128. Thus, as expected, there is no RNP gain by
limiting the degree compared to using the degree function with a significantly larger
slope than the original GC degree function (slope incr. med.) without any limitation of
the degree. However, if maxDeg is not chosen extremely low, there is only little or even
no difference in RNP100 compared to no limitation of the degree. For a different degree
of nodes’ mobility than the default setting assumed here, the simulation results for the
respective upper bounds will differ from the results presented here. For example, the
lowest upper bound with which no difference in RNP can be recognized compared to the
RNP in the case of no limitation of the degree may be different. However, the general
behavior described here remains the same. A detailed evaluation of BCGC using different
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degrees of nodes’ mobility is presented separately in Section 7.2.4. As can be seen in
Figure 7.17, a low upper bound maxDeg causes that significantly more packets have to
be received than without a limitation of the degree. However, these many packets are
shorter than in the case of a higher upper bound. The lower transmission time of the
respective shorter packets can also be identified from Figure 7.18. There, it can be seen
that the lower maxDeg is, the more packets are sent per considered time interval. For a
payload size other than the default payload size of 20 Bytes, these differences can be
more/less significant if the relative packet overhead is higher/lower. Different payload
sizes are considered separately in Section 7.2.1.

The data distribution/collection process by the sinks themselves should be performed
with few transmissions of preferably small packets to enhance reliability. Overall,
with maxDeg= 32 or higher, the RNP and thus the RNP100 is not noticeably increased
compared to not using any limitation of the degree. At the same time, packets are shorter
and, therefore, the smaller maxDeg is chosen the more packets can be sent/received per
considered time interval with the default MAC protocol. Combining these two aspects, it
follows for the default simulation setting that an upper bound maxDeg between 32 and
64 has the lowest resulting latency, which is shown in Figure 7.13. In this case, if at all,
only slightly more but shorter packets have to be received than without a limitation of
the degree. Therefore, each node is completed, i.e. has reconstructed all distinct original
symbols, faster. The time difference between the completion of the first and the last
node in the network is, thus, also shorter since the transmission time and collision rate
are reduced. Therefore, distant or poorly connected nodes can, then, be reached more
quickly. In the case of maxDeg= 2 or 4, the difference in RNP compared to use of no
limitation of the degree can already be recognized from about half or 2/3 of the number
of symbols to be reconstructed, respectively. Thus, the difference accumulates so that
RNP100 is significantly higher than with maxDeg = 256. This significant difference in
RNP100 cannot be compensated by the smaller packet size. As a consequence, each node
needs significantly longer to finish than without a limitation of the degree. In addition,
the difference between the time at which the first node is completed and the time at
which the last node is completed is increased. Therefore, it can be seen in Figure 7.13
that the limitation of the degree by maxDeg = 2 or 4 causes the latency-related curve to
flatten considerably, resulting in a higher node latency and ultimately a higher system
latency. For a lower maxDeg, latency is dominated by the significantly higher RNP100
and for a higher maxDeg by the larger packets. Thus, the optimum concerning node
and system latency is expected to be found between maxDeg = 16 and maxDeg = 64
here. With maxDeg = 2,4,8,16,32,64, or 128, the corresponding throughput gain
was 1427

3432 ≈ 0.42, 2406
3432 ≈ 0.70, 3261

3432 ≈ 0.95, 3763
3432 ≈ 1.10, 3822

3432 ≈ 1.11, 3748
3432 ≈ 1.09, or

3596
3432 ≈ 1.05, respectively, see Table 7.3. In addition, the energy consumption of the
system was 1.6012J, 0.9656J, 0.6948J, 0.5369J, 0.5495J, 0.5197J, or 0.5783J in the
case of maxDeg = 2,4,8,16,32,64, or 128. In contrast, by using the degree function
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with a significantly larger slope than the original GC degree function (slope incr. med.)
without limiting the degree, i.e. with maxDeg = 256, the energy consumption was
0.6226J. Thus, there was no improvement in throughputeff or energy consumption
with maxDeg= 2, 4, and 8. The optimum for both performance metrics is in the range
between maxDeg= 16 and maxDeg= 64. For subsequent evaluations, an upper bound
of maxDeg = 46 is used for the default settings. This upper bound is within the range of
possible values for maxDeg which achieved the best results here. In addition, it is the
maximum upper bound with which the packet size specifications of IEEE Std 802.15.4
can still be met under the default simulation settings with the option to still add a
desired symbol. By using maxDeg = 46, the average degree of a received codeword was
7.6.

The so-called long-tail problem has already been considered and explained in Sec-
tion 7.1.1.1. There, many nodes finished quickly and a few took a very long time.
However, the long-tail problem was caused by the network itself there and also by the
use of a much steeper degree function than the original GC degree function. Here, not
the very aggressive degree function but the degree function with a significantly larger
slope than the original GC degree function (slope incr. med.) from Section 7.1.1.1
is used as a basis. With this degree function, the long-tail problem is not as severe
as with the aggressive degree function since the number of reconstructed symbols in
the nodes does not vary as much, see Section 7.1.1.1. In addition, an upper bound
for the codeword degree is used here so that the degree could only be too low in the
end. By limiting the degree by a suitably chosen maxDeg, each node can be completed
earlier. Then, also the difference between the time at which the first node is completed
and the time at which the last node is completed is shorter. However, the inherent
properties of the network remain so that a few nodes still take longer than the other
nodes of the network, see Figure 7.13. This means, the long-tail problem still exists
if the degree is limited by an upper bound maxDeg. In addition, the long-tail problem
can be more significant if a very low upper bound, such as maxDeg = 2 or 4 here, is
used so that especially many packets have to be received and have to reach distant or
badly connected nodes. In this case the time difference between the completion of the
first and the last node in the network is increased and the curve of the completed nodes
is flattened considerably, see Figure 7.13. Moreover, the long-tail problem can also be
slightly increased if very long packets have to be received due to a very large upper
bound maxDeg or no limitation of the degree. However, here, the long-tail problem is
in no case as prominent as in Section 7.1.1.1 with the very aggressive degree function.

To conclude, limiting the maximum possible degree by maxDeg can improve the
results concerning latency, throughput, and energy consumption. Furthermore, a slight
delay due to the long-tail problem can still be observed regardless of whether a suitable
maxDeg or no upper bound for the codeword degree is used.
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7.1.2 Evaluation of Composition of Codewords for Transmission

Besides the degree of created codewords, also the choice of the symbols which are
included in these codewords is an important process parameter of BCGC and influences
the performance crucially. Evaluations concerning the symbol selection are, therefore,
presented in the following. If all symbols of a received codeword have already been
reconstructed in a considered node, the codeword is redundant and the reception of the
codeword was unnecessary. Symbols which were often chosen for being included in a
codeword have probably already been reconstructed in the neighboring nodes. Thus,
receiving those symbols again does not bring any benefit for the neighbors. By contrast,
if some symbols are only rarely selected for transmission, it takes a long time until they
have been received by each node of the network. In general, symbols can be chosen
randomly or selected specifically. For BCGC, symbols are selected depending on their
probability to be useful for neighboring nodes. For this purpose, counters are used
which indicate how often a respective reconstructed symbol has already been sent or
received. In order to improve performance, symbols are selected as evenly as possible
in BCGC, which means rare symbols are preferred to ones which seem to be more
frequent. If specific symbol selection is used, rare symbols are expected to propagate
through the network more quickly and reach each node earlier. As a consequence, nodes
will be able to reconstruct all distinct original symbols more quickly, i.e. node latency
and system latency will be improved, and, hence, the long-tail problem is addressed.
These aspects are shown in more detail in the following evaluations. In this context,
there is also the option to request a certain desired symbol in addition to the specific
selection of symbols in the case of BCGC. Further theoretical details on the composition
of codewords in BCGC have already been described in Section 5.3. In Section 7.1.2.1, the
option to select symbols specifically will be evaluated in comparison to randomly chosen
symbols. An additional request/use of a desired symbol will be evaluated separately in
Section 7.1.2.2.

7.1.2.1 Evaluation of Specific Symbol Selection

In terms of codeword composition, three approaches are compared in the following:
the random choice of each symbol (all random), the specific selection of one symbol (1
selected, BCGC-default), and the specific selection of all symbols (all selected).

Using specific symbol selection compared to random symbol selection will immediately
change the percentage of received distance-0-codewords, distance-1-codewords, and
distance->1-codewords. Therefore, corresponding results are shown in Figures 7.22
to 7.24. If codewords are more appropriately composed for the receiver than in a
compared approach, the percentage of received distance-1-codewords is larger. The
more redundant symbols are used for the codewords for transmission, the higher is the
percentage of received distance-0-codewords. However, if there are many unknown
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Performance Metric all random 1 selected all selected
(BCGC)

RNP100 ±σ 1689± 97 827± 85 1553± 510
(min, max) (418, 4278) (277, 3213) (374, 8278)
Node Latency ±σ [s] 10.8± 0.8 5.5± 0.9 11.6± 6.4
(min) (6.9) (3.2) (3.1)
System Latency ±σ [s] 16.7± 2.8 11.4± 2.9 35.5± 14.3
Time 95% of Nodes Completed [s] 14.1 8.0 23.4
PRR 1− 0.332 1− 0.341 1− 0.355
Throughputeff [bi t/s] 3805 7562 3915
Sent Packets 402± 26 202± 27 403± 172
Energy Consumption [J] 0.5190 0.3488 1.0677

Table 7.4: Performance metrics for different codeword composition strategies and
maxDeg= 46

symbols for the receiver in the codewords, the percentage of received distance->1-
codewords is larger. The goal of using specific symbol selection is to have to receive
fewer packets/codewords to reconstruct a respective number of symbols than with a
random composition of codewords. However, received distance->1-codewords may
later become distance-1-codewords in the considered node’s waiting list and, thus,
provide a further reconstructed symbol. For this reason, the received percentage of
distance-1-codewords alone does not indicate the RNP. The required number of received
packets/codewords to reconstruct a respective number of distinct original symbols
is, therefore, compared separately in Figure 7.21 for the three different approaches.
Based on this graph, latency can be concluded. However, this is not easy to deduce
if the slope is very different for two curves to be compared and especially if the slope
changes significantly in the course of a curve. A greater slope in the later course of the
dissemination process, i.e. when many symbols have been reconstructed in a node, does
not only imply a greater increase in the number of packets which has to be received.
It also implies an increasing number of larger packets in particular. As a result, such
a change in the slope of the RNP-related curve has a significant impact on latency.
Node and system latency are, thus, considerably more affected than is directly apparent
with the RNP shown in Figure 7.21. For this reason, latency is plotted separately in
Figure 7.20 and, for clarity, the distribution of received packet sizes can additionally be
derived from Figure 7.19.

In the following, the results are interpreted:
In the case of specific symbol selection of exactly one symbol, a rare symbol is more likely
to be added to a codeword than if no specific symbol selection is used. Rare symbols
are, thus, preferentially forwarded by specific codeword composition using a specifically
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selected symbol. In this way, the uneven symbol selection discussed in Section 5.2.3
is mitigated from the beginning. The very high percentage of received distance-0-
codewords due to uneven symbol selection is reduced compared to the approach using
random symbol selection, see Figure 7.22. At the same time, the percentage of received
distance-1-codewords or the percentage of received distance->1-codewords is increased,
see Figures 7.23 and 7.24. A distance->1-codeword may be decodable at a later time
and, thus, may also be beneficial. By specifically selecting a symbol, currently rare
symbols are distributed through the network more quickly than with random symbol
selection. Thus, overall, symbols are selected/forwarded more uniformly and, therefore,
all symbols reach each node more quickly. As a consequence, each node has to receive
fewer packets/codewords to reconstruct a respective number of symbols if exactly one
symbol is specifically selected instead of randomly choosing all symbols, see Figure 7.21.
Overall, the approach with the specific selection of exactly one symbol (1 selected,
BCGC-default) provides the best results concerning RNP and in particular concerning
RNP100, see Figure 7.21 and Table 7.4. The average degree of a received packet was 7.6,
8.8, and 13.3 for the random choice of each symbol (all random), the specific selection of
exactly one symbol (1 selected, BCGC-default), and the specific selection of all symbols
(all selected), respectively. With random symbol selection, especially the number of
received degree-1-codewords and degree-2-codewords is increased in comparison to
specific symbol selection, see Figure 7.19. This is due to the fact that more codewords
of these degrees have to be received until a respective number of symbols has been
reconstructed in the case of random symbol selection. Furthermore, as can be seen in
Figure 7.19, fewer packets have to be received from each degree in the case of selecting
exactly one symbol specifically. As a consequence, node and system latency, which can
be derived from Figure 7.20 or found in Table 7.4, are lower if exactly one symbol is
selected specifically than with random symbol selection.

A specific symbol selection, i.e. an approach in which exactly one symbol or all
symbols are specifically selected, leads to less distance-0-codewords being received than
with random symbol selection, see Figure 7.22. However, if all symbols are selected
specifically, the percentage of received distance->1-codewords is significantly higher
than if only one symbol is selected specifically or if all symbols are selected randomly,
see Figure 7.24. This is due to the fact that, in this case, too many symbols are combined
in each codeword which are probably still unknown to the receiver. The approach with
exactly one specifically selected symbol always yields the largest percentage of received
distance-1-codewords. The approach of specifically selecting all symbols yields a higher
percentage of received distance-1-codewords in the first part of the data dissemination
process than the approach in which all symbols are randomly chosen and a lower
percentage in the second half. However, decoding can also be performed via the waiting
list and, thus, distance->1-codewords can also be profitable. Therefore, it can be seen
in Table 7.4 with respect to the RNP100 that selecting all symbols specifically is better
than choosing all symbols randomly. However, in Figure 7.21 it can be noticed that
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to reconstruct the last few symbols in a node, significantly more packets/codewords
have to be received than for the other symbols in the case of selecting all symbols
specifically. This behavior does neither occur with the specific selection of exactly one
symbol (1 selected, BCGC-default) nor with the random choice of each symbol (all
random). The increased slope of the RNP-curve for the approach with which all symbols
are selected specifically (all selected) leads to the fact that each node has to receive a lot
of packets with this approach especially at the end. These packets are then additionally
relatively large, see Figure 7.19. Thus, each node takes longer to finish if all symbols
are specifically selected. In addition, the time difference between the completion of the
first and the last node of the network is increased as more packets have to be received
per hop. It, thus, takes correspondingly longer to traverse the distance to distant or
poorly connected nodes. This explains the flatter shape of the curve for this approach in
Figure 7.20. Therefore, node and system latency are lower compared to the approach
with randomly chosen symbols despite the fact that the RNP is better most of the time.

Overall, with respect to the RNP, it can be observed that with all three considered
approaches, more symbols have to be received to reconstruct the last few or the last
symbol, see Figure 7.21. This is only partly caused by the limitation of the degree to
maxDeg= 46 in the case of random symbol selection, see Section 7.1.1.2. It is mainly
inherent to the network topology as few symbols have to overcome a larger distance
until they arrive at a respective considered node. Towards the end, in Figure 7.21, a
similar behavior can be seen for the specific selection of exactly one symbol as for the
random symbol selection. This described phenomenon cannot be completely eliminated
by specific symbol selection since symbols generated by distant nodes always have
to overcome a greater distance than symbols from the vicinity. However, as already
explained, by using the specific selection of one symbol, each symbol, i.e. in particular
also rare symbols, can reach a considered node with less transmissions than if random
symbols are used. Therefore, the RNP and, thus, node and system latency are better with
the specific selection of one symbol than with random symbol selection, see Figures 7.20
and 7.21. A few nodes will still take longer to reconstruct a certain number of symbols
or all symbols than the many other nodes due to their position in the network and their
degree of connectivity. These individual nodes will always have a greater average and
maximum distance to the origin of the symbols than other nodes. Therefore, symbols
will require more hops to reach these respective nodes. This is inherent to the network.
The resulting RNP gain of BCGC with specific selection of exactly one symbol compared
to random symbol selection was 1689

827 ≈ 2.04, see Table 7.4. Compared to the procedure
with the original GC degree function from Section 7.1.1.1, the obtained RNP gain was
even 2948

827 ≈ 3.56, see Table 7.4. Furthermore, the throughput gain compared to random
symbol selection and compared to the original GC degree function was 7562

3805 ≈ 1.99 and
7562
2205 ≈ 3.43, respectively. In addition, an energy consumption of 0.3488J was observed
for BCGC with specific selection of exactly one symbol, 0.5190J for random symbol
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selection, and 0.8255J for the original GC degree function from Section 7.1.1.1.
To conclude, the use of specific symbol selection of exactly one symbol provides better

results concerning all considered performance metrics than BCGC with random symbol
selection under the default conditions used here. Moreover, the results are considerably
better than those of the initial variant of BCGC with the original GC degree function
from Section 7.1.1.1. For the simulation results shown here, the default simulation
settings described in Section 6.2.2 were used. Other settings may lead to different
results, as explained in previous sections. In particular, a high degree of mobility may
change the results concerning symbol selection. In this case, gathered information about
the neighborhood may become invalid. Thus, the specific selection of a symbol may
no longer represent an improvement compared to the random choice of symbols. The
impact of different degrees of speed on BCGC is, therefore, investigated separately in
Section 7.2.4. Section 7.2.4 also analyzes whether the specific symbol selection can
even be a disadvantage in the case of a dynamic system. This is, however, not the
case. Instead, BCGC with specific symbol selection perform even better in a dynamic
simulation setting than the approach with a random choice of symbols, as finally shown
and explained in Section 7.2.4. In a static network, gathered information has the highest
validity and is, therefore, always beneficial to use. Specific symbol selection is, thus, an
essential part of the BCGC procedure which improves its performance significantly.

7.1.2.2 Evaluation of Requested Desired Symbol

In the case of BCGC, there is the option to request a desired symbol when only one
symbol is still missing in addition to the specific symbol selection. In the following,
evaluations concerning requesting/sending a desired symbol are presented. The goal of
this approach is to reduce the aspect of the long-tail problem which can be amplified
by limiting the degree to maxDeg, see Sections 5.2.4 and 7.1.1.2. This means, the
utilization of a desired symbol should in particular reduce the required number of
received packets/codewords to reconstruct the last missing symbol in a node and, thus,
possibly also reduce node and system latency. Packets are 2 Bytes larger, i.e. have a
0.064 ms longer transmission time, if a desired symbol is requested. Therefore, latency
cannot be derived from the RNP alone and is, hence, considered separately in addition
to the RNP in Figure 7.25. The required number of received packets/codewords to
reconstruct a respective symbol is shown in Figure 7.26. An overview of the resulting
values of further performance metrics when comparing BCGC without vs. with a desired
symbol can be found in Table 7.5. Without limiting the degree to maxDeg< n, if only
one symbol is still missing, a degree-n-codeword is requested/sent. Hence, it is not
reasonable to request/add a respective desired symbol as a degree-n-codeword already
contains all existing distinct original symbols. In Section 7.1.1.2, it is concluded that
the aspect of the long-tail problem which is amplified by a limitation of the degree
by maxDeg has only small extents under the default conditions considered here. With
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Performance Metric w/o desired symb. with desired symb.
(BCGC)

RNP100 ±σ 827± 85 828± 94
(min, max) (277, 3213) (304, 3229)
Node Latency ±σ [s] 5.5± 0.9 5.6± 1.1
(min) (3.2) (3.1)
System Latency ±σ [s] 11.4± 2.9 11.7± 3.1
Time 95% of Nodes Completed [s] 8.0 8.0
PRR 1− 0.341 1− 0.342
Throughputeff [bi t/s] 7562 7559
Sent Packets 202± 27 202± 31
Energy Consumption [J] 0.3488 0.3567

Table 7.5: Performance metrics for BCGC without vs. with desired symbol

193



Chapter 7 Simulation Based Evaluation of Broadcast Growth Codes

the default upper bound maxDeg= 46 and 256 symbols, only an expected maximum
number of about 6 packets/codewords has to be received to reconstruct the last missing
symbol in a considered node. Therefore, there is only little room for improvement with
the default value for maxDeg. With a maximum degree of maxDeg = 2 or 4 and n = 256
nodes/symbols, an expected maximum number of 128 or 46 received packets/codewords
is needed to reconstruct the last symbol. Thus, there is more potential for improvement
than in the case of the default value maxDeg = 46. Other circumstances, such as a
different upper bound maxDeg or a different payload size, can, therefore, lead to other
results and decisions. The impact of different payload sizes is evaluated separately in
Section 7.2.1.

In the following, the results are interpreted:
For the following results, the default simulation setting as described in Section 6.2.2
is used. Simulations have shown that the RNP, i.e. the required number of received
packets/codewords to reconstruct a respective number of symbols, may be slightly
better if a desired symbol is used than without the usage of a desired symbol, see
Figure 7.26. However, with the default settings, the difference is extremely small so that
it is difficult to distinguish from statistical fluctuations. A possible minor improvement
in the shape of the curve earlier than at r = 255 can be explained by the fact that if
a node has not yet reconstructed a certain symbol, often nodes in its neighborhood
have not reconstructed this symbol either. Thus, a sent desired symbol is not only
beneficial for the node requesting this symbol. It may also be beneficial for other
neighboring nodes which are still missing more than one symbol and also still need this
specific symbol. These neighbors may, then, need fewer received packets/codewords to
reconstruct a further symbol than without having received this desired symbol of the
other node. However, as with any other specifically selected symbol, some neighbors
may already know the symbol. If a node requests a desired symbol and one of its
neighbors creates a codeword considering the received desired symbol, this symbol
will be used instead of the respective previously specifically selected symbol. This way,
generating an increased amount of distance->1-codewords for the neighbors which
are still missing more than one symbol is avoided. The difference in performance is,
thus, not as big as if the approach with a desired symbol had been compared to the
approach with random symbol selection instead of specific symbol selection. Regarding
the required number of received packets/codewords to reconstruct the last symbol,
see Figure 7.26, no improvement distinguishable from statistical fluctuations could
be detected by using a desired symbol. Overall, under the considered conditions, no
improvement in the RNP100 can be observed when using a desired symbol instead of
no desired symbol, see Table 7.5. Therefore, the RNP gain is 827

828 ≈ 1.00, which means
there is no noticeable gain. The throughput gain behaves analogously. In addition,
each transmitted packet with a desired symbol has a larger transmission time. As a
result, in the end, no improvement in node latency or system latency is achieved by
using a desired symbol, see Figure 7.25 and Table 7.5. In particular, system latency is
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even worsened by requesting a desired symbol, as shown in Figure 7.25 and Table 7.5.
Since the use of a desired symbol does not noticeably improve any of the considered
performance metrics and in some cases even worsens these, BCGC do not use a desired
symbol in the following.

7.2 Evaluation of BCGC Using Different Simulation
Settings

In this section, BCGC are evaluated using different simulation settings and compared
with related work such as NoCoding, random linear network coding, and Growth Codes.
For the evaluation of BCGC under varied simulation settings, the default configuration
of BCGC process parameters is used, as described in Section 6.2.1. As declared in
Section 6.2, only one parameter relating to simulation settings is varied at a time while
all others use their respective default value, see Section 6.2.2. Thus, the impact of each
simulation parameter can be investigated individually. However, a different simulation
setting, i.e. a different combination of parameter values, can lead to different results since
the individual parameters may have a differently strong influence on the performance of
a considered procedure and can even have opposing effects. To evaluate the addressed
network coding procedures under each reasonable combination of parameter values in
relation to the simulation settings is beyond the scope of this thesis, as already explained
in Section 6.2.

The goal of the following evaluations is to show that BCGC can be used for small but
also for large payload sizes, that they can cope well with unreliable communication, and
that they are even suitable for a large-scale network with many nodes. Furthermore, it
shall be demonstrated that BCGC do not require a certain minimum degree of mobility,
but can be used in a network with no or only a low degree of mobility as well as in a highly
dynamic system. In addition, it shall be shown that even in very unreliable networks,
where large parts of the network fail at an early stage, BCGC ensure that all distinct
original symbols still present in the network arrive at all nodes and can eventually be
reconstructed. Overall, the evaluation analyzes whether BCGC disseminate data reliably
under the most diverse conditions so that finally all original data can be retrieved.
Therefore, the data dissemination should be performed with few transmissions of
preferably small packets in order to enable each sink node to reconstruct any number of
distinct original symbols quickly without unnecessary energy consumption.

For this evaluation, NoC and RLNC are implemented as described in Chapter 4. An
NoC frame has an overhead of 2 Bytes, see Section 4.1.3. Adding the overhead of an
IEEE Std 802.15.4 data packet, see Section 3.2.2, the total NoC packet overhead is
2+ 17= 19 Bytes. In the case of 20 Bytes of payload, the size of an NoC packet is 39
Bytes. When considering a data rate of 250kbit/s, the transmission time of this NoC
packet is 1.248ms.
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RLNC which uses the Galois Field GF(28) does not meet the packet size constraints
of IEEE Std 802.15.4 for n= 256 nodes/symbols. Therefore, RLNC based on GF(2) is
considered here. For more details on the choice of the Galois Field, see Section 4.2.4.
With n = 256 nodes/symbols, the overhead of an RLNC frame is 32 Bytes if using
the Galois Field GF(2), see Section 4.2.5. Thus, the total RLNC packet overhead is
32 + 17 = 49 Bytes, including the overhead of an IEEE Std 802.15.4 data packet.
Together with a payload of 20 Bytes, this results in an RLNC packet size of 69 Bytes.
At a data rate of 250 kbit/s, this corresponds to a transmission time of 2.208 ms for an
RLNC packet with 20 Bytes of payload.

Unlike NoC and RLNC, GC was implemented for this comparative evaluation only
based on the description from Chapter 4, but with some necessary modifications to
comply with the system setup from Section 3.1 and for a fair comparison with the
other procedures. First, as described in Section 4.3.4, GC use two different methods to
specify the symbols which are contained in a codeword, and always choose the method
which produces smaller packet sizes. For BCGC and NoC, a 16-bit short address is
used as ID here. For this reason, an ID should also have 16 bits in the case of GC for
a fair comparison, instead of log2 n bits as assumed by [Kam+06b], see Section 4.3.4.
For the following simulation results, in the case of static packet sizes, GC use the bit
format which is described in Section 4.3.4 since this representation is shorter than
using 16-bit short IDs when considering 256 nodes. In the case of dynamic packet
sizes, 16-bit short IDs are used for packets with a codeword of degree d ≤ 15 and bit
format is used for d ≥ 16. Second, unidirectional broadcast transmissions to all direct
neighbors are assumed for BCGC to fulfill the system setup from Section 3.1, instead of
bidirectional data exchanges with unicast transmissions as in the original GC procedure.
However, this causes that some additional adjustments have to be made. By using
broadcast transmissions, no longer only one packet per round is received in the sink
node. In the case of a CSMA MAC protocol, for example, the concept of rounds is also no
longer used. Thus, to still follow the idea behind Equation (4.19), the degree transition
points Kd have to be tied to the number of received packets instead of the number of
elapsed rounds since no longer only one packet per round is received in the sink. The
number of packets received in a node is an estimate of the number of packets received
in the sink and this, in turn, is to estimate the number of symbols which have already
been reconstructed by the sink. Due to this relationship, the most accurate value, the
number of reconstructed symbols in the sink, is used here, and by then maximizing
Equation (4.14), the optimal degree for the sink under the assumptions made for the
equation is used as the proposed degree. This means, the GC degree function determines
the proposed degree here. Another adjustment which is necessary due to the use of
broadcast transmissions is that, at initialization, a considered node’s own symbol is only
stored in the node’s separate storage space. It is not additionally stored in each storage
space of the node’s storage for data exchange as described in Section 4.3.2 for the
original GC. Otherwise, due to the broadcast transmissions, a node’s own symbol would
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be sent as a codeword more often than intended by the original GC. Also, no duplicate
received codewords are added to a node’s storage for data exchange, which occurs more
often with broadcast transmissions compared to unicast transmissions. Results are only
improved by this change as it reduces multiple transmissions of the same codewords.
GC perform worse in terms of average values with a random placement of the single
sink on the simulation area in the case of a static network or a low degree of nodes’
mobility in comparison to BCGC. Therefore, the sink is placed in the central part of
the simulation area for the following simulations. This also represents a change that
improves the final results compared to the original GC algorithm. Therefore, the used
adjusted GC perform better than the original GC in any scenario and can be used as an
upper bound. For reasons of simplification, the term GC will be used for the adjusted
GC in the following. Considering dynamic packet sizes, a GC frame has an overhead of
between 1+ 2= 3 Bytes for a packet with a degree-d = 1-codeword and 1+ 32= 33
Bytes for a degree-d ≥ 16-codeword and n = 256 nodes/symbols, see Section 4.3.4.
Assuming static packet sizes, the GC frame overhead is, thus, 33 Bytes. If not stated
otherwise, dynamic packet sizes are used for GC here. This results in a GC packet
overhead between 3+ 17 = 20 Bytes and 33+ 17 = 50 Bytes. Hence, in the case of
20 Bytes of payload, the size of a GC packet is between 40 Bytes and 70 Bytes. With a
data rate of 250 kbit/s, the transmission time of this GC packet is between 1.28 ms and
2.24 ms.

As described in Section 5.4, a BCGC frame overhead is between 1·2+⌈2·⌈log2 46⌉/8⌉ =
4 Bytes and 46 · 2+ ⌈2 · ⌈log2 46⌉/8⌉ = 94 Bytes in the case of dynamic packet sizes,
a maximum degree of maxDeg = 46, and with no desired symbol. Together with the
overhead of an IEEE Std 802.15.4 data packet, this results in a BCGC packet overhead
of between 4 + 17 = 21 Bytes and 94 + 17 = 111 Bytes. In the case of 20 Bytes of
payload, the size of this BCGC packet is between 41 Bytes and 131 Bytes. At a data
rate of 250kbit/s, this corresponds to a transmission time of between 1.312ms and
4.192 ms. For the calculation of the maximum BCGC packet size, the maximum possible
maxDeg was used, at which for a payload of 20 Bytes the maximum packet size of 133
Bytes specified by IEEE Std 802.15.4 is still fulfilled also if a desired symbol would have
been used.

All plotted values shown in the following are average values of multiple seed-based
simulation runs. For each seed, the average of the sinks’ values is calculated if not stated
otherwise.

7.2.1 Varied Payload Size

In the following, different payload sizes are considered: A very small payload size of 1
Byte, the default payload size of 20 Bytes, as well as 40, 60, 80, and 100 Bytes. Signifi-
cantly bigger payload sizes do not comply with the maximum packet size specifications
of IEEE Std 802.15.4, where the size of a PHY Packet is restricted to 133 Bytes, see
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Packet overhead overhead depending on num. of
nodes/distinct original symbols n

NoC 19 Bytes -
RLNC for n= 256 49 Bytes +
GC for n= 256 20− 50 Bytes +
BCGC with maxDeg= 6 20− 30 Bytes -
BCGC with maxDeg= 46 21− 111 Bytes -

Table 7.6: Overview of packet overhead in the case of NoC, RLNC, GC, and BCGC

Section 3.2.2.
The total RLNC packet overhead is 49 Bytes in the case of n= 256 nodes/symbols,

including the overhead of an IEEE Std 802.15.4 data packet. Hence, 100 Bytes of
payload exceed the maximum allowed packet size specified by IEEE Std 802.15.4. For
GC with n = 256, the minimum GC packet overhead is 20 Bytes and the maximum
packet overhead occurring during the data dissemination process is 50 Bytes. Thus, GC
with 100 Bytes of payload also exceed the specified limit of 133 Bytes. For comparison
with BCGC, however, the respective simulations are still executed. By contrast, BCGC
with a suitably chosen maximum degree maxDeg comply with the specifications of the
standard even with a payload size of 100 Bytes. In the case of 100 Bytes of payload,
the maximum possible upper bound maxDeg is 6. With maxDeg= 6, the BCGC packet
overhead is only between 20 and 30 Bytes. In the case of the default upper bound
maxDeg = 46, the BCGC packet overhead is between 21 and 111 Bytes. Due to the small
NoC packet overhead of 19 Bytes, there are no problems with 100 Bytes of payload in
the case of NoC.

The larger the payload size, the less impact a larger packet header has. With a
very large payload, the size of the packet header is negligible. Due to the packet size
restrictions in IEEE Std 802.15.4, however, only a payload size of up to 100 Bytes is
admissible here. If a different specification is used, significantly larger payload sizes
may be permitted and the effects described below may then be even more apparent. The
header sizes of the considered procedures differ more or less significantly depending
on the number of used nodes/symbols n. In addition, the header sizes of GC and
BCGC also increase during the dissemination process. There, the codeword degree
starts at 1 and monotonically increases up to n for n nodes/symbols or up to maxDeg,
respectively. For an overview of the packet overhead in the case of NoC, RLNC, GC,
and BCGC, see Table 7.6. For n = 256 nodes/symbols the relative difference of the
header sizes of the procedures to be compared is not very large. Therefore, primarily
the procedures themselves decide about the performance. With a chosen maxDeg= 46,
BCGC even have the largest header among the compared procedures towards the end
of the dissemination process. This large packet size is, however, only used for few
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packets. Moreover, maxDeg = 46 is the maximum permissible upper bound for the
codeword degree when considering the default payload size of 20 Bytes with which the
IEEE Std 802.15.4 packet size specifications can still be met. Respective packets are,
therefore, by definition large and close to the specified limit of 133 Bytes. For other
possible upper bounds, such as the used maxDeg= 6, the maximum occurring packet
size is significantly smaller. In contrast to BCGC and NoC, the packet header for RLNC
and GC grows with the number of nodes/symbols in the system so that it can become
considerably larger. For example, with n = 1024 nodes and GF(2), the RLNC header is
already 17+ 128= 145 Bytes and the GC header is up to 17+ 1+ 128= 146 Bytes. In
this case, the performance of the respective RLNC or GC procedure will be significantly
worse than the performance results shown here. Furthermore, in particular, the packet
size specifications of IEEE Std 802.15.4 are then no longer met.

In the following, as described in Section 6.2.2, the default number of n = 256
nodes/symbols is considered. Therefore, mainly the procedures, and thus e.g. the
required number of received packets, and not the packet header make the difference.
For this reason, the impact of the respective considered payload size is evaluated for the
individual procedures with respect to the relevant performance metrics for the default
setting. Furthermore, it is evaluated how the procedures, i.e. NoC, RLNC, GC, and
BCGC, compare to each other under these conditions. A larger number of nodes or a
significantly larger payload size can lead to different results, but the basic principles
shown here remain valid.

In general, a larger payload size or packet header, i.e. a larger packet, means that
fewer packets can be sent per considered time interval when using the default CSMA/CA
MAC protocol from Sections 6.1.3.1 and 6.2.2. Thus, it takes longer for a node to
send/receive a certain number of packets. To compare this aspect for different payload
sizes and for different procedures using the same payload size, the number of packets
sent by a node via broadcast transmission and the number of single packets received by
a node are plotted in Figures 7.28, 7.33, 7.35, and 7.37. Due to the changing time at
which packets are sent depending on the used payload, the required number of received
packets to reconstruct a respective number of symbols can change, especially for BCGC.
Therefore, the RNP is shown for BCGC in Figure 7.29. Caused by the changed number
of sent/received packets and the possibly different RNP, both node latency and system
latency may also be different. These are essential performance metrics and are, therefore,
presented in Figures 7.27, 7.32, 7.34, and 7.36. For a tabular overview of the values of
relevant performance metrics resulting from varying the payload size, see Tables 7.7
to 7.10. A comprehensive description of all values plotted in figures and parameters
given in tables can be found at the beginning of Section 7.1. Packet headers of NoC,
RLNC, GC, and BCGC can be similar in size, as for example with n = 256 nodes/symbols
and the added IEEE Std 802.15.4 header of 17 Bytes. They also can be negligible with
a correspondingly large payload. In this case, the RNP100 primarily determines the
resulting latency and energy consumption. As a consequence, a procedure with a low
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RNP100 will perform better than a procedure with a high RNP100. With a smaller payload
size, even a small difference in header size becomes more relevant, so that the resulting
packet size together with the RNP100 is decisive, for example, for latency.

In contrast to the other compared procedures, in the case of BCGC, the procedure
itself is also influenced by the used payload size. There, depending on the payload size, a
different upper bound maxDeg for the codeword degree is possible so that the packet size
specifications by IEEE Std 802.15.4 are still adhered to. The changes that occur due to
a chosen different upper bound have already been examined in detail in Section 7.1.1.2.
For 100 Bytes of payload, the largest possible upper bound is maxDeg= 6 if the option
to still add a desirable symbol should be retained. If a different specification is assumed
as a basis, a higher maxDeg may be possible.

For a respective considered payload size, the maximum possible upper bound for the
codeword degree does not necessarily have to provide the best results in terms of latency,
throughput, and energy consumption. However, the corresponding RNP100 will be lower
than if a lower upper bound were used, as already discussed in detail in Sections 5.2.4
and 7.1.1.2. As already concluded in Section 7.1.1.2, for each used payload size, a
different upper bound maxDeg may be optimal for a respective considered performance
metric. The higher maxDeg is chosen, the lower is the required number of received
packets to reconstruct a respective number of symbols in a node. In addition to the
RNP100, the respective packet transmission time also affects latency and, thus, energy
consumption. However, the larger the payload size, the less influence a chosen maxDeg,
in percentage terms, has on the packet size and, hence, on the transmission time of a
packet. As a consequence, it is to be expected that with a larger payload size a higher
maxDeg is optimal in terms of latency than with a smaller payload. However, due to
the packet size restrictions imposed by IEEE Std 802.15.4, only an upper bound of up
to maxDeg= 6 is possible for a payload size of 100 Bytes, for example. Since it is not
the goal to find an optimal upper bound for each considered payload size and relevant
performance metric, no separate evaluation of the upper bound for each payload size is
performed here. Instead, maxDeg= 6 is chosen in order to use the same upper bound
for all considered payload sizes and, thus, to be able to see the impact of the payload
size itself without having additional influences by different upper bounds.

In the following, the results are interpreted:
With increasing payload size, packets become larger. In Figures 7.28, 7.33, 7.35,
and 7.37, it can be seen for all compared procedures that nodes send less frequently if
packets are larger and, therefore, fewer packets are received by a node per considered
time interval. These less frequent transmissions are due to the underlying default MAC
protocol, which is described in detail in Section 6.1.3.1. If a different MAC protocol
were used, the points in time at which packets are sent by a node may be maintained
and instead the collision rate may be considerably increased. Different MAC protocols
are, therefore, considered in Section 7.2.2. In Figures 7.28, 7.33, 7.35, and 7.37,
the plotted values of the ‘sent’ curve refer to broadcast transmissions of a node to all
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Fig. 7.32: Completed nodes
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Fig. 7.33: Sent/received packets
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Fig. 7.35: Sent/received packets
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Fig. 7.38: Completed nodes for 20 Bytes payload

direct neighbors. By contrast, the values of the ‘received’ curve refer to single packets
received by a node. Therefore, the curves for ‘sent’ and ‘received’ change their slope
to a different extend. With a smaller payload size, more packets are sent by a node
in a considered time interval. Therefore, sent and received packets contain/use more
up-to-date information in the case of smaller packets than with larger packets due to the
time delay caused by larger packets. As a result, the neighboring nodes receive more
suitable packets/codewords in terms of degree and, in particular, in terms of symbol
selection. Thus, the percentage of received distance-0-codewords is lower and the
percentage of distance-1-codewords is correspondingly higher in the case of a smaller
payload size, see Figures 7.30 and 7.31. As a consequence, the required number of
received packets/codewords to reconstruct a respective number of symbols changes
with the payload size in the case of BCGC, see Figure 7.29, due to the different points
in time at which packets are sent. For BCGC, the RNP for each number of reconstructed
symbols is lower with a smaller payload size. This cannot be recognized for the other
compared procedures since they do not use any information about the neighborhood.

If the payload size is smaller, more packets are received per time interval and in the
case of BCGC, also the RNP100 is lower. Therefore, the respective considered procedure
has a lower node latency and system latency if the payload size is smaller, which can be
seen in Figures 7.27, 7.32, 7.34, and 7.36. In general, the larger the payload size, the
lower the slope of the latency-related curves, see Figures 7.27, 7.32, 7.34, and 7.36. This
means that nodes in the network finish at increasingly different times as the payload size
becomes bigger. This is due to the fact that nodes need a different number of received
packets/codewords depending on their position in the network in order to reconstruct
all symbols, see Section 7.1.1.1. In addition, symbols also have to overcome a different
maximum distance to reach these nodes, which has already been explained in detail in
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Section 7.1.1.1. A larger payload size and, thus, larger packets amplify both aspects
accordingly, leading to flatter curves.

Figure 7.38 shows how the considered procedures behave in a direct comparison for a
payload size of 20 Bytes. There, the important performance metric of latency is shown.
For a comparison when using one of the other payload sizes, the corresponding separate
plots can be compared with each other. When comparing the number of sent/received
packets by a node for all applied procedures, for example for 20 Bytes, the ratio between
the packet sizes of the respective procedures can be derived. BCGC have a similarly good
performance as RLNC. However, node latency and system latency are slightly better for
RLNC than for BCGC. Reasons for this are that the RNP100 is lower for RLNC and the
packet headers are similar in percentage size for the considered n = 256 nodes/symbols,
especially due to the 17-Byte-IEEE Std 802.15.4 header. The RNP in the case of RLNC is
better than in the case of BCGC as symbols can be distributed faster in the network if
a node always sends a large portion of the symbols it has already received. However,
sending as many encoded symbols as possible in each packet is only beneficial if for
example Gaussian elimination can be used for decoding, as for RLNC. In the case of
BCGC, however, it is necessary to use a certain predetermined codeword degree for
the sake of decodability as Gaussian elimination is not used here to comply with the
constraints from Section 3.1. If more than n= 256 nodes were considered, the RLNC
packet header would quickly become much larger than the BCGC packet header since
RLNC does not scale well with respect to the number of nodes. In this case, RLNC would
quickly be worse than BCGC in terms of node latency and system latency. A separate
evaluation with a larger number of nodes can be found in Section 7.2.3. NoC performs
considerably worse than BCGC in terms of latency since it has a considerably higher
RNP100 due to the Coupon Collector’s problem. Furthermore, the difference in header
size is not significant, especially if maxDeg is chosen appropriately. Thus, the RNP100
has the main impact on node and system latency. For the considered default simulation
settings with 20 Bytes of payload, the coding gain of BCGC with maxDeg = 46 compared
to NoC is 9489

827 ≈ 11.47, see Tables 7.4 and 7.8. Furthermore, the throughput gain
compared to NoC is 7562

865 ≈ 8.74. For BCGC with maxDeg = 6, as used for the evaluation
with varied payload size, the coding gain compared to NoC is 9489

844 ≈ 11.24 and the
throughput gain is even 8510

865 ≈ 9.84, see Tables 7.7 and 7.8. For a definition of the terms
‘coding gain’ and ‘throughput gain’, see Sections 3.3.1 and 3.3.5. Like NoC, GC also have
a considerably worse latency than BCGC since they have a similar header size as BCGC
and a significantly higher RNP100. The higher RNP100 for GC can be explained by the
chosen non-suitable degree for the default simulation setting with a low degree of nodes’
mobility and by the fact that there is no specific symbol selection in GC. GC are designed
for highly dynamic systems. These fulfill the properties of a perfect source scenario
assumed for GC the better the higher the dynamics. Only in the case of such a scenario,
GC can perform well. Therefore, the default simulation settings, see Section 6.2.2, are
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not suitable for GC. BCGC will always outperform GC in all aspects when using these
settings. For this reason, GC are only considered for the evaluation with varied degree
of nodes’ mobility in Section 7.2.4 and are omitted for the other evaluations. Thus,
only NoCoding and the commonly used related work, RLNC, are taken into account for
comparison in the following.

7.2.2 Varied MAC Protocol

For the following evaluation, three different MAC protocols are used: two contention
based MAC protocols, in which nodes access the medium randomly and collisions can
be caused, and a schedule based MAC protocol, in which nodes are synchronized and
scheduled so that no signal collisions occur. The first two protocols are a CSMA/CA
based MAC protocol according to IEEE Std 802.15.4, see Section 6.1.3.1, and an ALOHA
based MAC protocol with random transmission and no carrier sense, see Section 6.1.3.2.
The third considered protocol is a TDMA based MAC protocol, see Section 6.1.3.3.

The choice of the MAC protocol influences the reliability of a transmission and the
time delay between a first transmission attempt of a considered packet and its actual
transmission. Packet collisions occur with both, the CSMA/CA based MAC protocol and
the ALOHA based MAC protocol. However, under similar conditions, significantly more
collisions can occur with the ALOHA based protocol as it does not perform carrier sense
before transmission. For the CSMA/CA based MAC protocol, the duration of a cycle
with the states BEB, CCA, RX -to-T X , T X , T X -to-RX , and RX , see Sections 6.1.3.1
and 6.2.2, within which a first transmission attempt is made is approximately 24ms
for a BCGC packet with a degree-1-codeword and 20 Bytes of payload. With a degree-
46-codeword, the duration is approximately 27ms. For this calculation, the duration
of the individual states as indicated in Section 6.1.3.1 and the transmission time of a
respective BCGC packet were used. In the case of an NoC or RLNC packet, the duration
is about 24 ms or 25 ms, respectively. Using the ALOHA based MAC protocol, the time
at which the next packet is to be sent by a considered node is randomly chosen from
a predefined interval. The states RX -to-T X , T X , T X -to-RX , and RX existing in the
ALOHA based protocol then lie within this interval I . Thus, the choice of the interval
length determines the collision rate. For the following evaluation, an interval length of
|I | = 26.5 ms is used. This interval length was chosen to be between the interval length
as for a first transmission attempt with CSMA/CA for the smallest possible BCGC packet
and for the largest possible BCGC packet for the default configuration. The conditions
for the CSMA/CA based MAC protocol and the ALOHA based MAC protocol which are
considered here for comparison are therefore similar. With the implemented TDMA
based MAC protocol, there are no packet collisions caused by signal collisions since
each node is assigned a fixed transmission time slot of equal length and only one node
transmits at a time.

The more collision-prone a MAC protocol is, the greater the challenge when using
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large packets. Larger packets are generally more affected by the collision rate and effects,
such as increased latency, are thus amplified per required transmission/hop. The packet
size can be large on the one hand due to the payload size but on the other hand also
due to a large header. In the following, however, the default simulation settings from
Section 6.2.2 are used, i.e. the payload size is small and the header sizes do not differ
greatly since only n= 256 nodes are considered. For RLNC, the header size increases
with the number of nodes/distinct symbols in the system. Therefore, when using the
same interval length for all compared procedures and a larger number of nodes, the
collision rate for RLNC increases significantly with the number of nodes when using the
ALOHA based protocol. As a consequence, the performance of RLNC would quickly be
worse than that of BCGC if a larger number of nodes is considered, especially with the
ALOHA based MAC protocol.

For NoC and RLNC, the used MAC protocol and, in particular, the collision rate do not
change any aspect of the respective procedure itself. However, for BCGC, estimates are
made about which symbols have not been received by neighbors yet. The accuracy of
such estimations may, hence, be influenced by the collision rate. It is, therefore, relevant
to evaluate whether BCGC can cope with a higher collision rate. With a lower collision
rate, transmitted packets are more likely to arrive at each neighbor, so that counters
for the specific symbol selection are less distorted. Thus, more accurate information
is used for the creation of packets in BCGC. Then, less packets/codewords may have
to be received to reconstruct a respective number of symbols. Therefore, the RNP is
compared for the different MAC protocols in Figure 7.41 for BCGC. Furthermore, the
MAC protocol determines the time interval between a node’s first transmission attempt
for a considered packet and the actual transmission of this packet. With the ALOHA
based and the TDMA based MAC protocol, transmission takes place immediately as soon
as an attempt to transmit is made. Then, packets are received by the neighbors with a
certain probability, depending on the collision rate, for example. By contrast, with the
CSMA/CA MAC protocol, there are several transmission attempts of the same packet if
the channel is occupied at the time of the respective attempt to transmit the considered
packet. As a consequence, there is a delay between the creation of a packet at the time of
the first attempt to transmit this packet and the actual transmission/possible reception
of this packet. For NoC and RLNC this does not cause any difference for the procedure
itself. However, for BCGC, this does have an impact on the procedure. If a packet is
sent after a certain delay, as with the CSMA/CA MAC protocol, the packet does not
contain the most recent information. It may, thus, be less suitable for the neighboring
nodes than a packet composed at the current time would be. Consequently, the delay
may lead to an increase in the RNP. The extent to which a particular MAC protocol,
and in particular such a delay, influences the RNP in BCGC is therefore analyzed in the
following evaluations and shown in Figure 7.41.

In addition to the RNP, the number of received packets per considered time interval
also affects the important performance metrics of node and system latency. The number
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Performance Metric BCGC-CSMA/CA BCGC-ALOHA BCGC-TDMA
(default)

RNP100 ±σ 827± 85 815± 58 781± 153
(min, max) (277, 3213) (276, 2925) (264, 2345)
Node Latency ±σ [s] 5.5± 0.9 6.8± 0.7 106.9± 18.7
(min) (3.2) (4.2) (69.9)
System Latency ±σ [s] 11.4± 2.9 13.0± 3.4 241.1± 47.7
Time 95% of Node 8.0 9.0 155.2
Completed [s]
PRR 1− 0.341 1− 0.615 -
Throughputeff [bi t/s] 7562 6044 391
Sent Packets 202± 27 261± 26 99± 17
Energy Consumption [J] 0.3488 0.4243 8.8901

Table 7.11: Performance metrics for BCGC with varied MAC protocol

of received packets per considered time interval and, thus, latency depends on the
number of sent packets per time interval and on the collision rate. These can be different
for each MAC protocols considered here. Therefore, in Figures 7.40, 7.43, and 7.45
and Figures 7.39, 7.42, and 7.44 the sent/received packets and the latency for the
different MAC protocols are compared for a respective procedure. A higher number of
sent packets per considered time interval can result from the use of the ALOHA based
MAC protocol instead of the CSMA/CA based protocol, for example. Alternatively, this
can also be achieved with the ALOHA based protocol by using a smaller time interval
instead of the time interval specified here. For the same RNP, the resulting latency can
be better with a higher number of transmitted packets per considered time interval
as long as the collision rate is not significantly increased. Latency is only improved
if the number of received packets is increased. With a higher number of transmitted
packets per considered time interval, the collision rate can also be very high so that
the resulting number of received packets per interval is deceased. In this case, latency
becomes worse compared to a larger chosen time interval. However, the goal here is
not to find an optimal interval length for BCGC, RLNC, or NoC for the ALOHA based
MAC protocol. Instead, the results of a considered procedure are to be compared for the
ALOHA based protocol with the chosen interval length |I |, for the CSMA/CA based MAC
protocol and for the TDMA based MAC protocol. In addition, NoC, RLNC, and BCGC
shall be compared against each other when using the ALOHA based MAC protocol and
the TDMA based MAC protocol. A comparison with the CSMA/CA based MAC protocol
can already be found in Figure 7.38. For a tabular overview of the values of relevant
performance metrics resulting from varying the used MAC protocol, see Tables 7.11
to 7.13.
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Fig. 7.39: Completed nodes
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Fig. 7.40: Sent/received packets
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Fig. 7.42: Completed nodes
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Fig. 7.43: Sent/received packets
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Fig. 7.44: Completed nodes
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Fig. 7.45: Sent/received packets

Performance Metric NoC-CSMA/CA NoC-ALOHA NoC-TDMA
(default)

RNP100 ±σ 9489± 483 9275± 1008 10184± 828
(min, max) (3742, 17881) (3501, 21771) (2830, 21429)
Node Latency ±σ [s] 47.5± 2.5 57.3± 5.9 411.5± 32.7
(min) (23.7) (20.7) (234.6)
System Latency ±σ [s] 80.4± 13.1 99.3± 14.1 674.5± 101.4
Time 95% of Nodes 64.4 80.9 554.7
Completed [s]
PRR 1− 0.302 1− 0.482 -
Throughputeff [bi t/s] 865 721 100
Sent Packets 1943± 101 2185± 225 1286± 102
Energy Consumption [J] 2.6410 3.0903 24.8560

Table 7.12: Performance metrics for NoC with varied MAC protocol
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Fig. 7.46: Completed nodes
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Fig. 7.47: Sent/received packets
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Fig. 7.48: Completed nodes
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Fig. 7.49: Sent/received packets
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Performance Metric RLNC-CSMA/CA RLNC-ALOHA RLNC-TDMA
(default)

RNP100 ±σ 460± 92 369± 11 402± 28
(min, max) (257, 1893) (257, 895) (262, 1044)
Node Latency ±σ [s] 3.2± 0.6 3.6± 0.1 32.5± 1.8
(min) (1.6) (2.2) (15.3)
System Latency ±σ [s] 9.3± 3.6 9.7± 2.3 121.6± 32.4
Time 95% of Nodes 4.8 5.4 54.9
Completed [s]
PRR 1− 0.457 1− 0.671 -
Throughputeff [bi t/s] 13179 11360 1265
Sent Packets 110± 20 138± 4 55± 3
Energy Consumption [J] 0.2841 0.3623 4.4835

Table 7.13: Performance metrics for RLNC with varied MAC protocol

In the following, the results are interpreted:
In contrast to the CSMA/CA based MAC protocol, no carrier sense is performed with the
ALOHA based protocol and packet transmissions are not postponed/skipped. Therefore,
the ALOHA based MAC protocol which uses the interval length |I |, i.e. similar conditions
to the CSMA/CA protocol, has a significantly higher collision rate than the CSMA/CA
based protocol for each considered procedure. The TDMA based MAC protocol has the
lowest collision rate as only one node is transmitting at a time, i.e. there are no concurrent
transmissions. The differences in collision rate can be recognized in Figures 7.40, 7.43,
and 7.45 by comparing the number of sent packets with the number of received packets
at any point in time in each case. According to the increase of the collision rate, more
packets have to be sent to receive the same number of packets/codewords and, in
particular, until a receiver can reconstruct all distinct original symbols

Since the MAC protocol does not change the procedure for NoC and RLNC, no change
in the required number of received packets to reconstruct a respective number of symbols
is to be expected. In contrast, in the case of BCGC, the MAC protocol influences the
procedure itself by the respective collision rate and by the time between the creation of
a packet and the actual transmission/possible reception of this packet. For BCGC, the
collision rate increases in the course of the data dissemination process for the ALOHA
based MAC protocol and for the CSMA/CA based protocol due to the increasing BCGC
packet size. In addition, the TDMA based MAC protocol has a lower collision rate than
the CSMA/CA based protocol, which in turn has a lower collision rate than the ALOHA
based protocol. The number of times a respective symbol has been sent/received is taken
into account for the composition of codewords in the case of BCGC. With a lower collision
rate, transmitted packets are more likely to arrive and, thus, more accurate information
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is used for the creation of BCGC packets. As a consequence, less packets/codewords
have to be received to reconstruct a respective number of symbols in the case of a lower
collision rate, which can be seen when comparing the ALOHA based protocol with the
TDMA based protocol in Figure 7.41. Despite the significantly higher collision rate for
the ALOHA based protocol, the difference in the RNP is not particularly large. When
composing a codeword, a symbol which has never or least frequently been transmitted
by the node is specifically selected for the codeword. The resulting ranking of the
symbols will deviate from reality by an increased collision rate only if the collision rate is
so high that a packet does not arrive at any neighbor. If there are several symbols which
were sent equally rarely by the node, then these are sorted in a second stage according
to the number of times they were received. This is influenced by the collision rate and,
thus, explains the only slightly different RNP between the TDMA based and the ALOHA
based protocol. When using the default CSMA/CA MAC protocol, another aspect that
influences the results is the postponement of the transmission of a packet in the case
of a busy channel. A packet is created directly before the first attempt to transmit this
packet. With the ALOHA based MAC protocol and the TDMA based protocol, the packet
is sent immediately and was, therefore, created using the latest information at the time
of transmission. By contrast, with the CSMA/CA MAC protocol, the packet is sent after
a certain delay if the medium is found to be busy. In the case of a delay, a transmitted
packet does not contain the most recent information. Thus, it may be less suitable for
the respective receiver than a packet composed at the actual time of transmission would
have been. As a consequence, each delay can increase the RNP. For this reason and due
to the higher collision rate when using the CSMA/CA based MAC protocol, it can be seen
in Figure 7.41 that the TDMA based MAC protocol has a lower RNP than the CSMA/CA
based protocol. Despite the higher collision rate for the ALOHA based MAC protocol
than for the CSMA/CA based protocol, the RNP is lower for the ALOHA based protocol.
Thus, it can be seen that the impact of an increased collision rate on the RNP, i.e. less
accurate counters, is smaller than the impact of a delay in the packet transmission, i.e.
outdated information. Especially in the course of the dissemination process, when BCGC
packets become larger and the frequency and duration of delays in sending a created
packet increase, the difference in RNP is more noticeable. Overall, however, neither
the very high collision rate nor the delays lead to a significant change in the RNP for
BCGC. To conclude, even with a very high collision rate or frequent/longer delays in the
packet transmission, the RNP does not change significantly in the case of BCGC. BCGC
can, thus, also be used in the case of low reliability of the individual transmissions. In
particular, despite the accumulated information, BCGC does not require more reliability
than NoC.

In the case of NoC, the slope of the ‘sent-curve’ is slightly higher for the CSMA/CA
based protocol than for the ALOHA based MAC protocol, see Figure 7.43. For RLNC
and BCGC, this is exactly the opposite, see Figures 7.40 and 7.45. This is due to the
fact that for NoC, |I | is slightly larger for the ALOHA based MAC protocol than the
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duration of a cycle for the CSMA/CA protocol, which is influenced by the exact packet
size. In addition, with the small NoC packets and the time tRX , for which a node is
in receive mode, see Section 6.2.2, the channel is less frequently occupied at the first
transmission attempt of a considered packet. Therefore, a transmission is less likely
to be postponed/skipped than with larger packets. Thus, slightly more packets are
sent per considered period of time with the CSMA/CA based protocol than with the
ALOHA based MAC protocol, as shown in Figure 7.43. RLNC packets, on the other
hand, are larger so that a packet transmission is more frequently postponed/skipped
with the CSMA/CA based protocol. The ALOHA based MAC protocol does not check
the medium for ongoing transmissions and postpones transmissions if necessary but
transmits as soon as the randomly chosen time at which the next packet is to be sent
is reached. Therefore, fewer RLNC packets are sent per considered time interval with
the CSMA/CA based MAC protocol than with the ALOHA based protocol, which can be
seen in Figure 7.45. With BCGC, packets are initially very small and grow in size during
the dissemination process. Therefore, in the beginning, the duration of a cycle for the
CSMA/CA protocol is slightly shorter than |I | and becomes slightly larger than |I | in the
course of the dissemination process. In addition, with BCGC using the CSMA/CA MAC
protocol, packet transmissions are postponed/skipped more frequently the larger packets
become. Therefore, in the case of BCGC, the slope of the ‘sent-curve’ for the CSMA/CA
based protocol even decreases during the dissemination process, see Figure 7.40. Thus,
with the ALOHA based protocol more packets are sent per considered time interval than
with the CSMA/CA based protocol. When using the TDMA based MAC protocol, the
least number of packets are sent per period of time, as only one node after the other
sends its packet, so there are no simultaneous transmissions, see Figures 7.40, 7.43,
and 7.45

In principle, more packets could be received per considered time interval if more
packets are sent. However, the collision rate with the ALOHA based MAC protocol under
the conditions considered here is significantly higher than with the CSMA/CA based
protocol. Therefore, fewer packets are received per considered period of time with
ALOHA than with CSMA/CA, see Figures 7.40, 7.43, and 7.45. For BCGC, a change in the
slope of the ‘received-curve’ can be seen, since less packets are sent and additionally more
collisions occur in the course of the data dissemination process due to the increasing
packet size. The lower number of received packets per considered time interval when
using the ALOHA based MAC protocol results in node and system latency being higher
with the ALOHA based MAC protocol than with the CSMA/CA based MAC protocol, see
Figures 7.39, 7.42, and 7.44. With the TDMA based MAC protocol, significantly less
packets are sent per considered time interval and the associated collision rate is also
correspondingly lower. However, in the end, fewer packets are received per time interval
than with the ALOHA based and the CSMA/CA based protocol due to the very low
number of packets sent per considered time interval. As a consequence, node latency
and system latency are significantly increased by not using concurrent transmissions, as
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with the TDMA based MAC protocol, see Figures 7.39, 7.42, and 7.44. In addition, the
same fixed length of all time slots in the TDMA based protocol has a negative impact on
the performance of BCGC. When using the TDMA based MAC protocol, the size of a slot
has to be adapted to the maximum occurring packet size of the considered procedure.
This eliminates a major advantage of BCGC: packets can be small for a long time in
the beginning and only become larger towards the end of a data dissemination process.
When using the implemented TDMA based MAC protocol, it can therefore be reasonable
to choose a lower maximum possible degree maxDeg so that the length of a time slot is
shorter. However, this would require a separate evaluation since a lower maxDeg causes
that more packets may have to be received. With the other two MAC protocols, the
advantage of BCGC of initially short packets remains. Furthermore, a slightly lower
slope in the latency-related curves for the ALOHA based MAC protocol than for the
CSMA/CA based protocol can be seen, especially for NoC in Figure 7.42. This is caused
by the fact that the differences that exist for all nodes due to their respective position in
the network are amplified by the lower number of received packets per time interval
for each node. A similar correlation has already been recognized and explained for the
different payload sizes in Section 7.2.1. There, the slope of the latency-related curves
was lower the larger the payload size was. In contrast to NoC, the difference between
the slopes for the ALOHA based MAC protocol and for the CSMA/CA based protocol
is not noticeable in the case of RLNC and BCGC. For the TDMA based MAC protocol
compared to the ALOHA based and the CSMA/CA based protocol, this difference is
clearly visible for all procedures, see Figures 7.39, 7.42, and 7.44.

If NoC, RLNC, and BCGC are compared with each other using the collision-prone
ALOHA-based MAC protocol, it can be seen in Figure 7.47 that all procedures send ap-
proximately the same number of packets per considered period of time as all procedures
use the same interval length |I |. Due to the smaller packet sizes for NoC, NoC causes
significantly fewer collisions than BCGC or RLNC and, thus, more packets are received
per time interval with NoC. However, due to the Coupon Collector’s problem in the case
of NoC, the corresponding RNP100 is significantly larger than for BCGC or RLNC. As a
consequence, node latency and system latency are significantly worse for NoC than for
BCGC and RLNC, see Figure 7.46. BCGC packets are initially small and the packet size
increases in the course of the dissemination process. Thus, for the considered number of
nodes/symbols n = 256 and the corresponding RLNC header size, more packets per time
interval are received in the beginning with BCGC than with RLNC and fewer packets
are received later. However, here, the difference in RNP100 between BCGC and RLNC is
too high so that the only initially higher number of received packets per time interval
with BCGC cannot compensate for this difference. Thus, node and system latency for
RLNC are better than for BCGC, see Figure 7.46. However, with a larger n and a, thus,
quickly significantly larger RLNC header size, the collision rate for RLNC can easily
exceed the influence of the RNP100 difference if an equal interval length |I | is used for
all procedures. In this case, the latency would become lower for BCGC than for RLNC.
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If an own suitable interval length |I | is used for each procedure, the interval length
would be correspondingly larger for RLNC in the case of a larger number of nodes/larger
RLNC packets. Then, fewer packets could be sent and, thus, received per considered
period of time with RLNC than with BCGC. This can quickly increase the latency for
RLNC compared to BCGC. These changes due to a larger number of nodes/number of
distinct original symbols will be encountered in both the ALOHA based MAC protocol
and the CSMA/CA based MAC protocol. For the CSMA/CA MAC protocol and RLNC,
either the collision rate would be significantly increased or the time tRX , for which a
node is in receive mode, would have to be increased in the case of a larger number of
nodes. Increasing tRX implies that correspondingly fewer packets are sent/received per
considered time interval. A comparison of NoC, RLNC, and BCGC using the CSMA/CA
based MAC protocol can already be found in Figure 7.38. When comparing NoC, RLNC,
and BCGC for the TDMA based MAC protocol, it can be seen that the smaller the packets
are, the more packets can be sent per time interval, see Figure 7.49. For BCGC, the
duration of a TDMA-round, i.e. the time needed for one node after the other to send a
packet, has been adjusted to the maximum packet size using the default upper bound
maxDeg = 46. Thus, BCGC has the largest packets among the considered procedures. A
lower chosen maxDeg would reduce the duration of a round and, thus, improve latency
for BCGC. However, the default values should be used here rather than looking for
an optimum. With a larger number of nodes/symbols than the default value n= 256,
RLNC packets quickly become significantly larger so that the duration of a round is
correspondingly longer and, thus, latency is significantly higher. Due to the respective
packet sizes, more packets are sent and, thus, received per time interval with NoC than
with RLNC and again more packets with RLNC than with BCGC. However, the value
RNP100 is significantly higher for NoC than for RLNC or BCGC and the higher number
of received packets per considered period of time cannot compensate this difference in
the case of n= 256 nodes. Therefore, the latency in the case of NoC is worse than the
latency for RLNC or BCGC when using the TDMA based MAC protocol, see Figure 7.48.
With the default number of nodes n= 256 and the default upper bound maxDeg= 46,
the latency for BCGC is worse than for RLNC when using the TDMA based protocol, as
shown in Figure 7.48. This is due to the fact that with BCGC both RNP100 is higher and
fewer packets are received per considered time interval.

7.2.3 Varied Number of Nodes/Symbols

For the following evaluation of BCGC, the results obtained by using the default number
of nodes, n= 256, are compared with those obtained by using a much higher number
of nodes, n = 1024. In the case of BCGC, the considered number of nodes does not
change the size of the packet header. Instead, the size of the BCGC packet header is
determined by the chosen upper bound for the codeword degree, maxDeg. For a larger
number of nodes, a different upper bound may be more appropriate than the optimal
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upper bound determined for a smaller number of nodes. Here, however, it is not the aim
to determine optimal upper bounds but to observe how the BCGC procedure behaves
in principle with a larger number of nodes than the default value. For this reason, the
default upper bound maxDeg = 46 is used here, which still complies with the packet
size specifications of IEEE Std 802.15.4 for the used default payload size of 20 Bytes.
The larger number of nodes increases the node density in the network compared to the
default number of nodes. The original GC degree function assumes that all n symbols
are always available for the creation of a codeword in a node and, then, determines the
current optimal degree according to the formulas from Section 5.2.1, which depend on
n. Therefore, the GC degree function adapts itself to a changed given number of nodes n
and increases the degree with a larger number of distinct original symbols n accordingly
later. This corresponds indirectly to an adaptation to the changed node density since
with a higher node density, the degree also has to be increased correspondingly later.
The used BCGC degree function adapts analogously to the GC degree function to the
changed number of nodes and, thus, also to the changed node density. However, no
optimal degree function for a considered node density is to be searched for here. Instead,
only the BCGC procedure itself is to be evaluated with a different number of nodes and,
thus, a different node density. In general, it shall be shown that BCGC provide good
results even with a large number of nodes and have significant advantages over the
frequently used RLNC in this case.

Unlike for NoC and BCGC, the number of nodes/distinct original symbols changes
the size of the RLNC packet header. This means, RLNC packets become larger so that
it takes longer to transmit a single RLNC packet in the case of n = 1024 nodes than
in the case of n = 256. As a consequence, in the case of RLNC, significantly more
transmissions may have to be postponed with the default MAC protocol with n= 1024
nodes than with n = 256 nodes. Thus, less packets are sent per considered time interval.
Moreover, more collisions may be caused. For the n = 1024 nodes considered here as an
alternative to the default number of nodes, an RLNC header based on GF(2) is already
n/8+ 17 = 145 Bytes in size. RLNC can, therefore, not comply with the packet size
restrictions of the IEEE Std 802.15.4 with this number of nodes, regardless of the chosen
payload size. With the default payload size of 20 Bytes and n= 1024 nodes, an RLNC
packet has a size of 165 Bytes. In general, RLNC does not scale well with the number of
nodes/distinct original symbols and is practically not applicable for the n = 1024 nodes
considered here. Nevertheless, RLNC will be used for comparison with BCGC in the
following.

Due to the higher node density in the case of n = 1024, it is expected that the
medium is found to be busy more often. Thus, more transmissions have to be postponed.
Therefore, fewer packets can be sent per considered time interval with n= 1024 than
with n= 256 due to the changed node density. In addition, more packet transmissions
may collide in the case of a higher node density. With n = 1024 instead of n = 256, each
node is expected to have more neighbors. Hence, if the number of postponements and
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Performance Metric BCGC-256 BCGC-1024
(default)

RNP100 ±σ 827± 85 2361± 91
(min, max) (277, 3213) (1647, 3576)
Node Latency ±σ [s] 5.5± 0.9 15.9± 1.4
(min) (3.2) (11.8)
System Latency ±σ [s] 11.4± 2.9 17.3± 0.8
Time 95% of Nodes Completed [s] 8.0 16.5
PRR 1− 0.341 1− 0.427
Throughputeff [bi t/s] 7562 10411
Sent Packets 202± 27 329± 17
Energy Consumption [J] 0.3488 0.4378

Table 7.14: Performance metrics for BCGC with varied number of nodes

the number of signal collisions are not significantly increased, nodes may receive more
packets per considered time interval with n= 1024 than with n= 256. However, the
number of received packets can also be reduced if significantly fewer packets are sent
per time interval due to postponements or too many collisions are caused. Therefore,
the average number of packets sent/received by a node is shown in Figures 7.51, 7.53,
and 7.55.

A larger number of nodes implies that more distinct original symbols have to be
reconstructed in each node. Thus, more packets/codewords have to be received to
be able to reconstruct this increased number of symbols. As a consequence, the time
required for a node to be completed may increase for each of the considered procedures,
but especially for RLNC with its larger packets. However, the possibly increased number
of received packets per considered time interval may in turn improve latency. Therefore,
the resulting node latency and system latency for the different number of nodes is
shown in Figures 7.50, 7.52, and 7.54 for NoC, RLNC, and BCGC. A tabular overview
of the values of relevant performance metrics resulting from varying the number of
nodes/distinct original symbols in the system can be found in Tables 7.14 to 7.16.

In the following, the results are interpreted:
For all compared procedures, Figures 7.51, 7.53, and 7.55 show that fewer packets are
sent as broadcast transmission to all direct neighbors per considered time interval for
n = 1024 due to the increased node density. For RLNC, the difference is even more
noticeable as a result of the additional larger packet sizes. The average number of
received packets in a node per considered time interval is larger for n = 1024 than
for n = 256 in the case of NoC and BCGC. This can be explained by the significantly
increased number of neighbors, the only small reduction in the number of sent packets,
and the not greatly increased collision rate with the larger number of nodes/higher
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Fig. 7.50: Completed nodes
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Fig. 7.51: Sent/received packets
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Fig. 7.52: Completed nodes
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Fig. 7.53: Sent/received packets
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Fig. 7.54: Completed nodes
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Fig. 7.55: Sent/received packets
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Performance Metric NoC-256 NoC-1024
(default)

RNP100 ±σ 9489± 483 52632± 9018
(min, max) (3742, 17881) (27987, 79948)
Node Latency ±σ [s] 47.5± 2.5 240.4± 41.3
(min) (23.7) (131.6)
System Latency ±σ [s] 80.4± 13.1 299.5± 34.9
Time 95% of Nodes Completed [s] 64.4 276.4
PRR 1− 0.302 1− 0.428
Throughputeff [bi t/s] 865 700
Sent Packets 1943± 101 6251± 1072
Energy Consumption [J] 2.6410 7.9767

Table 7.15: Performance metrics for NoC with varied number of nodes

Performance Metric RLNC-256 RLNC-1024
(default)

RNP100 ±σ 460± 92 1222± 15
(min, max) (257, 1893) (1024, 1965)
Node Latency ±σ [s] 3.2± 0.6 13.5± 0.1
(min) (1.6) (9.7)
System Latency ±σ [s] 9.3± 3.6 20.4± 1.0
Time 95% of Nodes Completed [s] 4.8 16.8
PRR 1− 0.457 1− 0.698
Throughputeff [bi t/s] 13179 12145
Sent Packets 110± 20 130± 1
Energy Consumption [J] 0.2841 0.461

Table 7.16: Performance metrics for RLNC with varied number of nodes

223



Chapter 7 Simulation Based Evaluation of Broadcast Growth Codes

density, see Figures 7.51 and 7.53. Due to the larger RLNC packet sizes for n= 1024
compared to n= 256 and the additional higher node density, significantly fewer RLNC
packets are sent per considered time interval and a higher collision rate is caused. In
contrast to NoC and BCGC, this cannot be completely compensated for in the case of
RLNC by the larger number of neighbors due to the big difference. As a consequence,
for RLNC, the number of received packets per considered time interval is reduced for
n= 1024 nodes compared to n= 256 nodes, see Figure 7.55.

As already described, in the case of n = 1024 nodes, more symbols have to be
reconstructed by each node and, thus, more packets have to be received per node to be
completed than with n = 256. This cannot be completely compensated here even by an
increased number of received packets per considered time interval, as is the case for
NoC and BCGC. For RLNC, the situation is further worsened by the reduced number of
received packets per considered time interval. Therefore, the node and system latency is
higher for the larger number of nodes for all compared procedures under the considered
default simulation setting and with the default payload size of 20 Bytes, see Figures 7.50,
7.52, and 7.54. Due to the lower number of received packets per time interval, the
node and system latency is significantly increased in the case of RLNC by the larger
number of nodes. As a consequence, latency for RLNC is worse than for BCGC despite
the lower RNP100 in the case of RLNC, as shown in Figures 7.50 and 7.54. The larger
the number of nodes, the stronger this effect will be since RLNC packets do not scale
well. RLNC packet sizes grow with the number of nodes/distinct original symbols in the
system. For NoC, the inherent Coupon Collector’s problem is amplified by the larger
number of nodes, so that significantly more packets have to be received to reconstruct
all distinct original symbols than in the case of n= 256 nodes. As a result, the latency
for a network with n= 1024 nodes is eventually much worse for NoC than for RLNC
and especially than for BCGC.

Regarding the long-tail problem, for BCGC, the time at which the first node finishes
and the time at which the last node finishes are much closer together for n = 1024
nodes than for n = 256 nodes, see Figure 7.50. In the case of BCGC, the latency related
curve has a greater slope for the larger number of nodes, and there are not a few nodes
that take significantly longer than the other nodes. The increased node density in the
network ensures that there are no nodes that are particularly poorly connected. This is
even the case for the nodes at the edge. Thus, nodes finish more evenly and the long-tail
problem is mitigated. However, as is the case for RLNC or NoC, there may be other
factors that worsen the result again and, thus, flatten the slope of the latency-related
curve. These can be, for example, a reduced number of received packets per time
interval, as for RLNC, or an increased RNP100, as for NoC. Especially BCGC benefit
from the increased node density since, then, specifically selected symbols can be useful
for a larger number of nodes. In addition, here, the number of received packets per
considered time interval is larger with n= 1024 for BCGC, unlike for RLNC, without
having to receive as many packets as in the case of NoC. Due to the larger number
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of symbols to be reconstructed in the case of n = 1024 nodes, more BCGC packets
have to be received than with n= 256. However, nodes can receive/reconstruct more
BCGC packets/symbols per considered time interval due to the increased node density.
Therefore, latency is not increased to the same extent for BCGC as the number of nodes,
see Figure 7.50.

7.2.4 Varied Degree of Mobility

In the following evaluation, different degrees of mobility are considered. A mobile
network which uses the time-based Random Walk mobility model is assumed in the case
of mobile nodes, as specified in Section 6.2.2 as default setting. Further mobility models
which are implemented in the simulator and described in Section 6.1.5 were analyzed
in detail in the master thesis [Stö17]. There, similar results were obtained for BCGC
with all implemented mobility models. Thus, only the default, time-based Random
Walk mobility model or no movement of the nodes are considered for evaluation in
Sections 7.1 and 7.2.

Here, the impact of five different degrees of mobility on NoC, RLNC, GC, and BCGC
are compared: First, a static network with no movement of the nodes. Second, a slow to
medium speed of 0.75−1.5m/s ≈ 2.5−5km/h, which represents the speed of a human
who walks at slow to medium pace and is used as default speed here, see Section 6.2.2.
A speed of 0.75− 1.5m/s means that each node chooses its current speed randomly
from the interval (0.75; 1.5]m/s. Third, a high speed of 1.5 − 3m/s ≈ 5 − 10km/h,
which corresponds to walking at a quick pace or jogging. Fourth, a very high, but for
the addressed scenarios in Section 3.1.3 still realistic speed of 10 − 20km/h, which
is the speed of a non-throttled forklift or a bike at slow to medium pace. Fifth, an
extremely high, for the scenarios in Section 3.1.3 not realistic speed of 20− 40km/h,
which may, however, be realistic for other scenarios. For the graphical representation of
the simulation results, only the maximum speed is indicated in the respective legend for
the sake of shorter notation.

An evaluation of the influence of different degrees of mobility is of interest since
nodes’ movement accelerates the distribution of the symbols in the network. The higher
the degree of mobility, the faster the distribution of a considered symbol through the
network will be if symbols are randomly selected for retransmission, as with NoC, RLNC,
and GC. In this case, each node will be completed earlier. Thus, node and system latency
will be improved, which is, therefore, compared in Figures 7.56 and 7.63 to 7.65 for a
respective procedure for each considered degree of mobility. By contrast, in the case of
BCGC, symbols are not randomly selected for retransmission. Instead, counters are used
for the specific symbol selection, which are less accurate the higher the degree of mobility
is. For this reason, it is especially relevant to perform simulations of BCGC with a varied
degree of mobility. If codewords are composed less appropriately, the required number
of received packets to reconstruct a respective number of distinct original symbols is
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increased and, thus, latency becomes worse. Therefore, it should be evaluated whether
a higher degree of mobility causes an increase of the RNP and, hence, of the latency.
These are, thus, plotted in Figure 7.57 and Figure 7.56 for BCGC. In particular, it should
be analyzed in this context whether the specific symbol selection is disadvantageous
in the case of a higher degree of mobility. For this purpose, the BCGC procedure with
specific symbol selection and the BCGC procedure with random symbols are compared in
Figures 7.61 and 7.62 for the highest speed considered. In addition, in the case of BCGC,
the slope of the degree function is increased compared to the GC degree function. The
reason for this is to compensate for the fact that more redundant distance-0-codewords
and fewer distance-1-codewords are received than assumed for the original GC degree
function. Especially in the beginning of the dissemination process, only a small number
of distinct original symbols is available in the vicinity of a node. Only these can be
used for the creation of a packet/codeword. As a consequence, the number of received
redundant packets/codewords is increased in comparison to a situation where all distinct
original symbols are available for the creation of a codeword, as explained in detail
in Section 5.2.1. The faster the nodes move, the more distinct original symbols are
present in the vicinity of each node. Therefore, the less the slope of the degree function
has to be increased compared to the original GC degree function. However, in the
beginning of the data dissemination process, contrary to what is assumed for the GC
degree function, all symbols can still not be present in each node. For this reason, a
certain increase of the slope of the degree function compared to the original GC degree
function will be beneficial even in the case of a high degree of mobility. Here, however,
it is not the goal to determine an optimal slope for each considered degree of mobility.
Instead, the impact of the different considered degrees of mobility on the chosen default
degree function should be analyzed. Therefore, the percentage of received distance-
0-codewords/distance-1-codewords/distance->1-codewords is plotted in Figures 7.58
to 7.60. If the percentage of received distance-0-codewords/distance-1-codewords
decreases/increases with increasing speed, this is due to the better distribution and,
thus, availability of the symbols for the codeword composition. The improved availability
of distinct original symbols together with a then possibly too aggressive degree function
increases the percentage of received distance->1-codewords. However, if the used
default degree function is too aggressive for a higher degree of mobility, the percentage
of distance->1-codewords will increase and at the same time the percentage of distance-
1-codewords will decrease instead of the distance-0-codewords.

In the following, the results are interpreted:
For BCGC, NoC, GC, and RLNC, it can be seen in Figures 7.56 and 7.63 to 7.65 that a
higher speed leads to a reduction in node and system latency. This is solely due to the
faster distribution of the symbols in the network. Since the number of sent/received
packets per considered time interval is not significantly affected by the variation of the
chosen speed, mainly the respective RNP causes a change in latency. Furthermore, it
can be observed in Figures 7.56 and 7.63 to 7.65 that the difference between the time
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Fig. 7.56: Completed nodes
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Fig. 7.58: Received dist-0-CWs
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Fig. 7.59: Received dist-1-CWs
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Fig. 7.60: Received dist->1-CWs
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Fig. 7.61: Completed nodes
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at which the first node finishes and the time at which the last node in the network
finishes is smaller the higher the degree of mobility is. This means that the aspect of the
long-tail problem that many nodes are completed quickly and a few nodes take a very
long time becomes less significant as the speed increases. This is due to the fact that with
increasing speed, poorly connected nodes are poorly connected for a decreasing amount
of time. Nodes at the boundary area receive less packets per considered time interval,
receive more redundant packets, and have the largest distance to all other nodes in
the network among all nodes. As a consequence, they take longer to be completed.
However, the higher the degree of mobility, the shorter the time nodes remain at the
boundary area if the default mobility model is used, and consequently the less prominent
the long-tail problem. On the other hand, the less the nodes move, the more significant
is the long-tail problem for each of the considered procedures. More general details
about the long-tail problem are already explained in Section 7.1.1.1.

For BCGC, it should be analyzed separately whether a high degree of mobility is
disadvantageous for the procedure due to the specific symbol selection. Regarding the
RNP, however, it can be observed in Figure 7.57 that a higher speed improves the RNP
and, thus, also the latency, see Figure 7.56. This is due to the fact that the higher the
speed of the nodes, the more often there are nodes with new symbols in the vicinity of a
considered node. It is, therefore, less likely to receive a distance-0-codeword and more
likely to receive a distance-1-codeword or a distance->1-codeword from its neighbors,
which can also be seen in Figures 7.58 to 7.60. In principle, it can be assumed that
the specific symbol selection provides a greater improvement in the case of a static
network or a network with a low degree of nodes’ mobility than in the case of a highly
dynamic system. However, as can be seen in Figures 7.61 and 7.62, even at a very
high speed, both RNP and, thus, latency are improved by specific symbol selection
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Fig. 7.63: Completed nodes
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Fig. 7.64: Completed nodes
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compared to random symbol selection. This can be explained as follows. With specific
symbol selection, only one symbol is specifically selected, the symbol which is most
likely to be beneficial to possible receivers according to the used counters. Often, most
nodes in the vicinity of a node are missing similar symbols. Consequently, even at very
high speed, nodes move only a certain distance away between the transmission of two
packets. Hence, gathered information about profitable symbols still has a certain validity.
Therefore, even with a high degree of mobility, specific symbol selection yields better
results than random symbol selection. For more details on specific symbol selection,
see Sections 5.3.1 and 7.1.2.1. In summary, specific symbol selection is advantageous
for BCGC even in the case of a highly dynamic system, and BCGC are suitable for any
degree of mobility.

In Figure 7.60, it can be seen that with the used degree function, the percentage of
received distance->1-codewords increases slightly with increasing speed. However, the
increase in the percentage of distance->1-codewords is only very small. At the same time,
there is no decrease but an increase in the percentage of received distance-1-codewords
the higher the degree of mobility is, see Figure 7.59. Moreover, the percentage of
received distance-0-codewords decreases at the same time, see Figure 7.58. The default
BCGC degree function with maxDeg= 46 is, therefore, not too aggressive even with a
high degree of mobility and the resulting more uniform distribution of the probabilities
of the symbols to be included in a codeword. Instead, the default BCGC degree function
even provides better results the more dynamic the system is. A dynamic adaptation of the
degree function to the prevailing dynamics recognized by each node for its surrounding
area is investigated to some extend for the initial version of BCGC in [Stö17]. However,
an optimization of the BCGC degree function depending on the respective observed
dynamics is beyond the scope of this thesis.

BCGC are in a similar range as RLNC with respect to latency at each considered
degree of mobility with the default number of nodes n = 256. However, at a larger
number of nodes/symbols, BCGC represent a significant improvement over RLNC, which
is evaluated separately in Section 7.2.3. By contrast, BCGC represent a significant
improvement compared to NoC at any degree of mobility.

Unlike BCGC, GC are not designed for systems with a low degree of nodes’ mobility
and perform poorly in such systems, as already shown in Section 7.2.1. As explained
theoretically in Section 4.3, GC require a high degree of mobility since only in this
case the assumption made for the GC degree function that all symbols have the same
probability to be included in a codeword is at least approximately true. Due to the more
even availability of the symbols with increasing speed, the GC degree function then
fulfills its purpose to minimize the required number of received packets to reconstruct a
respective number of original symbols increasingly better. This means, the higher the
degree of mobility the better the RNP for GC, see Figure 7.66. For GC, a very strong
improvement of the RNP can be seen as the speed of the nodes increases. This also
leads to a significant improvement of the latency, see Figure 7.65, so that GC has a
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lower latency than NoC in the case of a high degree of mobility. However, even with a
highly dynamic system, the latency of BCGC is significantly better than the latency of
GC, see Figure 7.56. Reasons for this are that the slope of the GC degree function is too
low. Moreover, in the case of GC, a node can only add its own symbol to a codeword
so that many redundant packets/codewords are received. For further reasons, see
Section 5.5. As can be seen in Figure 7.65, in the case of GC, the last node needs about
150s = 2.5min to finish when using the default degree of mobility. In the case of no
movement of the nodes, the simulation was stopped after a simulated time of 20min
without GC having been terminated. Thus, corresponding results are omitted in the
plots and tables here as GC perform so much worse than BCGC in the case of a static
network that the exact values are no longer relevant. For NoC, the same applies in the
case of no movement of the nodes.

7.2.5 Varied Degree of Node Failures

In this last section of the evaluation, the performance of BCGC is analyzed with node
failures compared to a situation without node failures and compared with NoC and
RLNC. In the case of node failures, exponentially distributed node failures are assumed,
see Section 6.1.6. The critical distance to the center up to which all nodes should fail is
chosen so that 10% of the simulation area is 100% affected. The area mainly affected
by node failure is set to 20% of the simulation area, and there are also node failures
outside this region, as described in Section 6.1.6. In total, 95% of the node failures
is within the chosen 20% radius, 5% is outside. Furthermore, it is assumed that node
failure occurs after 1.5 s or after 5 s. This corresponds to almost 25% of the time at
which nodes are completed on average or to approximately the time at which nodes are
completed, respectively. Overall, drastic node failures in a critical part of the simulation
area are simulated here. Due to the low degree of mobility used by default, the resulting
gap without active nodes in a substantial part of the simulation area is not quickly
reoccupied by nodes that are still active. It is not the goal here to compare different
patterns of node failure. Instead, it is intended to show that BCGC can still be functional
under a drastic form of node failure and ensure that all distinct original symbols still
present in the network can be reconstructed by all still operating nodes. It shall, hence,
be demonstrated that BCGC enable a reliable data dissemination process even if large
parts of the network fail at an early stage. Furthermore, this will also be analyzed for
related work procedures such as NoC and RLNC.

In particular, node latency is given in Figures 7.67, 7.69, and 7.70 to show how drastic
node failures affect this important performance metric. Further performance metrics
can be found in Tables 7.21 to 7.23. Latency is determined by the RNP100 and the
number of packets received per considered time interval. Therefore, for BCGC, the
RNP100 is shown in Table 7.21 and the number of sent/received packets in Figure 7.68.
Symbols originating from one side of the region affected by node failure may reach
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Performance Metric BCGC BCGC-with BCGC-with
(default) node failures node failures

at t = 5s at t = 1.5 s

RNP100 ±σ 827± 85 834± 83 1026± 156
(min, max) (277, 3213) (277, 1954) (292, 2674)
Node Latency ±σ [s] 5.5± 0.9 5.6± 1.0 7.1± 1.6
(min) (3.2) (3.5) (4.0)
System Latency ±σ [s] 11.4± 2.9 11.5± 3.0 12.4± 3.0
PRR 1− 0.341 1− 0.340 1− 0.330
Throughputeff [bi t/s] 7562 7459 5944
Sent Packets 202± 27 206± 28 261± 51
Energy Consumption [J] 0.3488 0.3544 0.3868

Table 7.21: Performance metrics for BCGC w/o vs. with node failures

nodes on the opposite side via fewer different paths than in the case without node
failure. Thus, more packets may have to be received to reconstruct, in particular, all
distinct original symbols in a node. This means the RNP may be affected by node failure.
In addition, occurring node failures reduce the node density in the network. With the
used default MAC protocol, nodes are then less likely to find the medium occupied and
can, therefore, send more frequently. Furthermore, there may be less packet collisions
due to simultaneous transmissions in the case of a lower node density. As a consequence
of these two aspects, the number of sent/received packets per considered time interval
can also be different in the case of node failures. A main goal of BCGC mentioned in
Section 3.1.2 is reliability. For this reason, it is desirable to have to visit/query as few
nodes as possible at any time to gather all original data. The corresponding plot is,
therefore, shown in Figure 7.71. The fewer random nodes have to be queried at any
time, the more robust the system is against node failure and the faster all data can be
gathered by an external agent, for example. Overall, it is also an indication of how
evenly each symbol is already spread across the network.

In the following, the results are interpreted:
As can be seen in Figure 7.67 and Table 7.21, even severe node failures of about 20%
of the nodes in the substantial central part of the simulation area early in the data
dissemination process did not pose a problem for BCGC. Due to the occurring node
failures, a larger required number of packets, RNP100, had to be received in order to
reconstruct all distinct original symbols in a node in the case of BCGC, see Table 7.21.
The earlier the node failure occurs, the fewer nodes are already finished at that point
in time, i.e. have an RNPnode

100 which has not been influenced by node failures. Thus,
the more packets have to be received in a node on average, i.e. the higher the RNP100
is. In addition, the failure region is in the central part of the simulation area. In this
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Fig. 7.67: Completed nodes
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Fig. 7.69: Completed nodes
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Fig. 7.70: Completed nodes
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Fig. 7.71: Visited nodes in the case of default simulation settings without node failures

Performance Metric NoC (default) NoC-with NoC-with
(default) node failures node failures

at t = 5s at t = 1.5 s

RNP100 ±σ 9489± 483 11602± 683 n/a
(min, max) (3742, 17881) (3674, 21142) n/a
Node Latency ±σ [s] 47.5± 2.5 60.5± 3.5 n/a
(min) (23.7) (34.8) n/a
System Latency ±σ [s] 80.4± 13.1 94.3± 14.9 n/a
PRR 1− 0.302 1− 0.280 n/a
Throughputeff [bi t/s] 865 679 n/a
Sent Packets 1943± 101 2510± 146 n/a
Energy Consumption [J] 2.6410 3.1367 n/a

Table 7.22: Performance metrics for NoC w/o vs. with node failures
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Performance Metric RLNC (default) RLNC-with RLNC-with
(default) node failures node failures

at t = 5s at t = 1.5 s

RNP100 ±σ 460± 92 440± 57 483± 87
(min, max) (257, 1893) (259, 1408) (257, 1633)
Node Latency ±σ [s] 3.2± 0.6 3.1± 0.4 3.4± 0.6
(min) (1.6) (1.6) (1.6)
System Latency ±σ [s] 9.3± 3.6 8.4± 2.2 9.2± 2.5
PRR 1− 0.457 1− 0.452 1− 0.440
Throughputeff [bi t/s] 13179 13519 12395
Sent Packets 110± 20 106± 14 118± 21
Energy Consumption [J] 0.2841 0.2567 0.2827

Table 7.23: Performance metrics for RLNC w/o vs. with node failures

area, nodes typically have reconstructed the most symbols at a considered point time
and can forward all of these symbols to their neighbors. If these nodes fail, this is no
longer possible. Furthermore, as soon as node failures have occurred, symbols have
to traverse more hops to reach and be reconstructed by nodes on the other side of the
failure region. This is due to the lower node density and missing connections in the
center. This consequently increases the RNP, the required number of received packets
to reconstruct a respective number of distinct original symbols, from the time of node
failure. Furthermore, in the case of node failure, the average node density in the network
is reduced. As a consequence, the medium is found occupied less often and due to the
additionally fewer simultaneous packet transmissions, the collision rate col l := 1− PRR
will be reduced. This can be seen for BCGC in Table 7.21. Therefore, with the used
default MAC protocol and the considered degree and pattern of node failure, slightly
more packets were sent and more packets were received per considered time interval by
a node after the occurrence of node failures, as can be seen in Figure 7.68. However, if
node failures reduce the density significantly, an increased number of received packets
per time interval may no longer be observed. This can especially be the case for a
different pattern of node failures, such as the pattern of random node failure where each
node fails with x% probability. An increased number of received packets per considered
time interval compensates for an increased required number of received packets to a
certain extend. However, it was not possible to completely compensate for this increased
number here. Therefore, node and system latency are increased in the case of node
failure, as shown in Table 7.21. In Figure 7.67, the result appears to be different at first
glance. Here, however, the average value was plotted only up to the lowest number
of nodes still existing in the system among all seeds in order to avoid any distortion
of the respective graph due to the decreasing number of available seeds. From the
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course of the graph, however, it can already be seen that in the case of node failures and
especially in the case of early node failures, a respective number of completed nodes
was reached at a later point in time. With regard to node and system latency, the values
from Table 7.21 should be considered. Furthermore, Figure 7.67 shows that at the
time of node failure at 5 s, some nodes were already completed. Then, the process of
completing further nodes was slowed down due to the occurring node failures. In the
case of node failure after 1.5 s, no node was finished at the time of the occurring node
failures, so also the completion of the first nodes was delayed. Nevertheless, even under
these drastic node failures, all symbols still existing in the system could be gathered and
reconstructed in all remaining nodes in the case of BCGC.

Unlike BCGC, NoC was only able to cope with the considered node failures which
occurred after 5 s under favorable conditions. In the case of node failures after 1.5 s, for
all seeds, there were some symbols which were no longer present in the system as they
had not yet been distributed well enough in the network with NoC. In this case, the
simulation was stopped because the nodes could not have been able to reconstruct all
distinct original symbols anymore. With node failures occurring after 5 s, this was also
the case for several seeds for NoC. The plotted graphs, therefore, only contain those
seeds for NoC for which all distinct original symbols were still in the network after the
node failure. In the case of node failures after 1.5 s, in each seed no node could be
completed in NoC. Therefore, no values are given for this degree of node failure in the
plots or in the table. In contrast, when using BCGC, symbols were already sufficiently
distributed over the network in the considered scenarios. In this case, the application of
BCGC allowed the reconstruction of all distinct original symbols in all remaining active
nodes and improved the reliability compared to the use of pure forwarding without
encoding of data, i.e. NoC.

As with BCGC, in RLNC, symbols were well distributed across the network at an early
stage. For this reason, all remaining active nodes could reconstruct all distinct original
symbols in the case of node failures after both 5 s and 1.5 s. In general, RLNC and BCGC
were able to cope well with early node failure in a substantial part of the network, unlike
NoC.

How well symbols in decoded/reconstructed form were distributed over the network
at a respective time in the case of no node failure can be seen in Figure 7.71. There, the
average number of randomly chosen nodes which had to be visited/queried to retrieve
all distinct original symbols at a respective time is plotted. These respective values were
obtained by executing 25 random collection processes for each seed at fixed times and
then averaging the resulting numbers of queried nodes per considered point in time.
Then, the average is calculated over all seeds. Thus, Figure 7.71 shows the number of
queried nodes as described in Section 3.3.3, which is an important performance metric
and helpful for explaining the results in this section. Here, for each random collection
process, reconstructed symbols are gathered instead of codewords as a collection process
should be performed quickly and without complex computation. Especially in the case
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of RLNC, it would otherwise be necessary to check for each packet/codeword whether
it is linearly independent of the packets/codewords which have already been collected.
Alternatively, regular computationally expensive decoding attempts would have to be
made during the collection process to determine the actual number of nodes to be
visited/queried. Both would be computationally intensive. Therefore, in the case of
RLNC, random nodes have to be visited to retrieve all distinct original symbols until
a first node is queried which has already reconstructed all symbols. This is due to the
fact that in RLNC, nodes can decode received packets/codewords only after they have
received n linearly independent packets/codewords in the case of n distinct original
symbols in the system. Before that, nodes do not have any reconstructed symbols. For
example, if five nodes had to be queried for RLNC, it means that the first four queried
nodes had not reconstructed anything and the last one was finished. In BCGC and NoC,
on the other hand, nodes have already stored reconstructed symbols from the beginning
and, thus, each queried node contributes to the collection process.

With 20% node failure, i.e. approximately 200 of 256 nodes remain active, the limit
up to which a particular process could have been completed at all is where the curve
under consideration lies below about y = 200 in Figure 7.71. Above this limit, more
nodes had to be visited/queried randomly than there would still have been active nodes
in the network in the case of 20% node failure. If at a considered point in time more
than 200 nodes had to be queried/visited according to the graph to gather all distinct
original symbols and then all nodes fail except for 200 nodes, it is very likely that some
symbols are no longer in the system. This is the reason why in the case of NoC and node
failures after 1.5 s, not all symbols could be reconstructed in all remaining nodes and
the algorithm was stopped. In the case of exponentially distributed node failures, the
probability that symbols got lost is even higher than can be deduced from Figure 7.71.
The reason for this is that a connected region fails and all symbols from this area have
to be already present outside the failure area when the node failure occurs in order not
to lose those symbols. For exponentially distributed node failures, the result, therefore,
also depends on how well symbols from the central part of the network have already
been distributed to the surroundings. For a procedure which distributes data more
quickly, the degradation compared to Figure 7.71 is less severe than for procedures in
which data is distributed more slowly. Under the default conditions, it is therefore to
be expected that for RLNC, due to its lower latency than for BCGC, the proportional
deterioration of the situation is less noticeable. Under conditions other than the default,
e.g. with a higher number of nodes, where RLNC has a worse latency, the situation will
worsen more for RLNC. With NoC an even more significant worsening of the situation
than shown in Figure 7.71 is expected.

In Figure 7.71, it can be seen that BCGC has advantages over RLNC in the case of
random node failures at an early point in time. Then, more random nodes can fail in
the case of BCGC than in the case of RLNC without loosing at least one symbol. This is
due to the already described fact that for BCGC, codewords are decoded and symbols
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reconstructed from the beginning. This is also the case for NoC. However, due to the
Coupon Collector’s problem with NoC, the rate at which symbols are reconstructed with
NoC is significantly worse than with BCGC. Therefore, usually significantly more nodes
have to be queried than with BCGC.

Concerning node failure, BCGC have a further crucial advantage over RLNC. This
advantage is related to the fact that with RLNC, a node is either able to reconstruct
everything or nothing whereas with BCGC, symbols are reconstructed gradually. In the
case of node failure, there may be symbols which are no longer in the system, i.e. are
not contained in any stored codeword/packet/reconstructed symbol. In general, it may
be the case that there are no longer n linearly independent stored packets/codewords
in the system after node failure. Then, nodes with RLNC will never be able to receive n
linearly independent packets and, thus, will never begin decoding. As a consequence,
all nodes will never have reconstructed anything with RLNC in this case. With BCGC, on
the other hand, all remaining nodes start decoding immediately after having received
a first packet/codeword. For RLNC, this partial decoding would be possible only by a
modification.

To conclude, even in unreliable networks, where large parts of the network fail at an
early stage, BCGC ensure that all distinct original symbols still present in the network
and being decodable can be gathered and reconstructed by all remaining nodes. This
is possible as every node aims to reconstruct as much original data as possible at any
considered point in time and, in particular, due to the ability of BCGC to perform early
decoding.
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For the evaluation of BCGC process parameters and of BCGC using different simulation
settings in Sections 7.1 and 7.2, an in-house developed network simulator was used.
However, a simulator abstracts reality to a certain extent and results are, therefore,
not exact. Some parameters, such as energy consumption, can only be estimated very
roughly as no real hardware is used. The benefits of using a simulator have already
been discussed in Section 6.1.1. For the reasons mentioned there, the main evaluations
of BCGC were carried out by means of a simulator. However, in order to obtain more
accurate results and to verify the results from the simulator, a supplementary evaluation
of BCGC on a real testbed is reasonable, which therefore follows here. For this purpose,
general information on the used testbed environment is first presented in Section 8.1.
Then, the used settings for the testbed and the required changes of the settings for the
simulator are described in Section 8.2. Finally, results from the testbed are presented
and compared to the corresponding results from the simulator in Section 8.3.

8.1 Description of Testbed Environment

For the following evaluation, the FIT IoT-LAB testbed [Adj+15b] is used. It is an open-
access remote testbed consisting of more than 2700 nodes, including more than 100
mobile nodes. These nodes are distributed over 6 locations in France. Each node
provided in the testbed contains a so-called Open Node (ON), a Gateway (GW), and a
Control Node (CN). An ON can be accessed and programmed for the experiments. By
contrast, a CN cannot be accessed for experiments, but coordinates the reprogramming
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of the associated ON, and monitors the power consumption of this ON, for example. In
the remainder of this chapter, the term ‘node’ refers to the respective ON. In the testbed,
there are different types of nodes, the largest proportion being the so-called M3 sensor
nodes, which were therefore used for the experiments presented in the following. M3
nodes are also the type of nodes with the largest number of available nodes at one site
and the type of nodes with the largest number of nodes that can communicate directly
with each other via radio. M3 sensor nodes are equipped with a 32-bit ARM Cortex M3
micro-controller4 (STM32F103REY) and an ATMEL AT86RF231 radio chip, which is
compliant to IEEE Std 802.15.4 and uses the 2.4 GHz ISM frequency band. Furthermore,
these nodes are static nodes and provide four types of sensors, a light sensor, a pressure
and temperature sensor, an accelerometer/magnetometer, and a gyroscope.

8.2 Testbed and Simulator Settings

The evaluation of BCGC and comparison with related work using the FIT IoT-LAB testbed
platform was mainly performed as part of a master thesis, see [Ome18], which was
conducted as part of this work. Therefore, the results presented in Figures 8.1 and 8.2
and Tables 8.1 to 8.3 regarding the testbed are based on [Ome18]. For the evaluation
presented in the following, experiments with 81 M3 sensor nodes were executed. This
number of nodes was the maximum number of nodes which were able to communicate
directly with each other via radio communication and were repeatedly available at the
time of the experiments. According to the addressed system setup in Section 3.1.1, a
considered static network shall be connected but does not have to be fully connected.
This condition is, thus, fulfilled for the 81 selected static nodes.

Since the 81 selected nodes were located very close to each other and on two parallel
lines, the transmit power was reduced to the lowest possible transmit power of the
used transceiver, Pt = −17 dBm, to avoid that each node could reach every other node.
Otherwise, the network would have been fully connected and, thus, have a very high
node density, which contradicts the assumed system setup in Section 3.1.1. For the
remaining settings of the transceiver, the default values described in [Atm09] and
Section 6.2.2 were used. With these settings, an average number of 24 neighbors was
encountered during the executed experiments on the testbed, see [Ome18]. Except
for the transmit power, the same default values are also used for the evaluations in
Sections 7.1 and 7.2 with the simulator.

Concerning the MAC protocol, the unslotted CSMA/CA based MAC protocol according
to IEEE Std 802.15.4 was chosen for the experiments in [Ome18], which is also used as
default MAC protocol in the simulator and described in Section 6.1.3.1. In [Ome18], the
maximum number of backoffs macMaxCSMAbackoffs that are allowed to be performed
was set to macMaxCSMAbackoffs = 0 for the experiments. Furthermore, the time tRX in

47.2MHz, 64 kB RAM, 256 kB ROM, 512 kB Flash
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which a node is in receive mode was set to tRX = 15 · tp. Here, tp is the transmission
time of the packet to be sent next by the considered node. This means, tRX depends on
the current packet size and may, thus, be different for different procedures and in the
case of dynamic packet sizes, additionally in the course of the dissemination process.
Except for macMaxCSMAbackoffs and tRX , the default values given in IEEE Std 802.15.4
were used for all other parameters related to the MAC protocol. Furthermore, nodes did
not perform duty cycling and, in particular, were not repeatedly set to an energy-saving
SLEEP state for the experiments shown below. As described in detail in Section 6.1.7,
using duty cycling is not beneficial for the addressed system setup here as all data is
to be distributed quickly and nodes do not perform idle listening for a long time. In
[Ome18], also experiments using a SLEEP state were executed which reduced energy
consumption in some cases but always increased latency.

In [Ome18], a payload size of 2 Bytes was used for the experiments on the testbed.
Furthermore, 20 simulation runs were performed for the results in [Ome18] and are
included in the average values given below.

For the experiments on the testbed, NoC, RLNC, and BCGC were implemented ac-
cording to the schemes described in Sections 4.1 and 4.2 and Chapter 5, respectively,
as applications on top of the operating system RIOT. RLNC was implemented based on
GF(2), as also used for the evaluations in Sections 7.1 and 7.2. However, in contrast
to the descriptions in Sections 4.1.3, 4.2.5, and 5.4 and the used header sizes for the
simulative evaluations in Sections 7.1 and 7.2, the header sizes of NoC, RLNC, and BCGC
were extended by 3, 73, and 2 Bytes, respectively, for the evaluation on the testbed with
81 nodes. These extensions were required for the sake of implementation simplicity.
See [Ome18] for further details. This extreme extension of the RLNC header was used
for the coefficients and could be avoided if 8 coefficients are stored in one Byte and the
respective relevant bit is extracted by masking, for example. For RLNC based on GF(8),
however, the mentioned additional header size is required in any case. With this new
header size, RLNC can only be applied to a system with a maximum of 111 nodes with
a small payload size of 2 Bytes without exceeding the packet size requirements of IEEE
Std 802.15.4. If these packet size requirements are not met, packets are not sent in the
FIT IoT-LAB testbed with the considered configurations of the nodes. However, the 81
nodes used here did not pose a problem for RLNC with the stated settings. For BCGC,
an upper bound of maxDeg= 54 was used for the following results of the experiments
on the testbed. This is the maximum upper bound for BCGC with which the packet sizes
requirements of IEEE Std 802.15.4 are still fulfilled under the conditions considered
here. Furthermore, the approach of a desired symbol, as described in Section 5.3.2, was
used for BCGC for the following testbed experiments. Further implementation details
can be found in [Ome18].

In order to be able to compare the results of the testbed with those of the simulator in
the following, some of the default values used in the simulator had to be changed. First,
the number of nodes/distinct original symbols had to be set to 81. Second, concerning
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the size of the simulation area, the side length of the square simulation area had to be
changed to 19 units of length in order to create a situation where a node under the
given conditions had on average 24 neighbors. With this change, all other settings of
the radio transmission scheme in the simulator could be left at the default values. Only
the supply current in transmit state T X had to be adapted separately as Pt = −17 dBm
instead of Pt = 0dBm was used as transmit power for the experiments on the testbed.
The new supply current was, therefore, 7.4 mA, see [Atm09]. This value is required for
the estimation of the energy consumption by the simulator. Third, for the implemented
MAC protocol in the simulator, macMaxCSMAbackoffs= 0 and tRX = 15 · tp had to be
used instead of the respective default values. Fourth, in order to compensate for the
different header sizes in the simulator compared to the testbed, a phantom payload
of a corresponding size was added to each packet in the simulator for the subsequent
comparison. Fifth, instead of the default setting, a static network was used in the
simulator for the following results in order to simulate similar conditions as in the
testbed. Sixth, BCGC were simulated with the approach of requesting a desired symbol
as described in Section 5.3.2.

8.3 Comparison to Simulation based Evaluation

In the following, the results of the experiments on the testbed are presented. The
respective values are based on [Ome18]. Hence, the results presented here are chosen
accordingly. This means, for the testbed, only two figures are shown, the average number
of packets sent/received by a node until a respective point in time, see Figures 8.1 and 8.2.
In these, the difference of the implemented procedures, NoC, RLNC, and BCGC, during
the course of the respective experiment can be recognized. Since the number of sent
and received packets differed significantly from each other, especially for NoC, they are
shown in two different figures, unlike for the simulator. For the graphs, the average value
over all seeds and for each seed the average value over all nodes was calculated for each
considered point in time. However, the values of the individual seeds differed greatly
in the experiments on the testbed. For this reason, the slope of the graphs decreases
towards the end when only a few remaining seeds have an influence on the average
value and these seeds have a lower value. Furthermore, regarding the sent packets, in
Tables 8.1 to 8.3, a different type of value is given than in Sections 7.1 and 7.2 for the
simulation based evaluation. Here, it is indicated how many packets a node had to send
on average until all nodes were finished. Previously, on the other hand, the average
number of packets a node had to send until this node itself was finished was specified
in the respective tables. In the following, however, the number of packets a node had
to send until the network was finished is also given for the results of the simulator at
‘Sent Packets’. All other performance metrics in Tables 8.1 to 8.3 correspond to the
descriptions in Section 7.1.
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For the testbed based evaluation, the actual power consumption of each node was
measured during the experiments and, then, the corresponding energy consumption of
the network was calculated. This measurement of the power consumption refers to the
Open Nodes, which run the experiments, and are executed by the Control Nodes. The
measurement was performed as provided by the used FIT IoT-LAB testbed platform and
as described, for example, in [Adj+15a; Fam+14]. Here, the used sampling period for
the power consumption was 65.95 ms, see [Ome18]. The energy consumption specified
for the testbed refers not only to the dissemination process and the associated computing
in the nodes, but to the entire experiment on the nodes. In addition, a duration had to
be defined in advance, for which the experiment is executed on the nodes. The power
consumption of the nodes is, then, also measured for this entire duration, which thus
influences the average value of the energy consumption. This duration was set to 2 min
for all executed experiments in [Ome18]. In the simulator, the energy consumption
is estimated. However, only the energy consumption concerning communication, i.e.
caused by the radio chip, is considered and not concerning sensing or data processing,
for example, as in the real testbed. Therefore, the values from the simulator are very
low and differ significantly from the measured energy consumption of the testbed.

Overall, it can be seen in Figures 8.1 to 8.4 and Tables 8.1 and 8.3 that the results
of the testbed and the simulator are of a similar order of magnitude for BCGC and
also for RLNC, except for the energy consumption, which has been explained before.
Slight differences in the results are due to small differences in the actual realization,
such as the positions of the nodes and the actual implementation. Furthermore, for
the experiments on the testbed, a first version of BCGC was used instead of the final
version, which is presented here and used for the simulator. Therefore, in particular, the
values for the RNP100, the node latency, and the system latency would be lower if the
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Performance Metric BCGC-simulator BCGC-testbed

RNP100 168 204
Node Latency [s] 1.8 1.0
System Latency [s] 3.1 3.2
PRR 1− 0.192 1− 0.574
Sent Packets 14 30
Energy Consumption [J] 0.034 13.08

Table 8.1: Performance metrics for BCGC with simulator vs. testbed

Performance Metric NoC-simulator NoC-testbed

RNP100 n/a 2647
Node Latency [s] n/a 7.9
System Latency [s] n/a 10.9
PRR n/a 1− 0.557
Sent Packets n/a 284
Energy Consumption [J] n/a 13.11

Table 8.2: Performance metrics for NoC with simulator vs. testbed
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Performance Metric RLNC-simulator RLNC-testbed

RNP100 240 119
Node Latency [s] 11.8 6.2
System Latency [s] 17.9 8.7
PRR 1− 0.26 1− 0.798
Sent Packets 22 57
Energy Consumption [J] 0.6658 13.29

Table 8.3: Performance metrics for RLNC with simulator vs. testbed

final version of BCGC had been used for the testbed based experiment. As was already
the case in Section 7.2.4, the simulation of NoC in a static network did not terminate
within the given period of time. For this reason, results are omitted here. However,
it can be recognized from a general comparison of the results of the testbed here and
those of the simulator in Section 7.2 that the behavior of NoC in comparison to BCGC
was similar. Concerning the results of the experiments on the testbed, it can be seen that
node and system latency are significantly better for BCGC than for NoC or RLNC, see
Tables 8.1 to 8.3. Due to the significantly larger header size for RLNC than for BCGC and
the considered computational effort, the performance of BCGC concerning latency was
significantly better than for RLNC in the testbed, see Figure 8.3 and Tables 8.1 and 8.3.
If the RLNC header used in the testbed were not so large, as described in Section 8.2, the
difference would be smaller. However, if a larger number of nodes is used, the difference
will be more significant again. This is due to the fact that RLNC does not scale well with
the number of nodes concerning packet size but also concerning computational effort
due to the used Gaussian elimination. The measured energy consumption in the testbed
was dominated by the very long run-time of the experiment, which was chosen to be
2min for BCGC, NoC, and RLNC. Thus, the results regarding energy consumption in
the testbed are not very informative.

To conclude, it is shown that BCGC are also functional in a real implementation and
that the simulation results are plausible.
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In this chapter, the main contributions of this thesis and the key characteristics of
the herein developed network coding procedure are summarized and future work is
addressed.

9.1 Contributions of this Thesis

The key contributions presented in this thesis are:

1. the development of the network coding procedure BCGC for reliable data dissemi-
nation in WSNs.

2. the implementation of a corresponding network simulator which supports among
others a variety of network coding procedures, radio transmission schemes, MAC
protocols, mobility models, and patterns for node failures.

3. the comprehensive evaluation of BCGC and related work by both simulations and
in a real world testbed.

Broadcast Growth Codes (BCGC) were designed to enable a high degree of reliability
at low latency, high throughput, and reduced energy consumption. Furthermore, BCGC
are characterized by their simplicity and robustness. These key performance metrics are
translated into the following procedural objectives:

• appropriate redundancy depending on the state of the network, i.e. the codeword
degree of a packet/codeword to be sent next and the symbol selection for this
codeword should be appropriate.
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• early decoding, i.e. every node should be able to reconstruct as much original
data as possible at any considered point in time and, in particular, also at an early
stage.

• simple encoding and decoding to enable the use of low-cost sensor nodes which
may have limited computing power.

• zero configuration, i.e. nodes should immediately start collecting, processing, and
transmitting sensor data without complex initialization.

These objectives should be achieved while being agnostic to network size, payload sizes,
collision rates, different patterns and degrees of node failures and should also not be
dependent on a certain degree of nodes’ mobility.

To this end, among others, dynamic packet sizes are used in the case of BCGC. Packet
sizes are small in the beginning and grow with the used codeword degree d. However,
packet sizes are bounded by an appropriately chosen upper bound for the codeword
degree. This means, they do not grow linearly with the number of nodes in the system.
Using dynamic packet sizes and appropriately limiting the codeword degree reduces
latency and energy consumption, increases throughput, and results in more robustness
and reliability. Furthermore, for encoding and decoding only simple XOR operations
are used in the case of BCGC. In addition to simplicity, this also allows to start decoding
packets/codewords immediately after the reception of a first packet, i.e. at a very early
stage.

On the one hand, the aim to use an appropriate amount of redundancy concerning
the degree of codewords means to combine enough symbols d for one packet/codeword
to avoid the reception of a large number of unnecessary redundant packets. On the
other hand, it also means not to combine too many symbols so that packets/codewords
can still be decoded as soon as possible by the receiver and packets do not become too
large at the same time. Those aspects aim to minimize the RNP, the required number
of received packets to reconstruct a respective number of distinct original symbols in
a considered node while keeping packet sizes short. Moreover, the used codeword
degree d is adapted to the current state of the neighboring nodes and, thus, of the
network in general. This is realized by the BCGC degree function, which determines
a node’s desired degree for a codeword to be received next depending on the number
of symbols actually reconstructed in this node. For the creation of a codeword, the
minimum of the received desired degrees of the neighbors is then used as the codeword
degree d. In this way, no nodes are left behind so that the goal of having gathered and
reconstructed as many distinct original symbols as possible in a node at any considered
point in time can be met. Furthermore, the degree function was modified in order to
fulfill the mentioned aims and to ensure to use an appropriate degree of redundancy. In
this context, the BCGC degree function compensates for the uneven distribution of the
probabilities of the original symbols to be included in a codeword in reality. In addition,
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the degree function does not optimize only the required number of received packets but
also considers the resulting packet sizes and, thus, the resulting latency, throughput,
and energy consumption.

Furthermore, using appropriate redundancy also refers to the symbol selection. When
creating packets/codewords, symbols should be selected in such a way that a receiver
does not depend on the successful reception of a concrete packet/codeword. Moreover,
on the one hand, not too many symbols which are probably already known by the
receivers should be combined for a codeword if d symbols are to be combined in order
to avoid the reception of a large number of unnecessary redundant packets. On the
other hand, also not too few probably already known symbols and too many probably
still unknown symbols should be combined so that codewords can still be decoded as
soon as possible using only simple XOR operations. In general, BCGC use a pro-active
symbol selection, which means codewords are composed specifically in order to forward
preferentially rare symbols and use an appropriate amount of redundancy.

To conclude, using appropriate redundancy for BCGC ensures that early decoding is
possible, thus, contributes to an enhancement of reliability, increases the throughput,
and reduces latency as well as energy consumption.

Through simulation based evaluations and evaluations performed in a testbed, it was
shown that BCGC fulfill the mentioned aims even under challenging conditions. BCGC
are robust to changes in the BCGC process parameters or simulation settings and enable
reliable data dissemination. In terms of latency, throughput, and energy consumption,
BCGC can achieve the same performance or even outperform existing procedures while
allowing low complexity of the nodes as well as early decoding. For the considered
default simulation settings, the coding gain of BCGC with the default configuration of
the BCGC process parameters compared to no encoding of data for transmission, i.e.
compared to pure forwarding of data, was almost 12 and the throughput gain almost 9.
The RNP gain compared to RLNC was only about 0.6 and the throughput gain also only
about 0.6. However, RLNC generally requires significantly more computational effort for
decoding using Gaussian elimination and early decoding is not possible. Furthermore,
the size of RLNC packet headers grows linearly with the number of nodes/symbols in
the system and becomes very large in the case of a large number of nodes. Compared
to GC, the RNP gain of BCGC was about 22 and the throughput gain about 24 for the
considered default simulation settings. Thus, BCGC outperformed GC, which served as
a basis for BCGC, significantly.

9.2 Future Work

It was shown that, even with a non-optimized default configuration of the BCGC process
parameters, BCGC perform well in comparison to related work for the default settings as
well as for variations of these settings. Furthermore, BCGC were robust against changes

253



Chapter 9 Concluding Remarks

in the BCGC process parameters. However, it was not a goal here to find an optimal
combination for the configurations of these BCGC process parameters. Instead, the
impact of each parameter was investigated individually. Therefore, a first aspect which
is an option for future work is to find an optimal configuration of the BCGC process
parameters for a specific use case and to extend this analysis to further use cases.

In addition, the approach of dynamically adapting the BCGC process parameters to
the perceived dynamics could be pursued. In this regard, an optimization of the BCGC
degree function depending on the respective observed degree of nodes’ mobility or node
density is an option for future work.

Furthermore, the behavior of BCGC could be investigated if, instead of specifying the
number of nodes n, n is estimated and then an estimate of n is used for BCGC. In this
case, the effects of an incorrect estimation of n in BCGC could be analyzed as well as
how much accuracy is necessary to meet certain given performance criteria.

Here, it is assumed that nodes generate sensor data only once and then distribute this
data over the entire network. Therefore, another aspect suggested for future work is the
consideration of multiple generations of data for BCGC, i.e. each node generates sensor
data repeatedly. In this case, it may be beneficial to perform duty cycling in between
generations.

Concerning the used routing method, a form of flooding is assumed as basis for BCGC
here. This simple routing procedure can easily be exchanged. An analysis of which
routing procedure can be supplemented by BCGC and which advantages the respective
combination brings is, therefore, an option for future work. In this context, BCGC could
be implemented on top of a more advanced routing protocol or even be extended to
some form of routing-aware coding.
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